Index

Symbols

? (question mark)
Ethernet commands and 2-19
Frame Relay commands and 4-25, 5-29
local commands and 1-8, 1-14
subinterfaces and 4-25, 5-29

Numerics

0.0.0.0 IP addresses, ACLs and 13-5

0.0.0.0 routes, security associations and 12-47
165.165.100.100 (VR for control VPN) 2-21
165.165.100.99 (VR for control VPN) 2-21

A

AAL mode (ATM adaptation layers mode) 6-17
AAL1 mode 6-18
AALS5 mode 6-17
abbreviations of commands 1-17-1-18, 3-2
commit 2-10
display 2-10
display tabular 4-3
ds-byte-filter 7-26
encapsulation 4-33
local-isakmp-identity command keyword 12-38
abort command 1-16
ABR (available hit rate) setting 6-18
PCR and MCR and 6-22
quality of service 6-28
ABRs (area border routers)
OSPF and 10-5
access blades
see also Ethernet, channelized DS3, channelized E3,
OC-3
control VRs and 1-23
SNMP and 1-23
specifying slot number 2-7
subscriber VRs and 1-23, 2-4, 2-5
VRsand 2-6
access devices, Frame Relay. see FRAD (Frame Relay access
devices)
access-lists 13-44
see also NAT (network address trandl ation)
ACLsversus 13-47
command examples 13-47
end address keyword 13-47

access-lists (continued)
list ID keyword 13-47
permit keyword 13-47
start address keyword 13-47
VI ID keyword 13-47
accounting servers, RADIUS 13-51
ACL (setting) 7-6, 7-8, 7-11, 13-9
ACLs (access control lists)
see also export policies, import policies
access-lists versus 13-47
advantages of 7-4
changing valuesin 7-7
CLI level for 7-22
creating 7-4-7-7
command for 7-7
for diff-serve 7-20-7-25
crypto map and 12-28
default IP addressesin 13-5
destination address 7-6
destination UDP protocol port 7-6
diff-serve and 7-26
identifying 7-27
diff-serve and QoS and 7-17
dstaddr and 8-17
example 7-7
export policiesand 7-4, 7-8, 7-11
firewallsand 13-4
for |PSec transport mode 12-29
GALs (general access lists) and 13-5
import and export policies and 8-13
import policies and 7-4, 7-8
in1PSec 12-9
installing in crypto maps 12-28
IPSec-manual crypto map and 12-29
packet filters and 13-10
destination address 13-6
destination UDP protocol port 13-6
port settings 13-6
required values 13-5
source address 13-6
source UDP protocol port 13-6
transport protocol port 13-6
reusing 13-8
settings
ACL 7-6
dstaddr 7-6
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ACLSs (access control lists) (continued)
settings
dstport 7-6
protocol 7-6
srcaddr 7-6
srcport 7-6
TOS 7-6
VPN 7-6
VR 7-6
source address 7-6
source UDP protocol port 7-6
TCP/UDP ports 13-6
tips and techniques 7-7
traffic conditioners and 7-17
transport protocol port 7-6
types of service 7-6
action setting 7-8, 7-11
firewall accesstables 13-13
address setting 12-14
address translation
proxy servers and 13-15
adjacencies
enabling event logging 9-27
init values and 9-19
1S1S9-19
admin status setting
OC-3c6-7
admin-status setting 2-20, 5-45
enable setting and
DS35-28, 5-32
E34-24,4-29
afinity (option) 11-16
agent, SNMP 2-21
aggregates, creating 10-13
aggressive-mode (crypto map flag value) 12-28
AH
authentication algorithms 12-7
characteristics 12-7
IPSec and 12-7
ah-md5-hmac keyword 12-22
ah-rfc1828 mode 12-22
ah-sha-hmac keyword 12-22
AIS (alarm indication signals), OC-3c and 6-15
AlX, IBM 1-2

aarms (continued)
SONET 6-7
aert messages, viewing 2-23
agorithms, authentication. see authentication a gorithms
alignment, secure multiframe 5-3
aign-signal setting 4-7
aways-on connectivity, PVCs and 6-2
adways-plain (crypto map flag value) 12-28
AMI (aternate mark inversion) 5-2
see also line code
announce isis option 11-26
ANS|
DS1/DS3 connectivity standards, support for 5-3
line management format 4-17, 5-20
ANS| Annex-D 4-17, 5-20
ANSI LMI 4-12, 4-22, 5-15, 5-25
see also Frame Relay
anti-clogging 12-14
any (default value) 7-15
AOL
proxy 13-36
UDP port 13-37
append-after setting 11-8
application gateways 13-11
See also proxy servers
area addresses, |P networks and 9-5
area aggregate setting 10-13
arearange setting 10-7, 10-13
area setting 10-5
area border routers and 10-5
area-address setting 9-4, 9-5
area-password setting 9-10
areas, stub 10-5
area aggregate setting 10-13
default cost setting 10-13
AS (autonomous system) 8-7
confederations. see confederations
IGPsand 7-35
1S1S9-15
neighbor command and 8-11
numbers 7-35
see also BGP-4
private 8-21
traffic 8-15

adarm setting 6-6 ASBRs (autonomous system border routers)
darms configuring OSPF as 10-15
see also individual alarm names and messages ATM (asynchronous transfer mode)
DS35-10 seealso OC-3c
DS3 connections 5-7 AAL16-18
E34-3 AAL5 6-27
performance monitoring 4-3 AALS5 mode 6-17
messages 5-10 adaptation layers 6-17
DS35-10 blades, accessing 6-3
enabling and disabling 5-9, 6-6 classes of service 6-17
OC-3c 6-6
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ATM (asynchronous transfer mode) (continued)

configuring 6-2, 6-8-6-13
ILMI and 6-9
important settings 6-11
connectionless data transfers 6-17
CPCS6-27
ILMI 6-8, 6-27
importance of using default values 6-11
traffic 6-10
version 6-10
IPOATM 6-26
enabling 6-34
IPSX switches and 6-18
Japanese networks 6-6
LAN emulation (LANE) 6-8
naming the interface 6-9
NNIs 6-8
nomenclature 6-9
operation and management (OAM) 6-19
over DS3 6-33
PPPOATM. see PPPOATM (PPP over ATM)
QOS. See QoS (quality of service)
segmentation and reassembly sublayer (SAR) 6-17, 6-21
service-category setting 6-17
settings
IF-name 6-9
ILMI version 6-10
ILMI-VCI 6-10, 6-11
ILMI-VPI 6-10, 6-11
maximum burst size (MBS) 6-21
maxvci-bits 6-10, 6-11
maxvc-number 6-10
maxvpi-hits 6-9, 6-11, 6-12
maxvp-number 6-10
neighbor-1P-address 6-10
neighbor-name 6-10
UNI type 6-10
UNI version 6-10
SNMP
service data units containing ILMI signals 6-27
SONET. see SONET (synchronous optical network)
subinterface configuration. see ATM subinterface con-
figuration
traffic contracts 6-16
traffic descriptors 6-21
UNIs6-8
values, viewing 6-11
VCI and VPI 6-2
VCI minimum value 6-22
virtua channel circuits
maximum number of 6-11
virtual paths 6-2
maximum number of 6-11

atm enable command 6-7
ATM Forum UNI 4.0 specification 6-8

ATM subinterface configuration 6-19-6-30
AALS5 CPCS 6-27
bandwidth considerations 6-20
cell rates
calculating 6-28
default 6-24

initial, dynamic bandwidth allocation 6-26

minimum 6-26
peak 6-21
sustained 6-21
creating 6-21
criteria 6-32
dynamic bandwidth allocation 6-26
encapsulation types
LLC encapsulation 6-27
V C-multiplex-routed 6-27
IPOATM enabled by default 6-25
logical interfaces 6-31
OAM ping test 6-26
PCR and UBR 6-22
PPPOATM. see PPPOATM (PPP over ATM)
PVC types 6-27
QoS/service-category dependence 6-21
service categories. see service categories
settings
connection-kind 6-26
encapsulation 6-27
initial cell rate (ICR) 6-23, 6-26
maximum burst size (MBS) 6-23, 6-26
minimum cell rate (MCR) 6-21
OAM-loopback 6-26
peak cell rate (PCR) 6-21, 6-23, 6-26
PV C-type 6-27
service-category 6-22, 6-27
sustained cell rate (SCR) 6-21, 6-27
VCl 6-28
VCl aslocal channel identifier 6-28
VPI 6-28
VCCs/VCls start at 33 6-21
VCI and VPI combined 6-28
viewing default settings 6-22
Vlisand 6-30
connecting 6-30
AUTH (authentication) area, PPP and 4-30, 5-33
authentication (ISAKMP policy setting) 12-18
authentication (setting) 5-32
DS35-28, 5-32
E34-24,4-29
L2TP PPP 14-10
L2TP tunnels 14-11
OC-3POS 6-44
PPPoATM 6-36
PPTP and 13-57
reauth setting and 4-24
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authentication algorithms B
see also IPSec B8ZS (binary eight zero substitution) 5-2
chapmd5 DS3 and 5-9
in HDLC channels 4-29, 5-32 requirements 5-13
in PPP over ATM 6-36 back-to-back configuration 4-26
in PPP over Frame Relay 4-24, 5-28 bandwidth
in PPP over OC-3 POS 6-44 Frame Relay VIs4-13, 5-16
in PPTP 13-57 minimum, assigning to a subinterface 4-22, 5-25
PPTP and 13-58 MPLS tunnels and 11-16
ISAKMP policies 12-18 overprovisioning, avoiding 11-21
pre-s_hared key 12-18 statistical 4-11
rsa-sig 12-18 _ bandwidth (option) 11-16
XAUTH explained 12-18 bandwidth (setting) 11-13
xaith-init-preshared 12-18 Bc (committed burst size) setting
xauth-init-rsa-sig 12-18 see also subinterfaces
MD5 12f3' 1_2—7, 12-11 Be setting and 4-21, 5-24
actlvaI_l ng 9—19 CIR setting and 4-21, 4-28, 5-24, 5-31
_for anti-cl ogging 12-15 modifying CIR bandwidth 5-25
in BGP neighbor routing 8-10 DS35-16, 5-23
in crypto transform-sets 12-11, 12-22 E3 4-13, 4-20
in ISAKMP policies 12-18 for FRolP DLCI 5-47
in 1S-1S domain passwords 9-10 unchannelized DS3 and 5-38
in OSPF 10-12 unchannelized E3 and 4-35
mscha_lpvl BDRs (backup designated routers) 10-11
in HDLC channels 4-29, 5-32 IS-ISand 9-15

in PPP over ATM 6-36

! Be (excess burst size) setting
in PPP over Frame Relay 4-24, 5-28

see also subinterfaces 4-22

in PPP over OC-3 POS 6-44 Bc setting and 4-21, 5-24
in PPTP 13-57 CIR setting and 4-21, 5-24
pap DS35-16, 5-23
in HDLC channels 4-29, 5-32 E34-13, 4-20
in PPP over ATM 6-36 for FRolP DLCI 5-47
in PPP over Frame Relay 4-24, 5-28 unchannelized DS3 and 5-38
in PPP over OC-3 POS 6-44 unchannelized E3 and 4-35
in PPTP 13-57 BECN (backward explicit congestion notification) 4-11, 5-14
SHA-1 _ dropped frames and 4-12, 5-15
for anti-clogging 12-15 best-effort tunnels 11-3, 11-13
in crypto transform-sets 12-11, 12-22 configuring 11-24
in ISAKMP policies 12-18 defining behavior of 11-26
xauth recording tunnel route 11-17
ISAKMP and 12-18 BGP
authentication of passwords. see password verification OSPF and 7-11
authentication servers, RADIUS 13-51 BGP community attribute
auto-detect setting 4-4, 5-7 custom valuesin 8-26
auttoneg setting 2-20, 3-4 defined in export policies 7-12
autoroute announce setting 11-4, 11-12 export policies 8-25
autoroute metric relative setting 11-13 number of communities 8-26
autoroute met_ric setting 11-4, 11-12 import policies 8-25
autoroute setting creating 8-25
announce isis option 11-26 in confederations 8-23
metric relative option 11-26 in route policies 7-4
MPLS tunnels and 11-26 no-advertise option 8-25, 8-26
no-advertise value 7-12
no-export option 8-25, 8-26
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BGP community attribute (continued)
no-export value 7-12, 8-23, 8-27
no-export-sub option 8-25
preventing exportation of internal BP routes 7-16
proprietary values 7-12
RFC 1998 standard values 8-27
route coloring 8-25
settings, BGP-community 7-8
using for route filtering 8-27

bgp confederation command 8-4

bgp confederation peers command 8-5

bgp dampening command 8-6
options 8-6

bgp default-metric command 8-4

BGP-4 routing 8-1-8-33

BGP community attribute. see BGP community attribute

BGP keepalive time 8-12
commands 8-4
bgp confederation 8-4
bgp dampening 8-6
bgp default-metric 8-4
neighbor. see neighbor command
network 8-13
community
viewing 8-33
configuring 8-2
minimum configuration 8-2
viewing configuration 8-33
event logging 8-32
export policies and 8-3
exporting local routes into 8-2
IETF routing protocol RFCs and 7-2
import policies
using 8-3
ISPVRsand 1-23, 8-3
local-pref
in routing tables 7-37
local-preference attribute 8-7
1-BGP peersand 8-7
traffic and 8-15
meshes 8-20
multi-exit discriminator (MED) 8-3, 8-7
applied to incoming traffic 8-15
differences from Cisco 7-16
in routing tables 7-37
neighbors. see neighbor command
password capability 8-10
placement in ISP VRs 7-35
reliability, enhancing 8-18
route dampening 8-5, 8-6
half-life 8-6

BGP-4 routing (continued)
settings, default-local-pref 8-17
states
active 8-30
connect, active, and idle 8-30
established 8-30
idle 8-30
opensent 8-30
subscriber VRs and 8-3
troubleshooting 8-30
BGP-AS setting 7-11
BGP-community (setting) 7-8, 7-12
bit stuffing, DS3s and 5-7
blades
access, FRol P 5-50
control. see control blades
Ethernet. see Ethernet blades
processor. see processor blades
unchannelized, bandwidth 5-50
block ciphers 12-6
boot configuration
see also initial configuration
changing
during operation 1-7
during startup 1-3
commands 1-5-1-6
bootfile 1-4, 1-5
checkpasswd 1-5, 1-10, 1-11
configfile 1-6
done 1-6
during an interrupted restart 1-4
gateway 1-5
help 1-3, 1-5
host 1-5
keep-image 1-9
netmask 1-5
port 1-5
question mark (?) 1-8, 1-14
reboot 1-9
savefile 1-6
target 1-5
viewing alist of 1-3
wait 1-6, 1-7
watchdgenab 1-6
displaying current configuration 1-7
ending 1-6
example 1-5, 1-6
flash memory
booting from 1-5
using 1-6, 1-8, 1-9
image file configuration paths 1-4

max-suppress metric 8-6 managing 1-3
suppress limit 8-6 modifying 1-9
route injection and 8-3 problems, administrator login and 1-10
route reflection. see route reflection setting up 1-2
CoSine IPNOS CLI Configuration Guide Index 5

Release 2.1 Beta



Index

boot configuration (continued)
settings 1-8
bootcfg 1-8
bootfile 1-8
changing 1-6
configfile 1-8
gateway 1-8
host 1-8
port 1-8
savefile 1-8
target 1-8
TFTP host 1-5, 1-8
watchdog timer 1-6
boot images
directory path 1-8
in flash memory 1-9
new, caution 1-2
bootcfg
closing 1-6
prompt 1-3
obtaining 1-2
bootcfg (setting) 1-8
Bootcfg listing 1-8
bootfile command 1-4, 1-5
bootfile setting 1-8
BOOTP, flag required for |PSec 12-28
Bootstrap protocol client port 13-7
border routers 10-4
BPV (bipolar violations). see line code
buffered packet sequence, FRol P, length of 5-45

Cc

CA (certificate authority). see certificates
cablelength setting 5-7
cables, length of (DS3) 5-7
Can not set object 5-26, 5-50
ATM settings and 6-12
crypto maps and 12-28
firewall accesstables and 13-12
IGPs and 7-16
import policy values and 7-10
RIP 7-38
c-bit framing standard
c-bit path code violations 5-10
c-bit path errored seconds 5-10
c-bit path severely errored seconds 5-10
c-bit path code violations 5-10
c-bit path errored seconds 5-10
c-bit path severely errored seconds 5-10
c-bit setting 5-7
CBR (constant hit rate) setting 6-18
CCITT Q933 LMI 4-12,5-15

cell rates
ATM subinterfaces, default 6-24
calculating 6-28
service category and 6-21
certificate configuration level 12-11
certificates
see also IPSec
certificate authority, functions performed 12-9
exchange process 12-9
installing through the CLI 12-38
IRE dial-up clientsand 12-35
public/private key pair 12-9
using atext editor with the CLI 12-38
with IPSec-Dialup crypto maps 12-38
CESalarm 5-10
challenge handshake authentication protocol (CHAPMD5).
see authentication algorithms
channel 0 5-36
unchannelized DS3 and 5-36
unchannelized E3 and 4-33
channel command 5-11
example 4-9
options 5-12
channel groups. see DS3, E3
channel-level link protocol, commands for 4-23, 5-27
channels 5-3
see also DS3, E3
channel banks 5-3
commands
channel command 5-11
channel command options 5-12
DS3 example 5-12
E3 blades and 4-8-4-10
FTP command and data 13-8
host, serid interfaces and 4-14, 5-16
size5-11
viewing list of 5-13
CHAPMD?5 (challenge handshake authentication protocol).
see authentication algorithms
checkpasswd command 1-5, 1-10, 1-11
Cheswick & Bellovin, Firewalls and Internet Security 13-4
child-limit setting 13-16, 13-23
plug proxies and 13-34
Telnet proxies 13-36
CIDR (classless interdomain routing) 2-3
ciphers, block 12-6
CIR (committed information rate) setting 4-20, 5-23
see also subinterfaces
bandwidth, Bc value and 5-25
Bc and Be settings and 5-24
Bc setting and 4-21, 4-28, 5-31
Be setting and 4-21

DS3 and 5-16
CCV darm 5-10 E3 and 4.13

Frame Relay and 4-11, 5-14
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CIR (committed information rate) setting (continued)
Frame Relay subinterfaces and 4-18, 5-21
for FRolP DLCI 5-47
unchannelized DS3 and 5-38
unchannelized E3 and 4-35
circuits, virtual. see PV Cs (permanent virtual circuits)
circuit-type setting 9-8
IS-ISrouting and 9-4
Cisco
CPE router 10-13
diff-serveand 7-17
E3 modules 4-7, 4-31
Frame Relay
frame-relay setting 4-15, 5-18
HDLC
E3 and 4-10
encapsulation type 5-17
MPLS and 11-3
interoperability with IPSec 12-8, 12-20
interoperability with OC-3 POS 6-39
10S 7-2
MPLS tunnels and 11-27
IS-1ISand 9-4
timer commands 9-11
MED 7-16
OSl layer 2 protocol HDLC 4-36, 5-39
OSPF link-state database 10-17
Cisco (line management format) 4-17, 5-20
Cisco LMI (local management interface). see Frame Relay
Cisco LMI setting 4-12, 5-15
Cisco routers and |PSec
hex and ASCII manual key values 12-34
interoperability 12-8
ISAKMP lifetime settings 12-20
classes of service (ATM) 6-17
clear channel capability 5-2
see also line code standards
DSOs and 5-13
CLlI
command levels
ATM 6-11
DLCI 5-46
FRAME-RELAY 4-14, 5-17
12tp 14-8
map 12-29
OSPF router 10-19
PPP 4-30, 5-33
router BGP 8-17
serial PPP 6-36
session submenu 14-8, 14-10
tunnel submenu 14-8, 14-10
VR 7-7
commands, entering 1-12
configurations, InVision SMSand 1-7

CLI (continued)
prompt, commands and 1-13
clients, remote
enabling use of IPSec 12-26
CLNP (connectionless network protocol) packets 9-1
clock (setting)
DS35-7
E34-4
OC-3c6-5
unchannelized E3 4-32
CO (Central Office) 6-33
commands
see also individual command and setting names
abbreviations. see abbreviations of commands
cancelling 1-16
CLI prompt and 1-13
global 1-13
help 1-14
keywords and 1-14
local 1-13
question mark (?) and 1-8, 1-14
navigating through the CLI hierarchy 1-16
obtaining specific information on 1-14
operation modes and 1-13
syntax 1-14
types of 1-12
commit command 1-16
abbreviations 2-10
config command and 1-15
shutdown command and 4-7, 5-5
SNMP and 2-22
VR creation and 2-6
committed burst size (Bc). see B¢ (committed burst size)
setting
committed information rate (CIR). see subinterfaces
communities. see BGP community attribute
community command (SNMP), community strings and 2-24
community strings 2-24
community command and 2-24
snmp enable command and 2-24
SNMP hosts and 2-25
SNMP, defining 2-22
traps hosts and 2-25
CompuServe
proxy 13-36
UDP port 13-37
concentration router. see route reflection
Concentrator, E1 4-1
confederations 8-4, 8-20-8-23
see also BGP-4 routing
advantages 8-4
bgp confederation peers command 8-5
disadvantages 8-21
E-BGP sessionsin 8-21
elements of 8-20
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confederations (continued)
private AS numbers 8-21
usage of IGPsin 8-23
config command 1-12
abbreviation 2-19
navigation tool 1-15
show command and 1-18
config controller command
unchannelized E3 and 4-31, 5-34
configfile command 1-6
configfile setting 1-8
config-reg-retransmit setting
DS3 PPP over Frame Relay 5-28, 5-32
E3 PPP over Frame Relay 4-29
L2TP PPP 14-10
OC-3POS 6-44
PPP over Frame Relay 4-24
PPPoATM 6-36
configuration
back-to-back 4-26
changes
canceling 1-16
saving 1-16
features, shutting down 1-17
files
names of 1-8
naming 1-6
mode, entering 1-12
settings, viewing 1-13
status, viewing 1-18
testing with the keyword no 1-17
VRsand Vls and, removing 1-17
congestion notification 4-11, 5-14
connected-to command
across two VPNs 2-15
asaprompt 2-14
IPSec tunnel interface 12-40
options
logical 2-12
tunnel 2-12
virtual 2-12
syntax 2-14
tological interface 2-13
using 12-40
values required for subinterfaces 2-14
VI connections and 2-12, 2-14
types of connections 2-14
connected-to setting, loopback 2-4
connection-kind setting 6-26
connectionless | P networks, FRol P and 5-40
connections
DS3
alarms5-7
testing 2-15, 2-17
see also ping command, traceroute command

constrained shortest path first (CSPF). see CSPF (constrained
shortest path first)
contracts, traffic 6-16
control blades
control VRs and 1-23, 2-8
Ethernet interfaces
specifying which port to use 1-5
TFTP download port 1-8
Ethernet ports on
configuring 2-19
firewall accesstables and 13-12
master control blade
ISP and subscriber VRs and 2-5
PPTPand 13-11
proxiesand 13-11
subscriber VRs and 1-23
syslogD and 13-41
control VPNs 1-12
example 1-25
initial configuration and 1-24
naming 1-24
security strategies 1-26
usage guidelines 1-25
VRsand 1-24
control VRs 2-21
access blades and 1-23
control blades and 1-23, 2-8
creating 2-21
automatically 2-21
loopback VlIsand 1-25
OSPF and 1-25
security strategies 1-26
slot numbers and 2-4, 2-5
SNMP and 1-23, 2-21
SNMP configuration and 2-22
VRs 165.165.100.100 and 165.165.100.99 2-21
controller command
channelized E3 and 4-2
t3 option 5-4
controller E3 command, serial interfaces and 4-14, 5-16
conventions, typographical xxi
corporate networks
secure end-user dialup connections for 14-2
CoSine InGage Customer Network Management Systems xxiii
CoSine InVision SMSUser’s Guide xxiii
CoSine IPSX 9000 Hardware Installation and Reference xxii
CoSine Technical Assistance Center (TAC) and Web site xxiii
count option 2-16
CPCS (common part convergence sublayer) 6-27
CPE router 10-13
CRC (cyclic redundancy check) 6-6
crc setting 6-5
optionsfor 6-6
cre-multiframe setting 4-7
crc-multiframe-febe setting 4-7
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create vr command 2-5
cross-connections, checking 6-7
crypto command 12-12
crypto map 12-12
see also IPSec
ACLs
using 12-25, 12-28
configuration level 12-11
creating 12-24-12-39
example 12-24
enabling remote clients 12-26
IKE key command for manual pre-shared keys 12-25
IKE-policy command for loading ISAKMP policies 12-
25
IPSec-manual crypto map. seelPSec-manual crypto map
ISAKMP policies and transform-sets and 12-24
loading transforms 12-25
manual keying in 12-29
perfect forward secrecy 12-27
dependencies and requirements 12-27
set command 12-25
settings
flag 12-25
flag, using 12-26
IKE key 12-25
IKE-policy 12-25
local-SAKM P-identity 12-25
match address 12-25
PFS-group 12-25
transform-set 12-25
viewing at the VR level 12-12
specifying Diffie-Hellman group 12-25
tunnel interfaces and 12-44
crypto map flags
dways-plain 12-28
compatibility with BOOTP and DNS 12-28
denying a connection 12-27
identity-PFS command 12-27
PFSvalue 12-27
SA-per-host command 12-27
SA-per-net command 12-27
SA-per-port command 12-27
SA-per-protocol command 12-27
crypto map |PSec-ISAKMP configuration level 12-11
crypto map |PSec-manual configuration level 12-11
crypto transform-set command 12-9
crypto transform-set configuration level 12-11
CSES aarm 5-10
csnp-interval setting 9-11, 9-13
CSNPs (compl ete sequence number protocol data units) 9-16
authenticating 9-10
intervals between sending 9-11, 9-13
L SDB refresh and 9-13
CSPF (constrained shortest path first) 11-3
defining behavior of 11-12

CSPF (constrained shortest path first) (continued)
dynamic paths and 11-16
explicit paths and 11-9
MPLSand 11-5
MPLS traffic-eng attribute-flags 11-11
customer networks, control blades and 2-19
customer VRs. see subscriber VRs
CV_| performance counter setting 6-15
CV_p performance counter setting 6-16
CV_s performance counter setting 6-15

D
D4 format 5-3
data framing standards
see also framing standards
extended superframe format (ESF) 5-3
superframe format (SF) 5-3
datalinks
information 5-7
T15-3
data rates
maximum, rate-limit command and 2-10
setting, rate-limit command and 2-10
data sequencing, Frame Relay vs. IP 5-41
data theft, preventing. see IPSec
datatransmissions, DS3 and 5-2
DCE (network side) interfaces. see LMI (local management
interface)
dce setting 4-16, 5-19
DE (discard enable) bit 4-21, 5-24
dead-interval setting 10-10
dedicated rules table 13-12
default cost setting 10-4, 10-13
default keyword 7-34
default routesin IS1S9-5
default-info-originate setting 9-5
default-local-pref setting 8-17
default-metric setting 8-17
default-window-size setting 5-43, 5-44
default-window-timeout setting 5-43, 5-44
defects, OC-3c 6-15
delete command 1-17
denial-of-service attacks
ISAKMP and 12-15
stopping 12-14, 12-15
deny setting 13-9
DES (data encryption standard) 12-6
history 12-6
specified in ISAKMP policies 12-18
destination (setting) 11-14
firewall accesstables 13-13
destination address
ACLs7-6
packet filter value 13-6
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destination port
ACLs7-6
packet filter value 13-6
DHCP (dynamic host configuration protocol) relay 13-52
dhcp status enable command 13-53
displaying settings 13-53
enabling or disabling 13-53
maxhops setting 13-53
RFC 1541 13-52
server |P address 13-53
threshold timer 13-53
dhcp status enable command 13-53
dialup connections, secure 14-2
Diffie-Hellman group 12-8
see also IPSec
crypto map and 12-25
example 12-52
groups 1, 2, and 5 12-18
private key 12-8
diff-serve 7-17-7-28
see also QoS (quality of service)
ACLsand 7-17
requirements 7-17
specifying 7-28
advantages 7-17
compatibility with Cisco and Juniper 7-17
creating ACLsfor 7-20-7-25
creating ds-byte-filter rules 7-26
filtering TCP/UDP ports 7-26
filters
default 7-28
viewing 7-28
firewallsand 7-17
help 7-27
gos command 7-26
RFC 2474 7-17
rules
configuring 7-26-7-28
ID numbersfor 7-27
priorities 7-26
settings for 7-27
subscriber VRs 7-30
sample network 7-18
settings
filterID 7-27
GenAclID 7-27
inbound/outbound 7-27
setvalue 7-27
subscriber VRs and 7-19
support for 7-17
use of rulesat VR level 7-25
used between subscriber and ISP 7-17
using, ACLsand 7-26
Visand 7-19

digital certificates 12-9
uses 12-3
digital signature standard (DSS) algorithm 12-19
Dijkstra algorithm 9-15
directories for boot image 1-8
discard enable (DE) bit 4-21, 5-24
DISCARDS setting 4-19, 5-22
display command 1-19
abbreviation 1-7
channelized E3 and 4-2
DS3 and 5-4
OSPF and 10-19
serial interfaces and 4-14, 5-17
tabular option 4-3, 5-5
VI settings and 2-8
display ospf command 10-20
display route command 7-3
display stat command 6-41
display stat sum command 6-41
display stats command 6-13
display stats sum command 6-14
DLCI (CLI command level) 5-46
DLCI (setting) 5-45
DLCIs (datalink connection identifiers) 4-11, 5-14
assigning to subinterfaces 4-22, 5-25
available number of, LMI type and 4-17, 5-20
defining 4-13, 5-16
example 4-13, 5-16
Frame Relay configuration and 4-21, 4-27, 5-24, 5-31
FRolP and, creating 5-45
FRol P default-window-timeout setting and 5-43
identifying neighboring DLCls 4-13, 5-16
information rate, committed 4-20, 5-23
number of
LMI type and 4-22, 5-25
subinterfaces and 5-28
unchannelized DS3 and 5-38
unchannelized E3 and 4-35
VClsand 6-2, 6-19
DNS (domain name server)
adways-plain crypto-map flag required for use with IP-
Sec 12-28
connectivity 13-58
dns primary command 13-58
dns secondary command 13-58
port 13-7
proxy serversand 13-11
spoofing, rsh and 13-39
dns primary command 13-58
dns secondary command 13-58
domain-password setting 9-10
done command 1-6
down state in VIs 6-32
dr-hello-interval setting 9-11

Index 10

CoSine IPNOS CLI Configuration Guide

Release 2.1 Beta



Index

DRs (designated routers) 9-9, 10-11
Hello PDUs and 9-11
IS-ISand 9-15
DS05-3
see also DS3, HDLC (high-level datalink control)
bandwidth 5-3
channels, viewing list of 5-13

DS3 (continued)

configuration settings 5-7
interface 5-7
connectionless networks and 5-40
connectivity
ANS]| standard support 5-3
data framing formats

clear channel capability and 5-13 defaults 5-9
combining data transmissions and 5-2
across T1s5-13 disabled
inan HDLC channel 5-12 restoring 5-6
in same DS1 5-12 disabling 5-5
fractional T1lsand 5-11 DS0, size of 5-2
IPSX and 5-3 DSOs and 5-11
speed 5-12 DS2sand 5-7
Tlsand 5-2 DSL and 6-33
time dotsand 5-12 European. see E3
DS1 events 5-10
bandwidth 5-3 fractional T1sand 5-11
data framing formats 5-3 Frame Relay and 5-14-5-31
DS0s and 5-12 see also Frame Relay
IPSX and 5-3 overview 5-16
DS2 framing standards
bandwidth 5-3 detecting 5-7
tying together 5-7 FRol P and. see FRol P (Frame Relay over |P)
DS35-1-5-39 HDLC. see HDLC (high-level datalink control)
seealso E3 interfaces 5-3
darms5-10 serial. see serial interfaces
see also darms types, setting 5-19
displaying 5-5 IPSX and 5-3
messages 5-10 line codes 5-2
types 5-7 loopbacks and
dternate mark inversion 5-2 examples 5-8
bandwidth 5-3 types 5-8
bipolar violations 5-2 M23 framing 5-7
bit stuffing 5-7 darms5-10
c-bit framing 5-7 performance monitoring 5-9-5-11
alarms 5-10 alarms 5-10
channel configuration options 5-12 port monitoring 5-7
HDLC ID 5-12 data5-5
speed 5-12 rate policing and 5-24
T11ID 5-12 serial interface encapsulation types 5-17
timeslot 5-12 serial interfaces. see serial interfaces
channel groups 5-13 service statistics, viewing 5-5
channels settings
example 5-12 auto-detect 5-7
HDLC protocol and 5-3 c-bit 5-7
commands channel 5-12
controller t3 5-4 connection alarms 5-7
display 5-4 datalink information 5-7
display tabular 5-5 default 5-7
show 5-4 |oopback 5-8
configuration settings 5-7 M23 5-7
cablelength 5-7 status information 5-7
clock 5-7 test 5-8
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DS3 (continued)
statistics, displaying 5-5
T1sand, line code settings 5-9
testing, loopback setting and 5-8
traffic and 5-8
unchannelized. see unchannelized DS3
using 5-2
voice transmissions and 5-2
yellow detection and generation 5-9
DS3U. see unchannelized DS3
D$4 bandwidth 5-3
DSA agorithm 12-9
ds-byte-filter command, abbreviation 7-26
DSL (digital subscriber line) 6-33
DSLAM (digital subscriber line access multiplier) 6-33
DSS (digital signature standard) algorithm 12-19
dstaddr setting 7-6
ACLsand 8-17
packet filter value 13-6
routing policies and 7-4
dstport setting 7-6
packet filter value 13-6
DTE (user side) interfaces. see LMI (local management
interface)
dte setting 4-16, 5-19
dual loopbacks 4-32
dual-homing 7-29
dual-homing and multi-homing, VRs and 2-2
duplex (setting) 2-20, 3-4
dynamic option 11-15
dynamic packet filtering. see FTP proxies
dynamic paths
CSPF and 11-16
MPLS tunnels and 11-15
dynamic-packet-filtering command 13-19

E

EO. see E3
E1 Concentrator 4-1
E1 1D (option) 4-9
El. seeE3
E3 4-1-4-36
seealso DS3
darms4-3
see also darms
adarms and statistics, displaying 4-3
bandwidth 4-1, 5-1
channel configuration options 4-9
channel number 4-9

E3 (continued)
channel groups 4-10
channels
maximum number of 4-8
on port 34-8
viewing list of 4-10
Cisco HDLC and 4-10
Cisco interoperability 4-7, 4-31
commands
channel 4-9
controller 4-2
display 4-2
display tabular 4-3
shutdown 4-7
connectionless networks and 4-36
CRC-4 framing 4-4
DS3and 4-1
EOs and 4-9
number of EOs per channel 4-8
performance of 4-9
E1 Concentrator units and 4-1
Elsand
accessing and modifying 4-6
bandwidth 4-8
fractional 4-8
settings 4-7
Tlsand 4-6
viewing E1 information 4-5
events 4-3
frame engine E1 channel designations 4-8
Frame Relay and 4-2, 4-10-4-28
see also Frame Relay
overview 4-13
statistical bandwidth sharing 4-11
framing type and 4-5
FRolP and 4-10, 4-36
see also FRol P (Frame Relay over IP) 4-10
G.751 framing standard 4-4
interfaces
channelized, configuring 4-2—4-7
disabling 4-4, 4-7
serial. see serial interfaces
types, setting 4-16
Kentrox DSU mode 4-7, 4-31
loopbacks and, examples 4-5
national bit, ITU document G.704 4-7
performance monitoring 4-3
darms4-3
PPP and. see PPP (point-to-point protocol)
rate policing and 4-21

E11D 4-9 e pC o
E1 number 4-9 :{tli QI, gterfac&. see serial interfaces
Hlidcig +e auto-detect 4-4
:p me slot 4-9, 4-10 clock 4-32
’ framing 4-32
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E3 (continued)
settings
LCV 4-3
LES4-3
loopback 4-32
LSES4-3
SEFS 4-3
settings for configuration
clock 4-4
interface 4-4
international bit 4-6
loopback 4-5
national bit 4-4, 4-5, 4-6
test 4-5
testing, loopback setting and 4-5, 4-32
traffic and 4-5, 4-32
unchannelized. see unchannelized E3
E3U. see unchannelized E3
E-BGP connections, export policies and 7-10
E-BGP multihop 8-8
using 8-24
egbp-multihop option 8-8
using 8-24
email protocols. see POP3 proxies, SMTP (simple mail
transfer protocol)
empty-tunnel-timeout setting 14-11
enable (setting) 11-14
DS35-28, 5-32
E34-24,4-29
1S1S9-5
OC-3POS 6-44
PPPoATM 6-36
service-category setting and 6-30
enable command 2-23
community strings and 2-24
encapsulation 12-7
formats, unchannelized E3 and 4-32
types, supported 5-17
encapsulation (setting) 2-20
abbreviation 4-33
options 6-27
encapsulation command
channel-level link protocol and 4-23, 5-27
serial interfaces and 5-17
encapsulation frame-relay command 4-13, 5-16
encryption
ISAKMP/IKE and 12-17
keys, maximum length of 12-15
RSA 12-9, 12-19
encryption (ISAKMP policy setting) 12-18
encryption module (997-00001) 12-68
encryption setting
PPTP and 13-57

ending port setting 13-46
end-user dialup connections, secure 14-2
Entrust 12-9
error checking
T1s5-3
error messages 5-50
see also specific messages
error thresholds
LMI 4-16, 5-19
error types, E3. see darms
errored seconds
line4-3, 5-10, 6-15
path 6-16
errors, CRC and 6-6
ES | performance counter setting 6-15
ES_p performance counter setting 6-16
ES_s performance counter setting 6-15
ESF (extended superframe format) 5-2, 5-3
DS3 and 5-9
ESP. see |PSec
esp-3des keyword 12-22
esp3-md5-hmac keyword 12-22
esp3-sha-hmac keyword 12-22
esp-des keyword 12-22
esp-des-rfc1829 mode 12-22
esp-md5-hmac keyword 12-22
esp-sha-hmac keyword 12-22
Ethernet
MPLSand 11-1
ethernet (command), abbreviation 2-19
Ethernet blades
aslogical interfaces 3-7
cabling 3-1
commands
show blade 3-2
configuring 3-2-3-6
Ethernet ports. see Ethernet ports
number of physical ports 3-3
port-level tasks 3-5
settings 3-4
autoneg 3-4
duplex 3-4
speed 3-4
status 3-4
viewing 3-3
Visand 3-5
VLAN connections 3-7
VLANsand 3-1, 3-2
Ethernet ports
see also Ethernet blades
autonegotiation 3-4
commands, obtaining information for 2-19
configuring 2-19-2-20

end address keyword 13-47 duplex setting 3-4
ending address setting 13-46 IP address 1-5
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Ethernet ports (continued)
line speed 3-4
number of, in network connectivity 3-3
operating status 3-4
settings
autonegotiation 2-20
encapsulation 2-20
line speed 2-20
for status monitoring and reporting 2-20
transmission directions 2-20
using default values 2-20
specifying 1-5, 1-8
VlIscarrying VLAN traffic and 3-10
European DS3. see E3
event-log area adjacency command 9-27
event-log area command 9-27
event-log arealsp command 9-27
event-log area spf command 9-27
event-log level command 9-27
events
DS35-10
E34-3
logging
in BGP-4 8-32
in PPP sessions 4-30, 5-33
event-window-size setting 5-45
excess burst size (Be). see Be (excess burst size) setting
expire-timer setting 12-14
explicit label-switched path 11-3
explicit path_name option 11-15
explicit paths
creating 11-7
CSPF and 11-9
defining 11-27
example 11-29
inserting | P addresses into 11-8
loose keyword 11-29
MPLS tunnels and 11-15
showing I P addressesin 11-8
specifying next |P address for 11-9
explicit-path setting 11-7
loose and strict keywords 11-7, 11-29
export policies 7-3-7-10
ACLsand 7-4
reusing ACLs 13-8
BGP community attribute
IETF RFC 1997 7-12
IETF RFC 1998 7-12
no-advertise value 7-12
no-export value 7-12
proprietary values 7-12
BGP community attribute and 8-25
BGP neighbor router 7-11

export policies (continued)
changing 7-15
creating 7-10-7-16
example 7-15
example 7-14
SIS metric types 7-14
metric value for exported route 7-11
multi-exit discriminator (MED), using 7-16, 8-18
OSPF and 10-7, 10-13
exporting routes from OSPF backbone 7-13
exporting routes from OSPF external type 1 and
type2 7-13
exporting routes from OSPF stub area 7-13
external type 1 routes 7-13
external type 2 routes 7-13
route-type setting for 7-13
preventing exportation of internal BGP routes 7-16
protocol specification 7-11
purposes 7-3
required values 7-16
RIP prefix for export 7-11
route filtering and 7-10
route-type field, for IS-1S 7-13
routing directives and 7-2
routing types 7-15
settings 7-11
ACL 7-11
action 7-11
BGP-community 7-12
ext-rte-tag 7-11
level 7-14
metric 7-11
met-type 7-14
neighbor 7-11
peer-AS7-11
protocol 7-11
RIP-IP 7-11
route-type 7-13
supported communities 8-25, 8-26
typical uses 7-10
useof ACLsin7-11
using in IS-1S9-6
VRsand 8-13
export-policy option 8-8
export-policy setting 9-6
exterior routing protocols 8-1
ext-rte-tag setting 7-11

F

facility datalink 5-3

failover capabilities 7-34

failures, OC-3c 6-15

FC_| performance counter setting 6-15

BGP-4 and 8-3 .
BGPAS 7-11 FC_p performance counter setting 6-16
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FCS (frame check sequence), Cisco routers and 6-39
feature setting 13-25
recommendations 13-25
FECN (forward explicit congestion notification) 4-11, 5-14
dropped frames and 4-12, 5-15
fiber optic cables 6-7
files, configuration
names of 1-8
naming 1-6
filter # (setting) 13-9
FilterID setting 7-27
finger port 13-7
firewall setting 13-6, 13-9
firewalls 13-1-13-58
access tables 13-12
action setting 13-13
control blades and 13-12
creating 13-12
destination address 13-13
in SMTP proxies 13-28
in SMTP proxy 13-33
number of entriesin 13-14
policy setting 13-13
priority number (ID) 13-15
proxy servers and 13-12
source address 13-13
TCP port value 13-13
viewing individual records 13-14
ACLsand 7-4, 13-4
IPSX switches and 1-12
packet filters. see packet filters
proxy, routing transmissions to 13-9
routing decisions 13-4, 13-44
viewing status of 1-18
Firewallsand Internet Security, by Cheswick & Bellovin 13-4
flag setting 12-25, 12-36
using 12-26
flash memory
booting from 1-5
saving image software into 1-6, 1-8, 1-9
using 1-6, 1-8, 1-9
flow classification 11-23
flow-control setting 14-12
/FLSH/ ipnos entry 1-5
FR. see Frame Relay
fractional E1 4-8
FRADSs (Frame Relay access devices) 4-11, 5-14, 5-41
interface types and 4-16, 5-19
Frame Relay
Bc (committed burst size) 5-23
BECN 4-11,5-14
dropped frames and 4-12, 5-15
CIR (committed information rate) 4-11, 5-14
Cisco, settings 4-15, 5-18

Frame Relay (continued)

commands
encapsulation frame-relay 4-13, 5-16
frame-relay route 4-13, 5-16
interface serial 4-13, 5-16
interface-dici 4-13, 5-16
interface-type 4-13, 5-16
obtaining help for 4-25, 5-29
rate-police 4-13, 5-16
configuring 5-14-5-21
DLClsand 4-21, 4-27, 5-24, 5-31
connections, testing 4-13, 5-16
connectivity over DS3. see DS3
connectivity over E3. see E3
considerations when configuring 4-27, 5-31
data sequencing 5-41
devices, access. see FRADS (Frame Relay access devic-
es)
DLCls4-11, 5-14
assigning to a subinterface 4-22, 5-25
creating 5-45, 5-46
defining 4-13, 5-16
example 4-13, 5-16
identifying 4-13, 5-16
importance of 4-18, 5-21
number of according to LMI type 4-22, 5-25
DS3 and. see DS3
examples
DS35-29
E34-26
FECN 4-11, 5-14
dropped frames and 4-12, 5-15
FRADs. see FRADS (Frame Relay access devices)
frame counts, discarded 4-19
HDLC channels and 4-13, 5-16
indicators of dropped frames 4-12, 5-15
over |P. see FRol P (Frame Relay over IP)
IPSec and. see |PSec
keepalive interval 4-12, 5-15
keepalive setting
using 4-17, 5-20
line management formats 4-17, 5-20
LMI. see LMI (local management interface)
NNIs4-11, 5-14
on DS3 blades 5-14
on OC-3 POS blades 6-37
on unchannelized DS3 ports 5-36-5-38
commands for 5-36
on unchannelized E3 ports 4-33-4-35
commands for 4-33
over POS. see OC-3 POS (packet over SONET)
point-to-point links 4-21, 5-24
PPP and. see PPP (point-to-point protocol)
protocol-specific bandwidth allocations 4-21, 5-24
provisioning 5-1-5-51
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Frame Relay (continued)
PVCs4-10, 4-11, 5-14
see also PV Cs (permanent virtual circuits)
DLClsand 4-13, 5-16
on unchannelized DS3s 5-38
rate policing. seerate policing
settings
Bc, Be, and CIR 4-13, 5-16
frame-relay 4-15, 5-18
statistical multiplexing 4-11
status inquiry sequence 4-16, 5-19
subinterfaces. see subinterfaces
terminology 5-14
testing, recommendations 4-17, 5-20
traffic, interface type and 4-15, 5-18
unchannelized DS3. see unchannelized DS3
unchannelized E3. see unchannelized E3
UNI 4-18, 5-21
UNIs4-11, 5-14
Vlisand
bandwidth 4-13, 5-16
Frame Relay over IP (FRolP). see FRol P (Frame Relay over
IP)
FRAME-RELAY CLI command level 4-14
FRAME-RELAY command level 5-17
frame-relay route command 4-13, 5-16
frame-relay setting 4-15, 5-18
frames
alowing or disallowing 13-25
discarded counts 4-19
dropped, indicators of 4-12, 5-15
framing (setting) 4-7, 4-32, 6-5
OC-3 POS framing types and 6-40
framing standards
c-bit 5-7
c-bit path code violations 5-10
c-bit path errored seconds 5-10
c-bit path severely errored seconds 5-10
data5-3
G.751 4-4,4-32
M235-7
p-bit path code violations 5-10
p-bit path errored seconds 5-10
p-bit path severely errored seconds 5-10
framing types
E3 and 4-5
OC-3 POS and 6-39
FRol P (Frame Relay over |P) 5-40-5-51
access blade types 5-50
buffered packet sequence length 5-45
configuring 5-42-5-49
example 5-44, 5-47
connectionless IP networks and 4-36, 5-40
DS3 and 5-41
E3 and 4-10, 5-41

FRol P (Frame Relay over |P) (continued)
FRolPSec 5-51
see also IPSec
identification of 5-41
IPNOS version 5-41
local ViIsand 5-41, 5-42
Settings 5-43
admin-status 5-45
default-window-size 5-43
default-window-timeout 5-43
DLCI (setting) 5-45
for DLCIs5-47
event-window-size 5-45
frame sequencing 5-41
keep-alive-period 5-45
local VI 5-43
max-transport 5-43
permit-bad-event 5-45
route 5-49, 5-50
transport (setting) 5-43
window sizes 5-43, 5-45
window-size 5-45
window-timeout 5-45
subscriber VRs and 5-41
transports 5-42, 5-49
creating 5-43
DLClsand 5-45
enabling or disabling configuration 5-45
number of 5-43
settings 5-45
window sizes 5-43, 5-45
tunnels 5-49
unchannelized E3 and 5-41
FRolPSec (Frame Relay over |PSec) 5-51
FTP (file transfer protocol)
command channel 13-8
data channel 13-8
port 13-7
servers, enabling user logins 13-21
FTP proxies
actions, enabling 13-19
child-limit setting 13-16
creating 13-16
viewing configuration 13-16
dynamic packet filtering 13-19, 13-22
dynami c-packet-filtering command 13-19
enabling proxy logging 13-22
func command 13-19
functions
default state 13-21
enabling or disabling 13-20-13-22
get command 13-21
handoff command 13-19
listen command 13-16
logged command 13-19
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FTP proxies (continued)
policy setting 13-16
cross-referencing access tables 13-17
put command 13-21
servers 13-11
syslogD and 13-22
timeout setting 13-19
func command 13-19
FTP functions and 13-20-13-22
HTTP proxies 13-24
no func all
caution 13-21
pwd option 13-21
recommendations 13-25
user option 13-21

G

G.704 (ITU document) 4-7

G.751 framing standard 4-4, 4-32

GALs (general access lists). see ACLs (access control lists)
gateway command 1-5

gateway setting 1-8

gateways, SA, lifetime values 12-20

GenAclID setting 7-27

general accesslists (GALS). see ACL s (access control lists)
get command 13-21

global commands 1-13

group (ISAKMP policy setting) 12-18

H

handoff command 13-19
HTTP proxies 13-24

hard rekey 12-3

hard-kilobytes setting 12-3, 12-20
Cisco routers and 12-20

hard-seconds setting 12-3, 12-20

hash (ISAKMP policy setting) 12-18

HDLC (high-level datalink control) 5-3
channels, PPP over. see PPP (point-to-point protocol)
DSOs and 5-12
DS0sin 5-11
DS3 channelsand 5-3
on DS3s5-11-5-13

configuration 5-13
serial interfaces and 5-13

on unchannelized DS3 ports 5-39
on unchannelized E3 ports 4-36
OSl layer 2 protocol 4-36, 5-39
over SONET/SDH 6-46
VClsand 6-2

HDLC ID (option) 4-9, 5-12

header setting 13-25
recommendations 13-25

Hello (setting) 14-11

Hello PDUs 9-16
authenticating 9-10
intervals between 9-11
passive setting and 9-9
Hello query packets 14-11
hello-interval setting 9-12, 10-10
hello-multiplier setting 9-12
help (command) 1-5, 1-14
boot configuration 1-3
help for commands and settings
capital lettersin 1-14
searching 1-15
understanding how to use 1-14
hexadecimal keysvs. ASCII 12-34
HMAC algorithm 12-7
home-AS setting 7-8
hopcount option (traceroute command) 2-17
host channels
serial interfaces and 4-14, 5-16
host command 1-5
SNMP 2-23
host names
L2TP and 14-3
host setting 1-8
hosts
for IPSX software 1-2
1S1S9-15
SNMP
community strings and 2-25
enabling 2-24
TFTP. see TFTP
hot spots
avoiding 11-22
RSVP and 11-23
HP OpenView, SNMP port setting and 2-23
HP-UX 1-2
HTTP port 13-7
HTTP proxies
address trandation 13-27
child-limit command 13-23
command examples 13-26
creating 13-22
examples 13-23
enabling features 13-25
feature setting 13-25
handoff command 13-24
header types 13-25
host and domain names 13-24
listen command 13-23
no feature all command 13-25
no func all command 13-25
no header al command 13-25
no logged all command 13-25
ourname command 13-24
policy setting 13-23
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HTTP proxies (continued)
purpose 13-22
servers 13-11
syslogD and 13-24
timeout limit 13-24
Web extensions and languages
alowing or disallowing 13-25

IANA (Internet Assigned Numbers Authority) 13-6

1-BGP. see BGP-4 routing

IBM AlIX 1-2

ICMP (Internet control message protocol)
packets, timeout duration 2-16
requests, ping command and 2-16

ICR (initial cell rate) setting 6-26
traffic descriptors and 6-23

identity-PFS (crypto map flag value) 12-27

idle-timeout setting
PPTP and 13-57

|EEE 802.1Q VLAN standard 3-1

IEETF RFC 2661, L2TP and 14-7

IETF RFC 1195 9-1

IETF RFC 1245 10-1

IETF RFC 1246 10-1

IETF RFC 1247 10-1

IETF RFC 1541, DHCP and 13-52

IETF RFC 1771 8-1

IETF RFC 1793 10-1

IETF RFC 1997 7-12

IETF RFC 1998 7-12, 8-26

IETF RFC 2205 11-1

IETF RFC 2209 11-1

IETF RFC 2430 11-1

IETF RFC 2439 8-1

IETF RFC 2474 7-17

IETF RFC 2547 11-1

IETF RFC 2702 11-1

IETF RFC 2763 9-1

IETF RFC 2917 11-1

IETF RFC 3031 11-1

IETF RFC 3032 11-1

IETF RFC 3034 11-1

IETF RFC 3035 11-1

IETF RFCs, OSPF and 10-1

IETF routing protocol RFCs 7-2

IF-name setting 6-9

ignore-CR-payload flag 12-16

IGPs (interior gateway protocols)
autonomous systems and 7-35
export policiesand 7-11, 7-16
for the control network 1-25
IS-IS. see IS-IS routing
ISP networks and 7-31

1GPs (interior gateway protocols) (continued)
MPLSand 11-21
OSPF. see OSPF (open shortest path first)
subscriber networks and 7-31

IGRP (Cisco routing protocol) 10-6

I1H (1S-1S Hello) PDUs 9-12, 9-16

IKE 12-16
see also ISAKMP
characteristics 12-17
hardware encryption in 12-17
SAs12-16

supports multiple policies during negotiation 12-17

IKE key setting 12-25

IKE-key setting 12-36
IKE-palicy setting 12-25, 12-36
ILMI version setting 6-10

ILMIs (integrated local management interfaces). see ATM

(asynchronous transfer mode)
ILMI-VCI setting 6-10
importance of using default values 6-11, 6-13
ILMI-VPI setting 6-10
importance of using default values 6-11, 6-13
image file configuration paths, changing 1-4
images, boot
directoriesfor 1-8
import policies 7-3-7-10
ACLsand 7-4
reusing ACLs 13-8
BGP community attribute and 8-25
BGP-4 neighbors and 8-9
changing 7-9
creating 7-8-7-10, 8-25
commands for 7-9
example 7-9
not supported by IGPsin IPNOS 7-10
purposes 7-3
routing directives and 7-2
settings 7-8
ACL 7-8
action 7-8
BGP-community 7-8
home-AS 7-8
origin 7-8
peer-AS 7-8
preference 7-8
supported communities 8-26
use of ACLsin 7-8
values, required 7-10
viewing 7-9
VRsand 8-13
inbound AH key setting 12-30
inbound AH SPI setting 12-30
inbound ESP authenticator setting 12-31
inbound ESP SPI setting 12-31
inbound setting 13-9
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inbound/outbound setting 7-27
information rate 4-11, 5-14
information rate, committed. see subinterfaces
InGage Customer Network Management (CNM) system,
documentation for xxiii
inhibition registers. see OC-3c
init values, adjacencies and 9-19
initial configuration 1-24
see also boot configuration
control VPNs and 1-24
initiators and responders. see |PSec
init-vector setting 12-23
interface (setting) 4-4, 4-32, 5-7
interface atm command 6-4
interface command, abbreviation 2-19
interface serial command 4-13, 5-16, 5-35
unchannelized DS3 and 5-37
unchannelized E3 and 4-34
interface-dlici command 4-13, 5-16
interface-DLCI setting 4-20, 5-23
interfaces
DCE and DTE. see LMI (local management interface)
disabling, shutdown command and 4-32
serial. see serial interfaces
timers, OSPF 10-9
typesof 2-11
Frame Relay and 4-15, 5-18
Setting 4-16, 5-19
UNI 4-18, 5-21
interface-type command 4-13, 5-16
international bit setting 4-6
Internet Assigned Numbers Authority (IANA) 13-6
Internet protocol security. see IPSec
Internet relay chat port 13-7
Internet security association and key management protocol
(ISAKMP). see ISAKMP
intf-type command 4-16, 5-19
InVision SMS 1-24
documentation for xxiii
firewall access tables and 13-12
IPNOS communications 2-22
synchronizing with CLI 1-7
tunnel interface terminology 12-40
10S mode 1 4-7, 4-31
IP
area addresses and 9-5
data sequencing 5-41
IP address pools
NAT and 13-46
use with L2TP 14-2
IP addresses
0.0.0.0, ACLsand 13-5
165.165.100.100 and 165.165.100.99 2-21
advertising as |S-1Sinternal routes 9-9
control VR 2-21

IP addresses (continued)
DHCP servers 13-53
explicit paths and 11-9
inserting into 11-8
listing 11-8
inACLs13-5
local 1-5, 1-8
loopback interfaces and 2-8
MPLS tunnel ViIsand 11-9
NMSs 2-23
OC-3c interfaces 6-10
TFTP host 1-5, 1-8
VI 1and 2-4
Visand 2-6
VRsand 2-3
IP forwarding, configuring 7-1-7-38
ip loca pool setting 13-56, 14-3
ip nat list setting 13-45
example 13-48
list 1D keyword 13-48
pool 1D keyword 13-48
VI 1D keyword 13-48
ip nat pool setting 13-45
example 13-46
poolID index number 13-46
starting and ending addresses 13-46
TCP/UDP port ranges 13-46
IP networking services, viewing status of 1-18
ip ospf area command 10-4
ip ospf authentication-key setting 10-12
ip ospf message-digest key setting 10-12
ip ospf priority setting 10-11
ip route command
creating default routes 7-29
metric value 7-30
static routes and 7-29
to add static routes 12-54-12-57
IP source routing, rsh and 13-39
IP spoofing, rsh and 13-39
IP subnets, VLANs and 3-2
IP-Address setting 2-23
IP-local -pool-name setting, L2TP PPP 14-10
IPOATM (IP over ATM) 6-26
enabling 6-25, 6-34
packet encapsulation types and 6-26
IP-pool setting 13-57
IPSec
advantages 12-2
AH
AH transport 12-7
characteristics 12-7
MDS5 or SHA-112-7
authentication. see authentication algorithms
BOOTP flag and 12-28
certificate configuration level 12-11
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IPSec (continued)

connected-to command, using 12-40
connections

verifying 12-47

verifying with ping 12-47

verifying with traceroute 12-47
crypto isakmp parameter command 12-12

required for |PSec operation 12-12
crypto map flags. see crypto map flags
crypto map | PSec/ISAKMP configuration level 12-11
crypto map. see crypto map
crypto transform-set command

used in deployment 12-9
crypto transform-set configuration level 12-11
default ISAKMP settings (ISAKMP parameter) 12-11
default settings

using while creating connections 12-52
DESand 12-6
Diffie-Hellman

explained 12-8

groups 1, 2, and 5 12-18

in IPSX CLI example 12-52
disadvantages 12-3
encapsulation 12-7
ESP transport mode

advantages 12-6
ESP tunnel mode 12-7

advantages 12-6

described 12-7
failover mechanism

characteristics 12-57

designated tunnel VI 12-58

dual-homed subscriber VRs 12-58
IKE. see IKE
initiator and responder 12-2, 12-5, 12-9
interoperability with Cisco 12-8, 12-20
interoperability with Nortel Contivity 12-20
IPSec-dialup crypto map. see | PSec-dialup crypto map
IPSec-manual crypto map. see |PSec-manual crypto map
ISAKMP lifetime. see ISAKMP lifetime
ISAKMP parameter. see |ISAKMP parameter
ISAKMP. see ISAKMP
L2TP and Windows 2000 and 14-16
manual key formats for Redback, Cisco, and CoSine 12-

34

manual key settings for ISAKMP 12-11
mixed mode 12-68
over asample Frame Relay network 12-48
PFS 12-28

dependencies 12-27

for ISAKMP only 12-27
proposals 12-21

ISAKMP policy 12-9

ISAKMP policy database 12-21

software-based modes for 12-22

IPSec (continued)

proposals 12-21
transform-set database 12-21
transform-set database keywords 12-22
transform-set database recommendations 12-22
public key 12-9
recommendations 12-67
rekey settings
see also ISAKMP lifetime
advantages 12-3
soft and hard 12-3
remote clients and 12-26
SAs
0.0.0.0 routes 12-47
creating 12-9
importance of 12-5
security parameter index (SPI) 12-7, 12-16
session keys 12-2, 12-8
SHA-1 agorithm 12-7
static routing 12-53
default routes for ISP VRs 12-53
default routes for subscriber VRs 12-53
entering default routes for ISP VR 12-55-12-57
ISP VR requirements 12-53
local tunnel VI asthe next hop 12-53
routing comments 12-53
static routes for ISP VRs 12-53
static routes for subscriber VRs 12-53
subscriber VR features 12-54-12-55
symmetrical encryption 12-8
transform key sizes 12-33
transform-set database
changing transform-set settings 12-23
init-vector setting 12-23
selecting tunnel or transport mode with mode set-
ting 12-23
transport mode 12-29
L2TP and 14-2
triple-DES 12-2, 12-6, 12-18, 12-28
in crypto transform-sets 12-22
interoperability and 12-8
supported in IPSX ISAKMP policies 12-18
tunnel mode
headers and 12-2
tunnel VIs
characteristics 12-45
run on same subnet 12-45
tunnels
connected-to command and 12-40
ensuring stability 12-67
how they operate 12-2
termination points 12-39
verifying with traceroute command 12-47
VPNs 12-2
IPSX switches and 1-12
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IPSec transform set 12-37
IPSec-dialup crypto map 12-35

see also IPSec
aggressive-mode 12-36
certificate setup in CLI 12-38
command examples 12-38
domain name qualifier 12-37
formatting and arguments for distinguished name 12-37
host-to-host 12-36
IKE-key field for pre-shared key 12-36
IKE-policy command 12-36
local-I SAKMP-identity command for digital certificate
12-37
main-mode 12-36
pre-shared keys and 12-38
settings
flag 12-36
IKE-key 12-36
IKE-policy 12-36
local-1SAKM P-identity 12-37
PFS-group 12-37
Security-association 12-37
transform-set 12-37

IPSEc-manual crypto map

transform-set key sizes 12-33

IPSec-manual crypto map

see also IPSec
AH and ESP and 12-34
creating 12-29
creating session keys 12-31
crypto map example 12-33
disadvantages 12-29
8-byte key length 12-29
inbound and outbound ESP cipher 12-31
map names
changing 12-30
match address command for using ACLs 12-29
security parameter index (SPI) 12-33
security parameter index values 12-30-12-31
settings
match address 12-30
name 12-30
session-key 12-30
transform-set 12-30
specifying ACL 12-30
transform key sizes 12-33
use of MD5 or SHA-1 12-32
using ACLs 12-29
using symmetrical keys 12-32

IPSX 9000

boot configuration and 1-1
documentation for xxii
network interfaces and 6-8
timeout limits 1-6

IPSX software
see also boot configuration
installing new version 1-2
IPSX switches 1-12
ATM configuration on 6-2
ATM networking and 6-18
bandwidth 5-3
configuring
saving configuration 1-8
viewing configuration status 1-18
locating installed DS3 blades 5-4
methods for configuring 1-24
restarting 1-9
IPSX, VLANs and 3-2
IPX/SPX 13-54
IRE dia-up client 12-11
digital signatures and certificates or pre-shared keys 12-
35
IPSec-dialup crypto map and 12-35
operating systems 12-35
operation, SA-per-net flag and 12-27
ISAKMP 12-4-12-5, 12-16
authentication algorithm 12-18
DESand 12-18
encryption and 12-17
ISAKMP SA 12-16
main mode 12-7, 12-8
manual key settings 12-11
multiple ISAKMP policies per VR 12-16
Oakley extension 12-8
phase| 12-4, 12-7
interoperability and 12-8
session key 12-5
phase Il 12-4, 12-8
session key 12-3
policies, creating 12-17
SAs12-8
setting aggressive-mode 12-28
settings 12-11
ISAKMP lifetime 12-19
hard-kilobytes setting 12-3, 12-20
Cisco routers and 12-20
hard-seconds setting 12-3, 12-20
hard-seconds setting for phase | rekeys 12-19
lifetimes determining rekey intervals 12-19
ISAKMP parameter
anti-clogging 12-14, 12-15
asaconfiguration level 12-11
defaults, retention of 12-13
flags 12-15
for older IETF RFCs 12-16
for packet payload padding 12-16
for using older ISAKMP features 12-16
ignore-CR-payload 12-16
use-zero-SPI 12-16
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ISAKMP parameter (continued)
ISAKMP transactions and policies and 12-13
local-secret-size setting 12-15
maximum length of an encryption key 12-15
maximum time allowed for negotiation 12-14
number of retries 12-14
permissible number of SAs 12-15
secret-recreate setting 12-14
setting at the VR level 12-12
settings 12-14
address 12-14
expire-timer 12-14
max-key-len 12-15
max-retry-timer 12-14
max-SA-count 12-15
port 12-14
retry-limit 12-14
retry-timer-sec 12-14
retry-timer-usec 12-14
secret-recreate 12-14
SPl-size 12-15
token-hash-type 12-15
VPN, VR, and NAME 12-14
to enable ISAKMP 12-9
UDP port monitoring 12-14
ISAKMP policy (configuration level) 12-11
I1S1S
export policies route-type field and 7-13
in service provider networks 7-35
metric types for export policies 7-14
policy for exporting Level 1 routes 7-13
policy for exporting Level 2 routes 7-13
subscriber VRs and 7-35
isis circuit detail command 9-10
SIS routing 9-1-9-27
area addresses and 9-5
area borders 9-15
authentication 9-10-9-11
area-password 9-10
domain-password 9-10
isis circuit detail (command) 9-10
isis-password 9-10
passwords 9-10
characteristics of 9-15
circuits, viewing 9-21
circuit-type command 9-16

SIS routing (continued)

configuring
viewing configuration 9-3, 9-6, 9-21
database, viewing 9-22
designated routers 9-9, 9-11, 9-15
backup 9-15
enabling 9-5, 9-9
end systems (hosts) 9-15
event logging, enabling 9-26
export policies and, using 9-6
hierarchy 9-17-9-18
hold-time 9-12
I1H (IS-ISHello) 9-12
interfaces 9-8-9-10
circuit-type 9-8
passive (setting) 9-9
priority 9-9
router isis 9-9
internal networks and 9-1
ISP VRs and 9-15
Level 2 router 9-15
metrics 9-14-9-15
metrics 9-14
metric-style 9-14
monitoring and troubleshooting 9-3, 9-19-9-26
MPLS and 11-3
non-1P applications 9-15
packet types 9-16
protocol data units (PDUs)
authenticating 9-10
control PDU counters 9-22
CSNP9-16
Hello 9-16
intervals between sending CSNPs 9-11, 9-13
intervals between sending hello PDUs 9-11
link-state 9-13, 9-16
partial sequence number 9-13, 9-16
route summarization 9-7
router 1D to system-ID 9-8
routers 9-5-9-8
area-address 9-5
default-info-originate 9-5
enable 9-5
export-policy 9-6
level-2-to-1-leaking 9-6
show config 9-6

commands 9-2 spf-interval 9-7
event-log area 9-27 summary-address 9-7
event-log level 9-27 system-id 9-7
router isis 9-3 system-type 9-8
show 9-19-9-26 settings

configuring area-address 9-4
basic configuration 9-3 circuit-type 9-4
key elements 9-4 metric 9-4
notes 9-15-9-16 net 9-4
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S-S routing (continued)
settings
system-id 9-4
system-type 9-4
viewing 9-20
shortest path first 9-1
statistics, viewing 9-26
subscriber VRs and 9-15
system ID 9-6
timers 9-11-9-14
Cisco routersand 9-11
csnp-interval 9-11, 9-13
dr-hello-interval 9-11
hello-interval 9-12
hello-multiplier 9-12
hold time 9-12
intervals between retransmissions 9-13, 9-14
isp-interval 9-13
Juniper routers and 9-11
psnp-interval 9-13
retransmit-interval 9-13
retransmit-throttle 9-14
topology in ISP core 9-12
viewing configuration and statistics 9-3
isis-password setting 9-10
1SO 9-15
1SO standard 10589 9-1
ISP networks, IGPS and 7-31
ISP routers, control VRs and 1-23
ISPVRs 1-22, 1-23
AS confederations and 8-22
BGP-4 and 1-23, 8-3
deployment characteristics 2-2
example 7-33
filtering in 2-2
IS 1ISand 9-15
Level-1 and Level-2 routers and 9-16
route filtering 10-13
routing protocolsin 2-2
static routes and 12-64
subscriber VRs and 1-22
isp-interval setting 9-13
ITU document G.704, E3s and 4-7

J
JO setting 6-6
Japanese ATM networks, JO setting and 6-6
Java, allowing or disallowing 13-25
Javascript, allowing or disallowing 13-25
Juniper

diff-serve and 7-17

IS-1S and, timer commands 9-11

K
Kanji, alowing or disallowing 13-25
keepaliveinterval 4-12, 5-15
keepalive setting, L2TP PPP 14-10
keepalive status inquiry polling interval 4-16, 5-19
keep-alive-period setting 5-45
keep-image command 1-9
Kentrox DSU mode

Cisco and 4-7, 4-31
kerberos port 13-7
key point, explanation of xxi
keys, manual, formats 12-34
keywords

no 1-17

proper use of 1-17
viewing 1-14

L
L2TP (layer 2 transfer protocol) 14-1-14-34
see also PPTP (point-to-point tunneling protocol)
address pool limit 14-3
characteristics 14-2
configuration a VR level 14-4-14-8
connections, creating 14-13-14-34
hardware, substituting IPNOS features for 14-1
ip local pool setting 14-3
purpose of 14-3
IPNOS LNS support 14-1
ISP authentication password 14-2
L2TP access concentrator (LAC) 14-1
LAC and LNSin same VI 14-2
Ins admin-status enable command 14-13
multi-hop 14-7
PPP
configuring 14-9
flow control, enabling or disabling 14-12
packet buffer size 14-12
packet sequencing 14-12
settings 14-10
username database 14-4
primary use 14-2
processor engine requirement 14-2
RADIUS support 14-2
RFC 2661 compliance 14-7
service VI 14-22
service-VI setting 14-8
session and tunnel configuration
max-sessions-per-tunnel setting 14-8
max-tunnel setting 14-8
service-VI setting 14-8
session submenu 14-8
flow-control setting 14-12
packet-sequencing setting 14-12
receive-window-size setting 14-12

CoSine IPNOS CLI Configuration Guide Index 23

Release 2.1 Beta



Index

L2TP (layer 2 transfer protocol) (continued)
session submenu 14-8
settings 14-12
transmit-queue-size setting 14-12
sessions 14-3
settings 14-10
tearing down 14-15
settings
L2TP 14-7
lac admin-status drain 14-7
lac admin-status enable 14-7
Ins admin-status drain 14-7
Ins admin-status enable 14-7
PPP 14-7
tunnel 14-7
tunnel-switch 14-7
testing 14-13
tunnel submenu 14-8
empty-tunnel-timeout setting 14-11
Hello query 14-11
max-retransmission setting 14-11
retransmission-timeout setting 14-11
settings 14-11
tunnel authentication 14-11
tunnel receive-window-size setting 14-11
tunnel switching 14-30-14-34
between LNSand LAC 14-32
configuring 14-31
enabling 14-31
modes 14-32
tunnels
1D numbers 14-7
inspecting 14-14
requirements 14-2
tearing down 14-15
user authentication, RADIUS and PPP and 14-3
Visand 14-8
Windows 2000 and 14-2, 14-15-14-34
client configuration 14-18-14-30
command sequence tasks 14-17
flow control 14-15-14-16
IPSec and 14-16
packet sequencing 14-15
receive-window-size 14-15
support for L2TP clients 14-1
with IPSec transport mode 14-2
L2TP (setting) 14-7
|abel-switched paths (L SPs). see L SPs (label-switched paths)
|abel-switched routers (L SRs) see L SRs (label-switched
routers)
LAC (L2TP access concentrator) 14-1
lac setting 14-7
LAN (local areanetwork), VRsand Visand 2-1
LANE (LAN emulation) 6-8
languages, proxies and, allowing or disallowing 13-25

LANS (local areanetworks), tying together 3-1
layer 2 transfer protocol (L2TP). see L2TP (layer 2 transfer
protocol)
LCV darm 4-3, 5-10
LDAP (lightweight directory access protocol)
plug proxies and 13-34
legacy Kanji, allowing or disallowing 13-25
length option 2-16
LESaarm 4-3, 5-10
level setting 7-14
Level-1 and Level-2 circuits
metrics and 9-14
PDU intervals and 9-13
Level-1 CSNPs, authenticating 9-10
Level-1 link-state PDUs, authenticating 9-10
Level-1 PSNPs, authenticating 9-10
Level-1, Level-2, and Level-1/Level-2 routers
avoiding sub-optimal routing paths 9-6
IS-ISand 9-15, 9-17
ISP VRs and 9-16
Level-2 CSNPs, authenticating 9-10
Level-2 link-state PDUs, authenticating 9-10
Level-2 PSNPs, authenticating 9-10
level-2-to-1-leaking setting 9-6
Level-x routers 9-8
LI (logical interfaces), VLANs and 3-7
lifetime rekey interval, changing 12-20
lifetimes, ISAKMP and SA 12-19
lightweight directory access protocol (LDAP). see LDAP
(lightweight directory access protocol)
line code standards
alternate mark inversion 5-2
B8ZS5-2
requirements 5-13
bipolar violationsin AMI
clear channel capability 5-2, 5-13
pulse code modulation (PCM) 5-2
T1,DS3and 5-9
line code violations
DS35-10
E34-3
OC-36-15
line errored seconds 6-15
DS35-10
E34-3
line failure counts 6-15
line loopbacks 4-5, 4-32, 5-8
line management formats 4-17, 5-20
DS3 and 5-20
line severely errored seconds 6-15
DS35-10
E34-3
line speed 6-26
line speed setting 2-20
line unavailable seconds 6-15
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link-state metric command 10-8
Linux 1-2
PPTP and 13-55
list (setting) 11-8
list ID keyword 13-47, 13-48
listen command 13-16
HTTP proxies and 13-23
plug proxies and 13-34
port numbers and 13-7
Telnet proxy 13-36
LL C-encapsulation option 6-27
LMI (local management interface)
see also Frame Relay
commands 4-16-4-17, 5-19-5-20
intf-type 4-16, 5-19
LMI-N391DTE 4-16, 4-17, 5-19, 5-20
LMI-N392DCE 4-16, 5-19
LMI-N392DTE 4-16, 5-19
LMI-N393DTE 4-17, 5-20
LMI-T391DTE 4-16, 5-19
LMI-T392DCE 4-16, 5-19
LMI-T393DCE 4-16, 5-19
LMI-TYPE 4-17, 5-20
DCE and DTE interfaces
DCE error events 4-16, 5-19
polling interval timer 4-16, 5-19
statusinquiries 4-16, 5-19
error threshold 4-16, 4-17, 5-19, 5-20
interface types 4-16, 5-19
line management formats 4-12, 4-17, 5-20
changing 4-17, 5-20
DLClsand 4-17, 5-20
PVCsand 4-17, 5-20
types of 4-12, 5-15
unanswered statusinquiries and 4-16, 5-19
LMI revision 15-15
LMI revision 1 line management format 4-12, 4-17, 5-20
LMI-N391DTE command 5-19
using 4-17, 5-20
LMI-N392DCE command 4-16, 5-19
LMI-N392DTE command 4-16, 5-19
LMI-N393DTE command 4-17, 5-20
LMI-T391DTE command 4-16, 5-19
LMI-T392DCE command 4-16, 5-19
LMI-T393DCE command 4-16, 5-19
LMI-TY PE command 4-17, 5-20
Ins admin-status drain setting 14-7
Ins admin-status enable command 14-13
Ins admin-status enable setting 14-7
Ins setting 14-7
local commands 1-13
question mark (?) and 1-8, 1-14
local management interface (LMI). see LMI (local
management interface)
local routes, exporting into BGP-4 8-2

local V1 (setting) 5-43
local Vls. see Vs (virtual interfaces)
local-address command

target command and 1-5
local-domain setting 13-31

local-isakmp-identity command keyword

abbreviation of 12-38

local-ISAKM P-identity setting 12-25, 12-37

local-pref in routing tables 7-37

local-preference attribute (BGP-4), AS and 8-7

local-secret-size setting 12-15

log area packet setting 10-13

logged command 13-19
HTTP proxies 13-24
recommendations 13-25

logging command, SMTP proxies 13-31

logging level, packets, and events
OSPF and 10-13
logical interfaces 2-11, 6-31
essential criteriafor 6-32
logical setting 2-12
login host protocol port 13-7
logout command 1-11
log-relay setting 13-31
log-spam setting 13-31
LOH (line overhead) 6-3, 6-38
loop setting 6-7
loopback (setting) 4-5, 4-32, 5-8
loopback interfaces 2-3
control VRsand 1-25
creation of 2-3
DS35-8
in BGP update-source 8-20
IP addresses and 2-8
OC-3c, enabling 6-7
SAsand 12-40, 12-44
setting VI address 2-2
testing 4-5, 5-8
tunnel ViIsand 12-46
types of 4-5, 4-32, 5-8
loopback VI 1 2-2, 2-8
loose keyword 11-7
explicit-path tunnels and 11-29
Lotus Notes, plug proxies and 13-34
L SAs (link-state advertisements)
LSDBsand 10-17
transmitting to neighbors 10-11
LSDB refresh 9-13
LSDBs
link metrics 10-8
LSAsand 10-17
LSESaarm 4-3, 5-10
L SPs (label-switched paths)
advantages of 11-22
compared with PV Cs 11-22
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L SPs (label-switched paths) (continued)
MPLS and 11-5

LSPs (link-state PDUs) 9-13, 9-16

L SRs (label-switched routers) 11-22
forwarding processes of 11-23
MPLSand 11-5

LTE (line terminating equipment)
OC-3 POS and 6-39
OC-3c and 6-3
OC-3c and SONET and 6-39

M23 framing standard
p-bit path code violations 5-10
p-bit path errored seconds 5-10
p-bit path severely errored seconds 5-10
M23 setting 5-7
MAC addresses, ILMI and 6-8
mail protocols. see POP3 proxies, SMTP (simple mail transfer
protocol)
mail-hub setting 13-31
mailpol1 command 13-30
main-mode (crypto map flag value) 12-28
managed device 2-21
mask, subnet 1-5
master control blades. see control blades 2-19
match address setting 12-25, 12-30
ACLS and crypto maps and 12-29
MATCH ADDRESS: Does not exist 12-68
max-bytes setting 13-32
max-conn setting
PPTP and 13-57
maxhops setting 13-53
maximum successive zeros rule 5-2
max-key-len setting 12-15
max-packet-size setting 6-5, 6-6
max-recip setting 13-32
max-retransmission setting 14-11
max-retry-timer setting 12-14
max-SA-count setting 12-15
max-sessions-per-tunnel setting 14-8
max-transport setting 5-43, 5-44
max-tunnel setting 14-8
maxvci-bits setting 6-10
VCCsand 6-12
maxvc-number setting 6-10
maxvpi-bits setting 6-9
dlowable bit values 6-12
VCCsand 6-12
maxvp-number setting 6-10
MBS (maximum burst size) setting 6-21, 6-26
traffic descriptors and 6-23
MCR (minimum cell rate) setting 6-18, 6-21, 6-26
MD5 hashing algorithm, passwords and 10-12

MD5 hashing, passwords and 8-10
MDS5. see authentication algorithms
MED (multi-exit discriminator) 7-16, 8-17-8-18
ASand 8-7, 8-15
MED (multi-exit-discriminator)
in routing tables 7-37
medium-line-type setting
multi-mode fiber or single-mode fiber 6-7
memory, flash
booting from 1-5
using 1-6, 1-8, 1-9
meshes 8-20
message send protocol port 13-7
message transfer agents (MTAS). see SMTP (simple mail
transfer protocol)
messages 5-50
see also specific messages
aarm, generating 5-9
alarms 5-10
event log
enabling 9-26
filtering 9-27
SNMP, type 2-23
traffic congestion, counting 4-19, 5-22
metric (setting) 7-11, 9-14
metric relative option 11-26
metric setting, 1S-1S routing and 9-4
metrics, link, configuring 10-8
metric-style setting 9-14
met-type setting 7-14
Microsoft ActiveX, allowing or disallowing 13-25
Microsoft SQL/Sybase proxies 13-37
remote-port setting 13-38
remote-server setting 13-38
timeout setting 13-38
MIME (multi-media Internet mail extension)
validating 13-31
MIME-check setting 13-31
MIPPP, multilink session ID in RADIUS accounting 13-50
mm-optical-fiber 6-7
mode (setting) 12-23
mode setting 14-32
modes
config 1-13
show and 1-18
configuration, entering 1-12
show 1-13, 1-18
Moy, John 10-1
MPF (multi-part form), allowing or disallowing 13-25
MPLS (multi-protocol label switching) traffic engineering 11-
1-11-30
advantages of 11-21
Cisco HDL C encapsulation and 11-3
commands
CSPF and 11-5
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MPLS (multi-protocol label switching) traffic engineering

(continued)
commands
LSRsand LSPsand 11-5
configuring 11-2
basic configuration 11-3
notes 11-21-11-30
example 11-22
explicit paths 11-7
forwarding process 11-23
IGPsand 11-21
implementing with best-effort tunnels 11-24
links, overriding cost of 11-10
monitoring and troubleshooting 11-2, 11-17-11-21
ingress and egress points 11-18
interfaces 11-18
show mpls announced-route 11-17
show mpls cross-connect 11-18
show mplsinterface 11-18
show mplstunnel 11-18
show rsvp configuration 11-19
show rsvp interface 11-20
show rsvp session 11-20
over IS1S11-3
packets losses and 11-23
PPP encapsulation and 11-3
requirements 11-4
RSVP 11-19
activating 11-6
setting global attributes 11-6
settings
autoroute announce 11-4
autoroute metric 11-4
supported blade types 11-1
tunnel Visand 11-9
tunnels. see MPL S tunnels
VI configuration 11-9-11-11
enabling 11-9
enabling RSVP 11-10
MPLS traffic-eng attribute-flags 11-11
router mpls 11-9
router rsvp 11-10
traffic-eng administrative-weight 11-10
voice over |P and 11-22
VR configuration 11-6-11-9
append-after 11-8
explicit-path 11-7
list 11-8
next-address 11-9
router mpls 11-6
router rsvp 11-6
traffic-eng enable 11-6
mpls traffic-eng administrative-weight setting 11-10
mpls traffic-eng attribute-flags setting 11-11

mpls traffic-eng setting
IGPsand 11-21
MPLS tunnels 11-11-11-17
see also MPL'S (multi-protocol label switching) traffic
engineering
alternate 11-14
autoroute announce setting 11-12
autoroute metric setting 11-12
bandwidth setting 11-13
best effort 11-3, 11-13, 11-17, 11-24
Cisco IOS and 11-27
configuring 11-11
before activating 11-14
constrained shortest path first 11-3, 11-11
cost of 11-12
defining behavior of 11-26
destination setting 11-14
direction of 11-11
enable setting 11-14
example 11-26
explicit label-switched path 11-3
explicit path 11-27
explicit path example 11-29
path-option setting 11-14-11-17
recording actual route taken 11-16
record-route 11-16
subscriber VRs and 11-27
mpls-tunnel command 11-11
MSCHAPV1. see authentication algorithms
MTASs (message transfer agents). see SMTP (simple mail
transfer protocol)
MTU (maximum transmission unit) 2-6
multiframe alignment, secure 5-3
multi-hop, enabling 14-7
multi-media Internet mail extension (MIME)
validating 13-31
multi-part form (MPF), allowing or disallowing 13-25
multiplexing, statistical 4-11
multi-protocol label switching (MPLS). see MPLS (multi-
protocol label switching) traffic engineering

N
NAME (setting) 12-14
name resolution
BOOTP and DNS protocols
dways-plain flag 12-28
name setting 12-30
names, VLAN subinterfaces, setting 3-8
NAT (network address translation)
access-lists requirement 13-47
address pools 13-46
configuring 13-44-13-46
obtaining help for 13-45
ending address setting 13-46
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NAT (network address trandlation) (continued)
ending port setting 13-46
ESP-based | PSec connections 12-4
in IPNOS 13-44
IP address pools and 13-46
ip nat list setting 13-45

example 13-48
list 1D keyword 13-48
pool 1D keyword 13-48
VI ID keyword 13-48
ip nat pool setting 13-45
example 13-46
poolID index number 13-46
starting and ending addresses 13-46
TCP/UDP port ranges 13-46
starting address setting 13-46
starting port setting 13-46
static
destination static keywords 13-49
example 13-49
ip nat inside command 13-48
using 13-48
transparent routing 13-44
unidirectional operation 13-44

national bit (command) 4-7

national bit (setting) 4-4
framing type and 4-5

National Bureau of Standards (NIST) 12-6

National Security Agency (NSA) 12-6

navigation
config command 1-15
top command 1-16
up command 1-16

neighbor command 8-3
configuring neighbors 8-8-8-13
E-BGP multihop 8-8

using 8-24
ebgp-multihop option 8-8
using 8-24
export-policy option 8-8
import and export policies and 8-13
import policies and 8-9
import-policy option 8-9
network command and 8-13
next-hop-self option 8-9
OSPF 10-13
passive option 8-10
password option 8-10
remote-AS option 8-11
shutdown option 8-11
timers option 8-12
update-source option 8-12, 8-18
viewing neighbor configuration 8-32
neighbor setting 7-11
neighbor-1P-address setting 6-10

neighbor-name setting 6-10
NEs (network elements), secondary fiber-optic connections
and 6-37
net (network entity title) setting
IPSX and 9-4
requirement for Cisco 9-4
netBEUI 13-54
netmask command 1-5
NetMeeting proxies 13-39
netm-server command 13-41
remote desktop sharing 13-41
remote-port command 13-41
remote-port setting 13-41
remote-server setting 13-41
timeout setting 13-41
transparent mode 13-41
Netscape 12-9
network, control, OSPF and 1-25
network addresstrandation (NAT). seeNAT (network address
trandation)
network command, neighbor command and 8-13
network news transfer protocol (NNTP). see NNTP (network
news transfer protocol)
networks
internal, IS-1Srouting and 9-1
optical. see OC-3c, POS (Packet over SONET) 6-1
routed, VLANs and 3-1
switched, VLANs and 3-1
new version of IPSX software, installing
next-address setting 11-9
next-hop-self option 8-9
NIST (National Bureau of Standards) 12-6
NMSs (network management systems) 2-21
|P addresses 2-23
SNMP host as 2-23
NNIs (network-to-network interfaces) 4-11, 5-14
IPSX 9000 and 6-8
NNTP (network news transfer protocol) 13-11
see also plug proxies
plug proxies and 13-34
port 13-7
no (keyword) 1-17
proper use of 1-17
No aarms detected 5-10
no func al command 13-21
no ip ospf command 10-5
no router ospf command 10-5
no shutdown command 5-6
no-advertise option 8-25, 8-26
no-export option 8-25, 8-26
no-export-sub option 8-25
NONE (line management format) 4-17, 5-20
Nortel Contivity
interoperability with IPSec 12-20
note, explanation of xxi

Index 28 CoSine IPNOS CLI Configuration Guide

Release 2.1 Beta



Index

NRT-VBR (non-real-time variable bit rate) setting 6-18

service categories and 6-23
NSA (National Security Agency) 12-6
NSSAS (not-so-stubby areas)
configuring 10-6
example 10-14
OSPF support for 10-4
numbers, slot
control VRs and 2-21
VRsand 2-4, 2-5

(0]

Oakley extension 12-8

OAM-continuity setting, receive-size setting and 6-30

OAM-loopback setting 6-26
PCR (peak cell rate) setting and 6-30
0c3 command 6-7
oc-3 flag (command) 6-8
OC-3 POS (packet over SONET)
see also OC-3c
Cisco interoperability with 6-39
configuring 6-37-6-43
guidelines 6-37
encapsulation protocols 6-37
Frame Relay configuration 6-45
framing types 6-39
setting 6-40
LTE and PTE and 6-39
overhead channels 6-38
LOH 6-38
POH 6-38
SOH 6-38
path terminating equipment 6-39
PPP configuration
changing 6-43
maximum reguests 6-44
PPP authentication types 6-44
PPP reauthentication period 6-44
PPP timeout value 6-44
settings 6-44
PPP encapsulation
configuring 6-43-6-45
PPP termination, maximum requests 6-44
SDH support 6-37
settings
crc 6-5, 6-6
max-packet-size 6-5, 6-6
SONET and SDH nomenclature 6-38
statistics
receive and transmit 6-41, 6-42
rx_abort_er 6-42
rx_bytes and tx_bytes 6-42
rx_fcs er 6-42
rx_frames and tx_frames 6-42

OC-3 POS (packet over SONET) (continued)
statistics
rx_min_er and rx_max_er 6-42
tX_urun_abt 6-43
tx_user_abt 6-43
viewing 6-40
STS6-38
synchronous payload envel ope (SPE) 6-38
synchronous transport module (STM-1) 6-38
tributary unit 6-38
unanswered PPP authentication results in disconnection

6-44
OC-3c 6-1
seealso ATM (asynchronous transfer mode), OC-3 POS
aarms

enabling and disabling messages 6-6
ATM subinterfaces and 6-1
blades
accessing 6-3
configuring 6-3-6-8
operating asan LTE and a PTE 6-3
clock source, internal or line 6-5
commands
display stats 6-13
display stats sum 6-14
data, randomizing 6-6
defects 6-15
persistent 6-15
framing settings 6-5
IP addresses 6-10
loopback types 6-7
LTE 6-39
MPLSand 11-1
names 6-10
oc-3 flag command (JO and framing) 6-8
performance counters. see performance counters
scrambling 6-6
settings
admin status 6-7
darm 6-6
clock 6-5
crc 6-5, 6-6
framing 6-5
J0 6-6, 6-8
loop 6-7
max-packet-size 6-5, 6-6
medium-line-type 6-7
oper status 6-7
path-trace command 6-7
remote-path-trace 6-7
scramble 6-6
sonet and sdh options 6-5
statistics
darmindication signals (AlS) 6-15
inhibition registers 6-15
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OC-3c (continued)
statistics
viewing 6-13
viewing most recent intervals 6-14
subinterfaces and 6-2
VCCsand 6-12
virtual channels and 6-1
virtual paths, addressing range 6-9
old-CR-format flag 12-16
old-DA-padding flag 12-16
old-1D-in-hash flag 12-16
old-message-padding flag 12-16
old-payload-padding flag 12-16
old-PK-encryption flag 12-16
open shortest path first. see OSPF (open shortest path first)
OpenView, HP, SNMP port settings and 2-23
oper status setting, 0C-3c 6-7
operating status, Ethernet subinterfaces 3-9
operating systems, acting as hosts for IPSX software 1-2
operation and management (OAM). see ATM (asynchronous
transfer mode)
operation modes 1-13
oper-status setting 2-20
optical network support. see OC-3 POS (packet over SONET)
6-1
origin (setting) 7-8
OSPF (open shortest path first) 10-1-10-21
authentication
ip ospf authentication-key 10-12
ip ospf message-digest key 10-12
MD5 hashing algorithm 10-12
autonomous system border router (ASBR) 7-13
backbone 7-13
BGPand 7-11
checksum value 10-18
commands
default-cost keyword 10-4
display 10-19
ip ospf area 10-4
no ip ospf 10-5
no router ospf 10-5
ospf area 10-4
router ospf 10-3
show. see show command
stub area 10-5
configuring 10-2-10-13
area aggregate 10-13
area setting 10-5
asan ASBR 10-15
basic configuration 10-2
default cost setting 10-13
log area packet setting 10-13

OSPF (open shortest path first) (continued)

disabling and deleting 10-5
DRsand BDRs 10-11
enabling 10-3
export policies 10-7, 10-13
external route tag setting for export policy 7-11
external type 1 routes 7-13, 10-17
external type 2 routes 7-13, 10-17
IETF routing protocol RFCs and 7-2
import and export policies and 7-3
link metrics 10-8

inthe LSDB 10-8

link-state metric 10-8

link-state database in the VR OSPF display 10-17

logging levels, packets, and events 10-13

L SAs (link-state advertisements) in the LSDB 10-17

monitoring and troubleshooting 10-16-10-20
neighbors 10-13
NSSAs 10-6

support 10-4
passwords 10-12
priorities, ip ospf priority 10-11
recommended as control networks IGP 1-25

route filtering, subscriber VRs and ISP VRs 10-13

router IDsand 2-3
routers 10-3
areaborder 10-5
border 10-4
sequence number 10-18
settings
dead-interval 10-10
static routing 10-14
stub area 7-13
subscriber VRs and 7-35
summarization and filtering 10-7
arearange 10-7
summary advertisements 10-4
timers 10-9
dead-interval 10-10
dead-interval timer 10-10
defining 10-9
hello-interval 10-10
retransmit-interval 10-11
transmit-delay 10-11
viewing settings 10-18
Vis
cost command 10-8
enabling 10-4
ospf area command 10-4
ourname setting 13-24
outbound AH key setting 12-31
outbound AH SPI setting 12-31

notes 10-13 outbound ESP authenticator setting 12-31
viewing configuration 10-3 outbound ESP cipher setting 12-31
default routes 10-7 outbound ESP SPI setting 12-31
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outbound setting 13-9
overhead channels 6-3, 6-38

P

packet filters
see also firewalls
ACLsand 13-5
reusing ACLsfor other tasks 13-8
valuesin. see ACLs
creating 13-4
ACL setting 13-9
command syntax 13-9
deny setting 13-9
filter # setting 13-9
firewall setting 13-9
guidelines 13-10
inbound traffic setting 13-9
outbound traffic setting 13-9
permit setting 13-9
settings 13-9
design guidelines 13-2
dynamic
enabling 13-19, 13-22
FTP proxiesand 13-19
filter ID number 13-10
firewall setting 13-6
guidelines 13-3
blank spaces between entries 13-4
blocking half a connection 13-4
default deny 13-4
routing decisions 13-4
port numbers and
example 13-7
priority of execution 13-3
proxy serversand 13-10
rule sets 13-3
use of ACLswith 13-10
Visand 2-12
packet-filter command 13-9
packet-over-SONET. see OC-3 POS (packet over SONET)
packets
encapsulation types 6-26
IS 1S9-16
losses of, reducing or eliminating 11-23
sizes 6-6
setting 5-45
Vlisand 2-12
packet-sequencing setting 14-12
PAP (password authentication protocol). see authentication
agorithms
passive option 8-10
passive setting 9-9
password option 8-10

password verification 1-5, 1-11
disabling 1-11
passwords
I1S1S9-10
OSPF and 10-12
PPP and L2TP and 14-4
PAT (port address trandl ation)
IPSec and 12-4
path code violations 6-16
path errored seconds 6-16
path failure counts 6-16
path severely errored seconds 6-16
path unavailable seconds 6-16
path-option setting 11-14-11-17
affinity option 11-16
bandwidth option 11-16
dynamic option 11-15
explicit path_name option 11-15
paths
checking 6-7
dynamic
CSPF and 11-16
MPLS tunnels and 11-15
explicit, MPLS tunnels and 11-15
MPLS tunnels and, alternate 11-14
path-trace setting 6-7
string format 6-7
payload loopbacks 4-5, 5-8
p-bit path code violations 5-10
p-bit path errored seconds 5-10
p-bit path severely errored seconds 5-10
PCM (pulse code modulation) 5-2
PCR (peak cell rate) setting 6-18, 6-21, 6-28
OAM-loopback setting and 6-30
service categories and 6-26
traffic descriptors and 6-23
UBR traffic descriptor and 6-22
PCV aarm 5-10
PDUs (protocol data units)
authenticating 9-10
complete sequence number 9-16
intervals between sending 9-11, 9-13
control counters 9-22
IS-ISHello 9-16
link-state 9-13, 9-16
enabling event logging 9-27
partial sequence number 9-13, 9-16
peer-AS setting 7-8, 7-11
perfect forward secrecy (PFS). see |PSec
performance counters
defects and failures 6-15
display stats command 6-13
line code violations (CV_I) 6-15
line errored seconds (ES _|) 6-15
line failure counts (FC_l) 6-15
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performance counters (continued)
line severely errored seconds (SES 1) 6-15
line unavailable seconds (UAS |) 6-15
path code violations (CV_p) 6-16
path errored seconds (ES _p) 6-16
path failure counts (FC_p) 6-16
path severely errored seconds (SES p) 6-16
path unavailable seconds (UAS _p) 6-16
section code violation (CV_s) 6-15
section errored seconds (ES_s) 6-15
section severely errored framing seconds (SEFS s) 6-15
section severely errored seconds (SES s) 6-15
performance monitoring, DS3. see DS3
permit keyword 13-47
permit setting 13-9
permit-bad-events settings 5-45
persistent defects, OC-3c 6-15
PES adarm 5-10
PFS (crypto map flag value) 12-27
PFS (perfect forward secrecy). see |PSec
PFS-group setting 12-25, 12-37
ping command 2-15
see also traceroute command
abbreviations 2-16
ICMP requests and 2-16
ICMP timeout duration 2-16
maximum timeout value 2-17
packets
number of 2-16
options 2-16
Size 2-16
TTL (timetolive) 2-16
source | P address 2-16
syntax 2-16
verifying IPSec connections with 12-47
PKI (public key infrastructure). see digital certificates
plug proxies
automatic creation of LDAP, Lotus Notes, and NNTP
13-35
child-limit command 13-34
listen command and 13-34
Lotus Notes port setting 13-34
NNTP port setting 13-34
servers 13-11
POH (path overhead) 6-3, 6-38
point-to-point protocol. see PPP (point-to-point protocol)
point-to-point tunneling protocol (PPTP). see PPTP (point-to-
point tunneling protocol)
policy routing. see export policies, import policies
policy setting 13-16, 13-17
firewall accesstables 13-13
HTTP proxies and 13-23
remote shells (rsh) 13-39
Telnet proxy 13-36
pool 1D keyword 13-48

poolID setting 13-46
POP3 port 13-7
POP3 proxies 13-27
command examples 13-28
pop-server host name 13-28
port 110 and 13-27
servers 13-11
SMTP proxies and 13-28
pop-server setting 13-28
port (setting) 12-14
port address trandlation (PAT)
IPSec and 12-4
port command 1-5
port numbers
listen command and 13-7
packet filters and
example 13-7
well known 13-7
port setting
bootcfg 1-8
firewall accesstables 13-13
SNMP 2-23
ports, monitoring. see DS3, E3
POS (packet over SONET). see OC-3 POS (packet over
SONET)
PPP (command level) 4-30
PPP (point-to-point protocol)
see also serial interfaces 4-10
as upper link layer protocol 4-20, 5-23
AUTH areaand 4-30, 5-33
E3 and 4-10
encapsulation 4-35
MPLSand 11-3
unchannelized E3 and 4-30
encapsulation and 2-14
event logging 4-30, 5-33
in L2TP sessions 14-3
L2TP and 14-3
on unchannelized DS3 ports 5-38
on unchannelized E3 ports 4-35
over ATM. see PPPOATM (PPP over ATM)
over DLC channels, enabling or disabling 4-29, 5-32
over Frame Relay 5-27
authentication. see authentication algorithms
enabling or disabling 4-24, 5-28
reauthentication period 4-24, 5-28
retransmissions 4-24, 5-28
settings 4-24, 5-28
termination requests 4-24, 5-28
timeout value 4-24, 5-28
Visand 4-25, 5-28
over HDL C channels 4-28-4-30, 5-31-5-33
reauthentication period 4-29, 5-32
retransmissions 4-29, 5-32
settings 4-29, 5-32
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PPP (point-to-point protocol) (continued)
over HDL C channels 4-28-4-30, 5-31-5-33
termination requests 4-29, 5-32
timeout value 4-29, 5-32
PPP command level 4-30, 5-33
provisioning 5-1
serial interfaces and 2-14
SONET/SDH links and 6-43
username database
example 14-4
LAC hostname 14-3
user names and passwords 14-4
PPP (setting) 14-7
PPP CLI command level 5-33
PPPoATM (PPP over ATM) 6-26
see also ATM subinterface configuration
configuring 6-33-6-37
commands for 6-34
disconnection timeout 6-36
DSL and
DSLAM 6-33
enabling or disabling 6-36
help 6-35
packet encapsulation types and 6-26
reauthentication period 6-36
RFC 2364 6-34
settings
authentication 6-36
config-reg-retransmit 6-36
enable 6-36
modifying 6-36
reauth 6-36
term-reg-retransmit 6-36
timeout 6-36
PPTP (point-to-point tunneling protocol) 13-54
see also L2TP (layer 2 transfer protocol)
authentication setting 13-57
encryption and authentication, improving 13-58
encryption setting 13-57
idle-timeout setting 13-57
IP address pool 13-56
ip local pool setting 13-56
IP-pool setting 13-57
IPX/SPX 13-54
Linux support 13-55
max-conn setting 13-57
maximum connections 13-57
netBEUI 13-54
pap and 13-55
password systems 13-55
pptp server setting 13-56
PPTP setting 13-57
RADIUS and 13-55
servers, configuring 13-56
Windows NT support 13-55

pptp server setting 13-56
PPTP setting 13-57
preference setting 7-8
priority (setting) 9-9
private community strings, SNMP, defining 2-22
private key
in Diffie-Hellman 12-8
indigital certificates 12-9
processor blades
proxy serverson 13-11
specifying slot number 2-7
usein multiple-dot VRs 2-8
protocol (setting) 6-26, 7-6, 7-11
default value 6-34
packet filter value 13-6
protocol setting 4-20, 5-23
protocol types 6-27
protocols, authentication. see authentication algorithms
proxies
see also individual proxy types
control blades and 13-11
proxy logging 13-22
proxy servers
address translation and 13-15
authentication servers and 13-11
child-limit setting 13-16, 13-23
control blades and 13-11
DNS servers and 13-11
firewall access tables and 13-12
FTP proxy. see FTP proxies
HTTP proxy. see HTTP proxies
listen command 13-16
on processor blades 13-11
packet filters and 13-10
plug proxy 13-11
policy setting 13-16
POP3 proxy 13-11
SMTP proxy 13-11
Telnet proxy 13-11
PSES darm 5-10
psnp-interval setting 9-13
PSNPs (partial sequence number PDUs) 9-13, 9-16
PTE (path terminating equipment)
OC-3 POS and 6-39
OC-3c and 6-3
public community strings, SNMP, defining 2-22
public key infrastructure (PK1). see digital certificates
public key pairs, enabling generation of 12-68
put command 13-21
PV CCs (permanent virtual channel circuits) 6-27
PV Cs (permanent virtua circuits) 4-11, 5-14
see also ATM (asynchronous transfer mode), Frame Re-
lay
aways-on connectivity and 6-2
compared with LSPs 11-22
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PV Cs (permanent virtual circuits) (continued)
Frame Relay and 4-10, 5-14
information rate 4-11, 5-14
interface types and 4-15, 5-18
LMI settings and 4-17, 5-20
LMI type and 4-22, 5-25
OC-3c ATM 6-2
statistical multiplexing and 4-11
status and reports 4-12, 5-15
types of, ATM interfaces and 6-27
unchannelized DS3 and 5-38
unchannelized E3 and 4-35

PV C-type setting 6-27
PVCCsand 6-28
VCI setting and 6-30

Q
Q933aline management format 4-17, 5-20
QoS (quality of service)
see also ATM subinterface configuration
ACLsand 7-17
aways-on connectivity and 6-2
available bit rate (ABR) 6-28
diff-serve and 7-17
diff-serve. see diff-serve
RSVP and 11-23
settings
available bit rate (ABR) 6-18
constant bit rate (CBR) 6-18
non-real-time variable bit rate (NRT-VBR) 6-18
real-time variable bit rate (RT-VBR) 6-18
unspecified bit rate (UBR) 6-18
traffic contracts 6-16
unspecified bit rate (UBR) 6-22
virtual channels and 6-16
virtual paths and channels and 6-16
gos command 7-26
question mark (?)
Ethernet commands and 2-19
Frame Relay commands and 4-25, 5-29
local commands and 1-8, 1-14
subinterfaces and 4-25, 5-29
quote of the day port 13-7

R

RADIUS (remote authentication dial-in user service) 13-1, 13-

49
for PPTP tunnel authentication 13-49
L2TP and 14-2
L2TP authentication and 14-2
radius-server list command 13-51
servers

types of 13-51

third-party support 13-49

RADIUS (remote authentication dial-in user service)
(continued)
use of secret key 13-51
RADIUS servers
viewing status of 1-18
rate policing 4-21, 5-24
discard enable (DE) bit 4-21, 5-24
Frame Relay subinterfaces and 4-18, 5-21
oversubscription, managing 4-21, 5-24
rate-limit command
maximum data rate and 2-10
recommended setting 2-11
required arguments 2-10, 2-11
using 2-11
VI bandwidth and 8-16
rate-police command 4-13, 4-21, 5-16, 5-24
RBOCs (regiona Bell operating companies)
Frame Relay networks, connecting 4-11, 5-14
reauth setting
authentication type and 5-28
DS35-28, 5-32
E34-24,4-29
L2TP PPP 14-10
OC-3POS6-44
PPPoATM 6-36
reauthentication (PPP) 4-24, 4-29, 5-28, 5-32
authentication type and 5-28
reboot command 1-9
reboot now command 1-10
RECEIVED-BECN setting 4-19, 5-22
RECEIVED-FECN setting 4-19, 5-22
received-path-trace setting 6-7
Receiver hasloss of frame 5-11
Receiver hasloss of signal 5-10
Receiver hasno alarms 5-11
Receiver has remote alarm 5-11
Receiver is getting AIS 5-10
Receiver is getting Idle 5-10
receive-SDU-size setting 6-27
receive-size setting, OAM-continuity setting and 6-30
receive-window-size setting 14-11, 14-12
record-route setting 11-16, 11-26
Redback Networks
manual key compatibility with CoSine 12-34
reference, explanation of xxi
related documentation xxii
relay-host list 13-33
relay-reject events
enabling and disabling 13-31
relay-reply setting 13-32
remote access, |PSX switches and 1-12
remote clients, enabling use of |PSec 12-26
remote desktop sharing, NetMeeting and 13-41
remote shells (rsh). see rsh (remote shells)
remote-AS option 8-11
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remote-path-trace setting 6-7
remote-port setting
Microsoft SQL/Sybase proxies 13-38
NetMeeting proxies 13-41
remote-server setting
Microsoft SQL/Sybase proxies 13-38
NetMeeting proxies 13-41
remote shells (rsh) 13-39
retransmission-timeout setting 14-11
retransmit-interval setting 9-13, 10-11
retransmit-throttle setting 9-14
retry-limit setting 12-14
retry-timer-sec setting 12-14
retry-timer-usec setting 12-14
reuse threshold 8-6
RFC 1908 2-22
RFC 2364 6-34
RFCs. see IETF RFC entries
RIP (routing information protocol)
commands
router rip 7-38
configuring 7-37-7-38
preliminaries 7-38
IETF routing protocol RFCs and 7-2
router rip command at VI level 7-37
subscriber VRs and 7-35
VI-level RIP settings 7-38
RIP-2. see RIP (routing information protocol)
RIP-IP setting 7-11
RJ116-33
RO (read only) privileges 2-23
route (setting) 4-21, 5-24, 5-50
for FRolP DLCI 5-47, 5-50
example 5-49
route coloring 8-25
route filtering
between ISP VRs and subscriber VRs 10-13
community attributes and 8-27
export policies and 7-10
to control traffic volume 7-4
route flapping, route summarization and 10-8
route injection, BGP-4 and 8-3
route reflection
advantages 8-23
IPSX switches and 8-20
route reflector client 8-3
VRsasclients 8-23
route reflector clients, BGP-4 and 8-3
route summarization
in OSPF 10-8
1S1S9-7
routed networks, VLANs and 3-1
route-flap dampening 8-5
router isis command 9-3, 9-9
router mpls setting 11-6, 11-9

router ospf command 10-2, 10-3
router rip command 7-37, 7-38
router rsvp setting 11-6, 11-10
routers
areaborder, OSPF and 10-5
border 10-4
Cisco CPE 10-13
core, diff-serve and 7-17
designated 9-9
ID 2-3
IS-IS, identifying 9-7
labels 2-3
levels 9-8
leaking 9-6
peer, verifying presence of 9-12
routes, summary 10-4
route-type setting
permissible values 7-13
routing
see also export policies, import policies
autonomous systems 7-35
default keyword 7-34
default routes 7-29
destination address and 7-4
IGPsand 7-35
loops, avoiding 7-36
metrics, IS-1S. see ISISrouting
metrics in static routes 12-60
multiple default routes 7-34
protocols 7-2
ACLsand 7-4
common deployments 7-35
export policiesand 7-3
exterior 8-1
interaction between 7-11
metrics in export policies 7-11
path selection criteria 7-36
QoS. see QoS (quality of service)
solving incompatible metrics 7-4
specifying a preferred route 7-8
supported AS numbers 7-35
static routes 7-29
uses for 7-31
sub-optimal paths, avoiding 9-6
tables
display route command 7-3
show ip route command 7-2
viewing 7-2
typical deployments 7-35
routing information protocol (RIP). see RIP (routing
information protocol)
routing tables 10-8
RSA (Rivest, Shamir, and Adelman) encryption 12-9, 12-19
RSA algorithm, encryption module and 12-68
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rsh (remote shells)
proxies 13-38
policy setting 13-39
remote-server setting 13-39
security risks 13-39
RSOH (regenerator section overhead) 6-38
RSV P (resource reservation protocol) 11-1, 11-23
see also MPLS (multi-protocol label switching) traffic
engineering
hot spots and 11-23
MPLS and
sessions, viewing status of 11-20
viewing configuration 11-19
RT-VBR (real-time variable bit rate) setting 6-18
service categories and 6-23
voice over IP (VolP) and 6-18
rules. see packet filters
RW (read/write) privileges 2-23
rx_abort_er POS statistic 6-42
rx_fcs_er POS statistic 6-42
rx_max_er POS statistic 6-42
rx_min_er POS statistic 6-42
rx-bytes POS dtatistic 6-42
rx-frames POS statistic 6-42

S

SA-per-host (crypto map flag value) 12-27
SA-per-net (crypto map flag value) 12-27
SA-per-port (crypto map flag value) 12-27
SA-per-protocol (crypto map flag value) 12-27
SAR (segmentation and reassembly) sublayer 6-17, 6-21
SAs (security associations) 12-45
characteristics 12-8
configuration notes 12-44
creating 12-39
advantages of loopback use 12-44
connecting at both ends 12-41
default 0.0.0.0 routes 12-47
ensure areachable connection 12-40
loopback interface configuration 12-40
|oopbacks as endpoints 12-44
tunnel interface configuration 12-42, 12-44
establishing with ACLs 12-28
failure, gateway lifetimes and 12-20
IKE 12-16
importance in |PSec connections 12-5
IPSec connections
creating 12-9
ISAKMP SA 12-8
lifetimes 12-19
rekey intervals 12-20
maximum number of 12-15
save command 1-8
savefile command 1-6

savefile setting 1-8
scaling 8-20
SCR (sustained cell rate) setting 6-21, 6-27
sdh (option) 6-5
SDH (synchronous digital hierarchy) 6-37
as an OC-3 POS framing type 6-40
framing, string size 6-7
regenerator section overhead (RSOH) 6-38
SONET and 6-38-6-39
STM-16-38
synchronous transport module (STM) 6-38
tributary units (TUs) 6-38
virtual container 3 6-38
SDUs (service data units) 6-27
secret key, RADIUS and 13-51
secret-recreate setting 12-14
section code violation 6-15
section errored seconds 6-15
section severely errored framing seconds 6-15
section severely errored seconds 6-15
section trace byte (J0) 6-6
Secure connection settings (proposals). see |PSec
secure logins
see also security
administrator login account 1-10
checkpasswd command and 1-5, 1-11
creating 1-10
enabling and disabling 1-11
sysuser command 1-10
secure multiframe alignment 5-3
secure shell (ssh), rsh and 13-39
security
see also secure logins
ACLsand 7-7
community strings and 2-24
control VPNsand VRs and 1-26
customer networks and 2-19
NetMeeting and 13-41
randomized data and 6-6
rsh and 13-39
VRsand Vlsand 2-2
security associations (SAS). see SAS (security associations)
security parameter index (SPI) numbers 12-7
security-association setting 12-37
SEFSaarm 4-3
SEFS_s performance counter setting 6-15
Sendmail 13-29
serial interfaces
see also DS3, E3, FRol P (Frame Relay over |P)
configuring
viewing configuration 4-14, 5-17
DS3
authentication types 5-32
creating 5-17-5-21
E3, creating 4-14-4-18
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serial interfaces (continued)
eliminating need for 2-14
encapsulation types 4-14, 5-17
PPP 2-14
HDL C channels and 5-13
host channels and 4-14, 5-16
unchannelized DS3 and 5-35
server setting 13-53
servers
DNS, proxy serversand 13-11
SNMP, defining 2-22
TFTP, new boot images and 1-2
service categories
cell rates and 6-21
for channels 6-16
selecting 6-24
traffic descriptors and 6-23
virtual paths and 6-18

service provider networks, monitoring xxiii

service provider VRs. see ISPVRs
service-category setting 6-17, 6-22, 6-27
enable setting and 6-30
service-VI setting 14-8
SES | performance counter setting 6-15
SES p performance counter setting 6-16
SES s performance counter setting 6-15
session keys
creating 12-31
inbound and outbound values 12-32
IPSec 12-2
session submenu 14-8
session-key setting 12-30
set command
crypto map and 12-25
setvalue setting 7-27
severely errored framing seconds
E34-3
section 6-15
severely errored seconds
c-bit path 5-10
line 5-10, 6-15
path 6-16
p-bit path 5-10
section 6-15
SF (superframe format) 5-3
bit stuffing 5-7
SHA-1. see authentication algorithms
show blade command 3-2
show command 1-18
at functional levels 1-13
at top CLI level 1-13
config command and 1-18, 9-6
DS3 and 5-4
ISISand, using 9-19
show isis adjacency 9-19

show command (continued)
IS-ISand, using 9-19
show isis adj-log 9-19
show isis attributes 9-20
show isiscircuit 9-21
show isis config 9-21
show isis database 9-22
show isis spf 9-24
show isis spf log 9-25
show isis statistics 9-26
MPLS and
show mpls announced-route 11-17
show mpls cross-connect 11-18
show mplsinterface 11-18
show mplstunnel 11-18
show rsvp configuration 11-19
show rsvp interface 11-20
show rsvp session 11-20
OSPF and, using 10-16-10-20
show ospf 10-16
show ospf area 10-16
show ospf attribute 10-16
show ospf configuration 10-17
show ospf database 10-17
show ospf interface 10-18
show ospf neighbor 10-19
show ip route command 7-2
show isis adjacency command 9-19
show isis adj-log command 9-19
show isis attributes command 9-20
show isis circuit command 9-21
show isis config command 9-21
show isis database command 9-22
show isis spf command 9-24
show isis spf log command 9-25
show isis statistics command 9-26
show mpls announced-route command 11-17
show mpls cross-connect command 11-18
show mpls interface command 11-18
show mplstunnel command 11-18
show ospf area command 10-16
show ospf attribute command 10-16
show ospf command 10-16
show ospf configuration command 10-17
show ospf database command 10-17
show ospf interface command 10-18
show ospf neighbor command 10-19
show rsvp configuration command 11-19
show rsvp interface command 11-20
show rsvp session command 11-20
shutdown command 4-7, 4-32
commit command and 4-7, 5-5
disabling E3 interfaces with 4-4
shutdown option 8-11
signal label mismatch error 6-7
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signaling, MPLS. see MPLS (multi-protocol label switching)
traffic engineering
simplemail transfer protocol. see SMTP (simple mail transfer
protocol)
slot (setting) 2-7
slot numbers 2-7
control VRsand 2-21
specifying 2-7
VRsand 2-4, 2-5, 2-7
slots, sharing 2-8
sm-optical-fiber 6-7
SMTP (smple mail transfer protocol)
operation codes 13-29
port 13-7
proxies. see SMTP proxies
relay hosts 13-33
relay MTAs 13-33
server logging, syslogD and 13-31
SMTP proxies
see also SMTP (simple mail transfer protocol)
configuring 13-30
firewall access tables 13-28, 13-33
local-domain setting 13-31
logging command 13-31
mail-hub setting 13-31
maximum size of mail message 13-32
max-recip setting 13-32
MIME checking 13-31
policies, defining 13-30
policy reguirements 13-29
POP3 proxies and 13-28
relay-host list 13-33
relay-reply setting 13-32
servers 13-11
spam logging 13-31
spam-host list 13-33
spam-reply setting 13-32
timeout setting 13-31
with syslogD 13-31
using the log-relay setting 13-31
snmp (command) 2-22
SNMP (simple mail transfer protocol)
community strings, public and private 2-22
SNMP (simple network management protocol) 1-3
commit command and 2-22
community strings 2-24
configuration items and restrictions 2-22
control VR as SNMP agent 2-21
control VRs and 1-23, 2-21
defaults, checking 2-22
enabling 2-23
hosts
enabling 2-24
functioning asNMS 2-23
InVision and 2-22

SNMP (simple network management protocol) (continued)
IPSX as managed device 2-21
IPSX switch access blades 1-23
messages, enabling 2-23
MIB values
protecting 2-23
writing 2-23
NMS 2-21
RO and RW privileges 2-23
security 2-24
settings
IP-Address 2-23
port 2-23
SNMP-SERVER 2-23
type 2-23
traps host list 2-23
SNMP-SERVER setting 2-23
SNMPv1 and SNMPv2 messages, enabling 2-23
soft rekey 12-3
SOH (section overhead) 6-3, 6-38
Solaris (Sun) 1-2
sonet (option) 6-5
SONET (synchronous optical network)
as an OC-3 POS framing type 6-40
errors, signal label mismatch 6-7
European. see SDH (synchronous digital hierarchy)
frame capacity 6-20
line overhead (LOH) 6-3
LTE6-3
OC-3cand LTE and 6-39
overhead channels 6-3
path overhead (POH) 6-3
PTE 6-3
SDH and 6-38-6-39
section overhead (SOH) 6-3
virtual tributary 6-38
source (option)
ping command 2-16
traceroute command 2-17
source (setting), firewall access tables 13-13
source addresses
ACLs7-6
packet filter value 13-6
source ports
ACLs7-6
packet filter value 13-6
spam
enabling or disabling logging of 13-31
listing email addresses of known perpetrators 13-33
spam-host list 13-33
spam-reply setting 13-32
speed option 4-9, 5-12
speed setting 3-4
SPESs (synchronous payload envelopes) 6-38
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SPF (shortest path first)
enabling event logging 9-27
interval between calculations 9-7
IS ISand 9-1
viewing properties of 9-24
spf-interval setting 9-7
SPI (security parameter index) 12-33
numbers 12-7
SPI-size setting 12-15
srcaddr setting 7-6
diff-serve ACLs and 7-20
packet filter value 13-6
routing policies and 7-4
srcport setting 7-6
packet filter value 13-6
ssh (secure shell), rsh and 13-39
standards, framing. see framing standards
start address keyword 13-47
starting address setting 13-46
starting port setting 13-46
startup
resuming after boot configuration 1-6
state listing 2-10
static NAT
destination static keywords 13-49
example 13-49
ip nat inside command 13-48
using 13-48
static routes
see also ip route command, | PSec
adding 7-29
configuring for IPSec 12-53
dual-homing 7-29
in subscriber VRs 7-35
ip route command 12-54, 12-57
ISP VRsand 12-64
metricsin 12-60
recommended uses 7-31
subscriber VRs and 12-63
static routing
in combination with OSPF 10-14
statistical bandwidth sharing
E3and 4-11
statistical multiplexing
Frame Relay and 4-11
status
configuration, viewing 1-18
Ethernet interfaces 2-20
inquiries, Frame Relay 5-19
polling interval 4-17, 5-20
status (setting) 3-4, 3-8, 13-53
STM (synchronous transport module) 6-38
strict keyword 11-7
strings, community 2-24
community command and 2-24

strings, community (continued)
snmp enable command and 2-24
SNMP hosts and 2-25
ST'S (synchronous transport signal) 6-6, 6-38
stub area command 10-5
stub areas 10-5
area aggregate setting 10-13
default cost setting 10-13
subinterfaces
see also Frame Relay
bandwidth
assigning minimum 4-22, 5-25
of host HDLC channel and 4-22, 5-26
Bc, Be, and CIR 4-21, 4-22, 5-24, 5-26
commands
obtaining help for 4-25, 5-29
configuring 4-18-4-23, 5-21-5-26
committed burst size (Bc) 4-20, 5-23
committed information rate (CIR) 4-20, 5-23
counters for congestion and dropped frames 4-19,
5-22
DLCI 4-20, 5-23
excess burst size (Be) 4-20, 5-23
PPP 4-20, 5-23
route 4-21, 5-24
traffic-rate policing 5-24
DLClsand 4-22
assigning 5-25
importance of 4-18, 5-21
Ethernet
enabling 3-8
operating status 3-9
OC-3cand 6-2
packet encapsulation types 6-26
point-to-point links and 4-21, 5-24
PPP as higher-level protocol. see PPP (point-to-point
protocol)
rate policing and 4-18, 5-21
settings 4-20, 5-23
Bc 4-20
Be 4-20
CIR 4-20
interface-DLCI 4-20
protocol 4-20
rate-police 4-21
route 4-21
unchannelized DS3 5-37
DLClsand 5-38
unchannelized E3 4-34
DLClsand 4-35
Visand 2-14
VLANIDsand 3-6, 3-9
VLANsand 3-10
communication points 3-7
naming 3-8
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subnet mask 1-5
subnets, CIDR and 2-3
subscriber networks
IGPs 7-31
subscriber VRs 1-22, 1-23
access blades and 2-4, 2-5
BGP-4 and 8-3
control blades and 1-23
DHCP and 13-52
diff-serve rules 7-30
diff-serve rules and 7-19
dual-homing and multi-homing 2-2
example 7-33
failover capabilities 7-34
FRolP and 5-41
import and export policies and 7-3

importance of assigning a slot number 2-4

IS 1ISand 7-35, 9-15
ISP VRsand 1-22
MPLS tunnels and 11-27
OSPF and 7-35
RIP and 7-35
route filtering 10-13
routing protocolsin 2-2
slot numbers
importance of 2-4, 2-5
static routes and 12-53, 12-63
typical servicesin 2-2
Vlisand 3-6
VLANsand 3-10
summary addresses 10-13
summary-address setting 9-7
Sun Solaris 1-2
supernetting 2-3
support, CoSine technical assistance xxiii
switched networks
VLANsand 3-1
switches. see IPSX switches
switch-to setting 14-32

system-type setting 9-8
IS-ISrouting and 9-4
sysuser command

user login capabilities and 1-5

T
T1
channel bank 5-3
configuring 5-9
DSOs and 5-2
combining 5-13
DSx and 5-3
Elsand 4-6
error checking 5-3

extended superframe format (ESF) 5-2, 5-3

facility datalink 5-3
fractional, DSOs and 5-11
framesize 5-2
line code settings

DS3 and 5-9

viewing information on 5-8

T11D (option) 5-12
target command 1-5

local-address command and 1-5

target setting 1-8
TCP connection messages 8-18
TCP/UDP ports

ACLsand 13-6

filtering 7-26

ranges 13-46

technical assistance (CoSine) xxiii

telecommunications providers
Frame Relay networks

connecting 4-11, 5-14

Telnet port 13-7

Telnet proxies
child-limit setting 13-36
examples 13-36
listen command 13-36

symbols xxi . . g
syntax of commands 2;'\'/2’:?;22 13-36
viewing 1-14 . . g
syslogD 13-1, 13-41 iprpnly 1336
f;jmg gﬁ terminal equipment synchronization 5-3
term-reg-retransmit setting
levels 13-42 DS35.28 5.32
on the control blade 13-41 E34.24 ‘ng
priorities 13-42 LoTP PISP 14-10
syslog.conf 13-41 0C-3 POS 6-44
with FTP proxy 13-22 PPPOATM 6-36
with HTTP proxy 13-24 test (setting) 4-5, 5-8
with proxies 13-41 TETP 9 ’
with SMTP server logging 13-31
system ID, IS-1S, viewing 9-6 ﬁf;‘l‘g g?;”;y 1518
system-id setting 9-4, 9-7
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TFTP (continued)
hosts
HP-UX 1-2
IBM AIX 1-2
IP address 1-5, 1-8
Linux 1-2
Sun Solaris 1-2
Windows NT 1-2
location, modifying 1-5
operating systems and 1-2
subnet mask 1-5
TFTP port 13-7
threshold setting 13-53
time dot option 4-9, 5-12
spaces and 4-10, 5-13
timeout (setting)
DS35-28, 5-32
E34-24,4-29
timeout limits
during IPSX bootup 1-6
timeout option 2-16
timeout setting 13-19, 13-24
L2TP PPP 14-10
Microsoft SQL/Sybase proxies 13-38
NetMeeting proxies 13-41
OC-3 POS 6-44
PPPoATM 6-36
SMTP proxies 13-31
Telnet proxy 13-36
timers option 8-12
timers, OSPF 10-9
Tls (tunnel interfaces). see tunnel interfaces
token-hash-type setting 12-15
top command 1-16
TOS (type of service) setting 7-6
traceroute command 2-15
see also ping command
ending 2-18
for verifying |PSec tunnels 12-47
maximum number of hops 2-17
source |P address 2-17
syntax 2-17
verifying IPSec connections with 12-47
traffic
ASand 8-15
channelsand 5-11
conditioners, creating 7-17

traffic (continued)
DS3 and 5-8
E3 and 4-5
engineering. see MPL S (multi-protocol label switching)
traffic engineering
hello intervals and 10-10
ILMI
importance of using default values 6-11
specifying virtual channel identifier for 6-10
specifying virtual path for 6-10
MPLS. see MPLS (multi-protocol label switching) traf-
fic engineering
settings for 6-21
types, SONET and SDH and 6-37
volume, controlling 7-4
traffic-eng enable setting 11-6
traffic-rate policing. see rate policing
transforms, loading 12-25
transform-set setting 12-25, 12-30, 12-37
transmissions
data
DS3 and 5-2
voice 5-2
bandwidths 5-3
DS3 and 5-2
transmit-delay setting 10-11
transmit-queue-size setting 14-12
transmit-SDU-size setting 6-27
transmit-size setting, VPI setting and 6-30
transparency, |PSec and 12-2
transport (setting) 5-43
window-size option 5-43
transport modes, selecting. see |PSec
transport overhead 6-38
transports. see FRol P (Frame Relay over IP)
traps
hosts, community strings and 2-25
SNMP, defining 2-22
triple-DES. see IPSec
TTL (timeto live) option 2-16
tunnel (setting) 2-12
tunnel interfaces 2-11, 12-40
crypto maps and 12-44
SAsand 12-42, 12-44
testing with traceroute 12-47
tunnel setting 14-7
tunnel submenu 14-8

congestion 4-11, 5-14 tunnel VIs
messages, counting 4-19, 5-22 see also IPSec, SA (security association)
contracts 6-16 IPsec
controlling direction 8-15 characteristics 12-45
customer, virtual channels O through 31 and 6-19 subnet 12-45
descriptors 6-21 local loopback specified as | PSec endpoint 12-46
service categories and 6-23 MPLS and 11-9
UBR 6-22
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tunnels
FRolP 5-49

IPSec. see FRol PSec (Frame Relay over 1PSec)

mode, selecting. see |PSec

MPLS. see MPLS tunnels
tunnel-switch setting 14-7, 14-31
TUs (tributary units) 6-38
tx_urun_abt POS statistic 6-43
tx_user_abt POS statistic 6-43
tx-bytes POS statistic 6-42
tx-frames POS statistic 6-42
type setting, SNMP 2-23
typographical conventions xxi

U

UAS | performance counter setting 6-15
UAS p performance counter setting 6-16
UBR (unspecified bit rate) setting 6-18
UBR sgtting 6-22
UDP ports
ACLSand 13-6
AOL 13-37
CompuServe 13-37
monitoring 12-14
unavailable seconds
line 6-15
path 6-16
unchannelized DS3 5-1, 5-34
accessing 5-35
channel 0 5-36
channel/subinterface 5-37
configuring 5-35
DLCI, CIR, Bc, and Be settings 5-38
DLClsand 5-38
encapsulation at port level 5-36
Frame Relay LMI settings 5-37
Frame Relay over 5-36-5-38
HDLC and 5-39
interface serial command and 5-37
OSl layer 2 protocol HDLC and 5-39
PPP and 5-38
PVCsand 5-38
unchannelized E3
channel 0 and 4-33
channel/subinterface information 4-34
Cisco interoperability and 4-7, 4-31

config controller command and 4-31, 5-34

disabling 4-32

DLCI, CIR, Bc, and Be settings 4-35
DLClsand 4-35

encapsulation at port level 4-33
encapsulation formats and 4-32
Frame Relay LMI settings and 4-34
Frame Relay over 4-33-4-35

unchannelized E3 (continued)
FRolP and 5-41
HDLC and 4-36
interface serial command and 4-34
OSl layer 2 protocol HDLC and 4-36
PPP and 4-30, 4-35
PPP encapsulation 4-35
PVCsand 4-35
serial interfaces and 4-31
Settings 4-32
clock 4-32
framing 4-32
interface 4-32
loopback 4-32
testing, loopback setting and 4-32
UNI type (setting) 6-10
UNI version (setting) 6-10
UNIs (user-to-network interfaces) 4-11, 4-18, 5-14, 5-21
see also ATM (asynchronous transfer mode)
IPSX 9000 and 6-8
settings
UNI type 6-10
UNI version 6-10
UNIX syslog daemon. see syslogD
up command 1-16
VR creation and 2-6
update-source option 8-12, 8-18
user login capabilities
enabling and disabling 1-5, 1-10, 1-11
FTP, enabling 13-21
user names, PPP and L2TP and 14-4
userpriority setting 3-8
use-zero-SPI flag 12-16

\'

VC-3 (virtual container 3) 6-38
VCCs (virtual channel circuits)
configuring 6-12
maximum number of 6-11
VCI (setting) 6-28
PV C-type setting and 6-30
V C-multiplex-routed option 6-27
VCsand VCls (virtual channels and virtual channel
identifiers) 6-2
0 through 31 and customer traffic 6-19
0 through 32 6-21
assigning 6-20
ATM QoS and 6-16
configuring 6-12
DLClsand HDLC and 6-2
ILMI traffic
importance of using default values 6-11
specifying virtual channel identifier for 6-10
local VPIsand 6-19

Index 42 CoSine IPNOS CLI Configuration Guide

Release 2.1 Beta



Index

VCsand VCls (virtua channels and virtual channel
identifiers) (continued)
OC-3c and 6-1, 6-10
service categories and 6-19
virtual paths and 6-11
verbose option
show mplstunnel command 11-18
show rsvp interface command 11-20
show rsvp session command 11-20
Verisign 12-9
vi command, |S-IS and 9-2
VI ID keyword 13-47, 13-48
virtual (setting) 2-12
virtual circuits. see PV Cs (permanent virtual circuits)
Vls (virtua interfaces)
see also VRs (virtual routers)
adding servicesto. requirements 2-2
ATM subinterfaces and 6-30
bandwidth, rate-limit command and 8-16
commands 2-9
connected-to. see connected-to command
crypto-map 2-9
ds-byte. see diff-serve
packet-filter 2-9
connecting 2-11-2-15
connected-to command 2-12
examples 2-12
testing connections 2-15, 2-17
types of connections 2-11, 2-14
control VPNsand 1-12
creating 2-3, 2-4-2-11
connected-to command 2-14
create command 2-6
IP addresses and 2-6
MTU and 2-6
prompt location and 2-6
with subinterfaces 2-14
diff-serverulesand 7-19
down state 6-32
enabling for OSPF 10-4
Ethernet blades and 3-5
Frame Relay and
bandwidth 4-13, 5-16
FRolP and
identifying 5-43
Internet protocol security and. see IPSec
ISISrouting and 9-2
IS-IS, defining 9-8
L2TPand 14-8
LANsand WANs and 2-1
local 5-43
see also FRol P (Frame Relay over |P)
creating 5-43
FRolP and 5-41
loopback. see loopback interfaces

Vs (virtual interfaces) (continued)
MPLS, enabling 11-9
packet filtering and 2-12
see also packet filters 13-3
PPP and 4-25, 5-28
removing from VPN configuration 1-17
security strategies 1-26
settings
ip command and 2-9
viewing 2-8
state listing and 2-10
statistics, viewing 2-9
subscriber VRs and 3-6
troubleshooting, state listing and 2-10
Vi1
asloopback VI 2-2, 2-3, 2-8
default configuration 2-3
IP addresses and 2-4
viewing 2-9
viewing status of 1-18
VI-level RIP settings 7-38
VLANsand 3-9-3-12
VRsand 2-2, 3-7
VLANID (setting) 3-8
VLANIDs (virtual local area network identification numbers)
3-6
subinterfaces and 3-9
VLANID setting 3-8
vlanname setting 3-8
VLANS (virtual local areanetworks) 3-1
advantages 3-1
connections
activating 3-11
Ethernet blades and 3-1, 3-2
number of 3-7
Ethernet subinterface configuration 3-7
|EEE 802.1Q compliance 3-1
LANsand 3-1
operating status 3-9
reguirements 3-2
settings 3-8
status 3-8
userpriority 3-8
VLANID 3-8
vlanname 3-8
subscriber VRs and 3-10
switched networks and 3-1
Visand 3-6, 3-9-3-12
Ethernet ports and 3-10
VLANIDs 3-6, 3-9
creating 3-8
voice transmissions
bandwidths 5-3
DS3 and 5-2
pulse code modulation and 5-2
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VolP (voice over IP) 6-18
MPLS and 11-22
VPCs, OC-3c and 6-12
VPI (setting) 6-28
transmit-size setting and 6-30
VPN (setting) 7-6, 12-14
VPNs (virtua private networks) 2-1
see also control VPNs
connecting VIs across two VPNs 2-15
control blades and 1-23
IPSec and 12-2
IPSec-based, IPSX switches and 1-12
L2TP. see L2TP (layer 2 transfer protocol)
PPTP. see PPTP (point-to-point tunneling protocol)
VRsand 1-17, 2-2, 2-12
VPsand VPIs (virtual paths and virtual path identifiers) 6-2
see also ATM (asynchronous transfer mode)
assigning 6-20
configuring 6-12
ILMI traffic
importance of using default values 6-11
specifying virtual path for 6-10
OC-3c 6-9
maximum number of 6-11
service categories and 6-18
VCI numbers and 6-19
virtual channels O through 31 and 6-19
virtual channels and 6-11
VR (setting) 7-6, 12-14
VR 165.165.100.100 2-21
VR 165.165.100.99 2-21
VR Access Policies 13-12
VRs (virtual routers)
see also Vs (virtua interfaces)
access blades and 2-6
adding services to, requirements 2-2
before major configuration 1-20
BGP neighbor connections and 8-9
BGP-4 and 7-35
connecting 2-12
testing connections 2-15, 2-17
control VPNsand 1-24
control VRs. see control VRS
creating 2-4-2-11
create command 2-5
defining type 2-8
on multiple slots 2-7
VI 1 asloopback VI 2-2, 2-3, 2-8
DHCP and 13-52
import and export polices and 7-3, 8-13
interfacesin, TCP connection messages and 8-18
IS-1S, defining 9-8
ISP VRs. see ISP VRs
labels 2-2
LANsand WANs and 2-1

VRs (virtual routers) (continued)
local, viewing routing table for 7-3
processor blades and 2-8
inamultiple-slot VR 2-7
removing from VPN configuration 1-17
route reflection and 8-23
routing tables, checking 2-18
slot numbers 2-5
viewing 2-7
slot sharing 2-8
status, viewing 1-18
subscriber VRs. see subscriber VRs
types of 2-8
slotsand 2-8
Visand 3-7
minimum number of 2-2
viewing 2-9
VPNsand 1-17, 2-2
VTs (virtua tributaries) 6-38

w

wait command 1-6

usefulness of 1-7
WANS (wide-area networks)

IPSX switches and 1-12

VRsand Vlsand 2-1
warning, explanation of xxi
watchdgenab command 1-6
watchdog timer 1-6
Web extensions

proxies and

allowing or disallowing 13-25

Web site, CoSine xxiii
well-known port numbers 13-7
whois port 13-7
window sizes, FRol P settings 5-43
Windows 2000

IRE dial-up client and 12-35

L2TP and. see L2TP (layer 2 transfer protocol)
Windows 9x

IRE dial-up client and 12-35
Windows NT 1-2

IRE dial-up client and 12-35

PPTP and 13-55
window-size setting 5-40, 5-45
window-timeout setting 5-40, 5-45

X
X.509 digital certificates 12-8
X.509 distinguished name
for IPSec-dialup crypto maps 12-37
xauth. see authentication algorithms
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Y

yellow (command) 4-7
yellow detection and generation 5-9
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