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Preface

The KnowNow LiveServer Administration Guide is for system administrators and develop-
ers who are installing and configuring KnowNow's™ LiveServer. It provides information
on installing, configuring, and troubleshooting LiveServer. It also includes information
on using the KnowNow utilities. This guide contains a glossary of important KnowNow
terms and concepts, and is thoroughly indexed.

This guide is written on the assumption that the reader possesses a general knowledge
of HTTP and of Web server administration activities, including security procedures.

What This Guide Covers

This guide describes how to install KnowNow'’s LiveServer, describes LiveServer termi-
nology and concepts, explains LiveServer configuration, and gives information on the
KnowNow utilities. Many chapters describe how to use specific aspects of the
KnowNow System Administration console, which is a graphical user interface for con-
figuring and managing topics, routes, permissions, users, and much more.

The chapters in this book are as follows:

m  Chapter 1, "Introducing KnowNow’s LiveServer”: A brief overview of the KnowNow
architecture, terminology, and concepts.

m  Chapter 3, “Introducing the KnowNow System Administration Console”: Intro-
duces the KnowNow System Administration console and describes how to use it.

m  Chapter 2, "Installing KnowNow'’s LiveServer”: Provides installation and start-up/
shutdown instructions.

m  Chapter 4, "Configuring LiveServer”: Provides information on how to configure
LiveServer using the KnowNow System Administration console.
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Chapter 5, "Managing Topics”: Provides information for understanding and man-
aging topic space and for using the KnowNow System Administration console to
manage topics.

Chapter 6, "Selecting a Permissions System”: Describes the different permissions
modules and how to select a permissions module for your system. Includes infor-
mation on configuring the Flat File and 2.0 Compatible permissions modules.

Chapter 7, "Implementing Security with LDAP”: Describes how to integrate
LiveServer with LDAP systems. Also describes how to configure the LDAP Test and
LDAP permissions modules.

Chapter 8, "Managing Permissions”: Describes the default permissions patterns
and tells how to customize them or create your own permissions patterns.

Chapter 9, "Managing Users and Groups”: Describes how to manage users and
groups using the KnowNow System Administration console.

Chapter 10, "Implementing Clusters”: Provides information on configuring and
implementing LiveServer clusters using the KnowNow System Administration con-
sole. Also has information on clusters when using KnowNow LiveAdapters.

Chapter 11, "Performance Monitoring and Process Management”: Describes how
to use the KnowNow System Administration console to view performance statistics
and to configure and monitor processes.

Chapter 12, "Backup, Restore, and Other Utilities”: Introduces the KnowNow utili-
ties and provides information on backing up and restoring LiveServer databases, as
well as some troubleshooting information.

Glossary: Provides a list of KnowNow and other terms and their definitions.

An index provides quick access to the contents of this book.

Additional Sources of Information

Additional information can be found in the following sources. The documentation can
be accessed as described under “Accessing LiveServer Documentation and Help” on
page 52.

XViii

KnowNow LiveServer Developer’s Guide, which provides information for using
LiveServer and the Connectors, including information on customizing the Connec-
tors and writing new Connectors using the included APIs. This book is in PDF and
help file formats.

Documentation for the LiveServer APIs is provided in HTML format.
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Document Conventions

m LiveServer_release_notes.html contains a list of supported platforms, new features,
known issues, and late-breaking information.

m  The KnowNow LiveBrowser Developer’s Guide provides information on using the
LiveBrowser and its components.

m  The KnowNow Web site, http://www.knownow.com, provides additional documen-
tation and support.

Document Conventions

Preface

Italic

Boldface type

Code

Ellipsis . . .

/name/ and /name

Italics are used for emphasis, for the titles of books, for file names, and for
variables.

Boldface type is used for emphasis and for the names of menu, button,
and other controls/commands.

Code excerpts and command line sequences are shown in this type face.

An ellipsis is used in code examples and syntax to indicate that irrelevant
information is not shown.

A name enclosed in slashes is a directory name. It does not necessarily
mean that the directory is at the root level; in fact, in most cases, the
directory is a subdirectory in a hierarchy.

A name starting with a slash represents a topic name; as with directories,
the topic could be anywhere in a topic hierarchy.
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How To Contact KnowNow, Inc.

We welcome any comments you may have about our software products or our docu-
mentation. Our goal is to provide functional and easy-to-use products that help you
work more efficiently. For more information, contact us at

KnowNow, Inc.
997 East Arques Avenue
Sunnyvale, California 94085 USA

Phone: (408) 585-1800
Fax: (408) 585-1801

Web site: http://www.knownow.com
For technical support, or if you have comments or suggestions, contact Support at

support@knownow.com
(408) 585-1835

For sales inquiries, contact sales@knownow.com or call (408) 585-1866.
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Introducing KnowNow’s
LiveServer

KnowNow's architecture provides reliable, asynchronous, and loosely coupled commu-
nication over the Web. By using URLs for topic names and HTTP as the communication
protocol, KnowNow'’s LiveServer makes it possible for applications that communicate
using HTTP to publish events without modification. Topic routing and flexible subscrip-
tions enable dynamic data aggregation and syndication, without knowing all end-
points or user domains. Finally, by riding on top of the existing technologies that most
companies already have in place, LiveServer makes integration fast, incremental, and
cost-effective.

LiveServer's flexible architecture makes it possible to create integrations that were not
economically feasible before. This chapter provides an overview of LiveServer's archi-
tecture and how it accomplishes these feats in the following sections:

m  “LiveServer Concepts” on page 2

m  “How LiveServer Can Be Used” on page 11
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LiveServer Concepts

KnowNow’s LiveServer is a software platform for integrating applications in a simple,
incremental, and cost-effective manner. LiveServer combines publish-subscribe event
delivery with Internet-style routing to bring reliable, asynchronous communications to
applications over the Internet. In this model, applications publish information, in the
form of events, and these events are categorized by topics.

Other applications subscribe to these topics and receive the events’ information as it
occurs. For example, an investment bank might run a publish-subscribe system with a
separate topic for each stock traded on the NASDAQ and NYSE. Information related to
WalMart (WMT), such as ticker prices, breaking news, new research reports, and other
desired information is published to the /WalMart topic. All traders who subscribe to this
topic receive the various pieces of information (in other words, events) as they are pub-
lished.

In short, KnowNow'’s LiveServer accepts events as input, then routes them to other des-
tinations. This is very comparable to an IP router: it accepts packets from one network
and sends them to a specified destination. An IP router interconnects networks;
KnowNow's LiveServer interconnects applications. Applications publish events to
LiveServer, and LiveServer copies those events to other applications which have sub-
scribed to them. KnowNow's LiveServer accepts published events via HTTP as well as
subscription requests via HTTP.

LiveServer also provides Web services through SOAP, WSDL, and REST support. For
more information on those services, see the KnowNow LiveServer Developer’s Guide.

This chapter complements the introductory chapter in the KnowNow LiveServer Devel-
oper’s Guide, which goes into more technical detail. As an introduction to the informa-
tion in that book, the essential concepts for understanding LiveServer are presented
under the following headings:

m  “Architectural Components”

m  “LiveServer Terminology” on page 5
m  “Events” on page 6

m  “Topics” on page 6

m  “Routes” on page9

m  “Event Lifetimes and Initial Route Population” on page 10
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Architectural Components

The KnowNow architecture comprises a number of components, each connected by
HTTP as the native communication protocol:

m  “LiveServers” on page 3
m  “LiveServer Modules” on page 4
m  “Connectors” on page 4

m “LiveAdapters” on page 5

LiveServers

KnowNow’s LiveServer manages topics, events, and subscribers. Users and applications
publish events to LiveServer, and LiveServer then deliver these events to subscribers.
Unlike traditional publish-subscribe middleware, LiveServer works in a loosely coupled,
decentralized manner.

LiveServer supports a flexible method of topic subscriptions. As in any publish-sub-
scribe system, a topic subscriber can be an end user or an application. All users or appli-
cations that subscribe to a topic receive events on that topic. However, KnowNow
provides additional capabilities that support a great deal more flexibility and power.

With LiveServer, a topic can be a subscriber to another topic. For example, an invest-
ment bank might create a “Retailing Index” topic that subscribes to individual company
topics such as WalMart, KMart, Target, and others. As a subscriber to each of these, the
Retailing Index topic now provides a dynamically aggregated information stream. Us-
ers can subscribe to this topic, filter it, and perform other operations on it for on-the-fly
data aggregation. Also, because LiveServers can subscribe to each other’s topics, cor-
porations can share information and distribute it to their local users, without sharing
these users' information or requiring a single large namespace.

In many ways, LiveServer looks and acts like a standard HTTP Web server. Multiple
LiveServers can be clustered for failover and scalability. Topics are exposed as standard
URLs, and LiveServer uses HTTP as its native communication protocol. Publishing and
subscribing are performed with HTTP POST and GET. This enables applications that
have an HTTP interface to publish events to the LiveServer without having to make any
modifications at all; an HTTP POST to the correct topic’s URL is all that is required.
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LiveServer Modules

KnowNow LiveServers use modules that perform a variety of functions, such as data
transformation, content filtering, authentication, and authorization. In addition, you
can write your own modules to perform operations such as filtering and security, or
write your own custom recovery modules. Information on using the LiveServer’s API to
write your own modules is provided in the KnowNow LiveServer Developer’s Guide. Load-
ing modules into LiveServer and enabling their use is an easy task; you simply use the
KnowNow System Administration console as described in Chapter 4, "Configuring
LiveServer”

With the capability of adding modules, LiveServers become extensible platforms for
real-time data interchange among decentralized applications.

Connectors

Connectors are optional, client-side components that manage persistent, bidirectional
connections between an application and a LiveServer. They are non-intrusive and light-
weight; the JavaScript Connector works with “zero-install” and is automatically down-
loaded into the browser without local installation or modification. By holding open a
connection and periodically sending small “heartbeat” packets, the Connector delivers
bidirectional communication over HTTP.

Beyond the persistent connection, Connectors also perform event delivery functions
such as auto-checkpointing and offline queuing. Auto-checkpointing ensures that
events are delivered and received reliably, and that duplicates are automatically re-
moved. Offline queuing enables publishers and subscribers to continue working when
network connections are not available. If an application is publishing events and a con-
nection is not available, the Connector simply queues the events locally, then transpar-
ently delivers these events when a connection is re-established.

In fact, the Connector is optional. Some applications do not require a persistent con-
nection; they simply want to publish events. Since a publish operation to a LiveServer
happens via a HTTP POST, applications can communicate with LiveServers without
Connector, and without any modifications. Conversely, LiveServer can publish to an ex-
ternal URL, so an application can subscribe without a Connector. In doing so, the appli-
cation does not receive persistent connections, offline queuing, or checkpointing; and
in some cases this is an acceptable trade-off.
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Connectors are available for a variety of platforms and languages, including JavaScript,
Java, .NET, .NET Compact Framework, C++, and ActiveX/COM. For more information
about the Connectors, see the KnowNow LiveServer Developer’s Guide.

LiveAdapters

LiveAdapters are special kinds of modules that make it possible to connect to different
kinds of services. Some LiveAdapters are internal; they work beneath the surface to
provide additional functionality to other KnowNow products, such as KnowNow'’s En-
terprise Syndication Solution (KnowNow ESS). Others have graphical user interfaces.
For example, the LiveAdapter for RDBMS is used to create database business methods
that are transmitted as events and therefore can be shared in a number of different
ways. The LiveAdapter for Microsoft Exchange, which is included with KnowNow ESS,
makes it possible to create channels that exchange data between ESS and Microsoft Ex-
change. Each LiveAdapter is documented where appropriate.

LiveServer Terminology

Table 1-1 lists some of the most important terms relating to LiveServer, all of which are
discussed in more detail in this and other KnowNow books. For more definitions, see

the Glossary on page 327

Table 1-1. Important LiveServer terms.

Term Description

Events Messages sent by an application or person specifically to trigger actions.

Topics A collection of events to which KnowNow clients can subscribe or publish
events.

Routes The path an event travels during the publish/subscribe process.

Publish, The act of sending an event from a KnowNow LiveServer.

publication

Subscribe, The act of receiving an event from a KnowNow LiveServer.

subscription

Tunnels Tunnel routes are smart routes from the LiveServer to clients using
persistent connections.
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Events

An event is a basic unit of information that LiveServer knows how to deal with.
KnowNow events are made up of header/value pairs, with the header and the value
separated by a colon; for example, “price:%9.03." Applications can use any header/value
pairs that make sense for their application. In addition, KnowNow provides a rich set of
headers to accomplish a number of tasks as described in the KnowNow LiveServer Devel-
oper’s Guide (which book also has a great deal more information on events).

A typical event might contain the following set of headers and values:

kn_id: 141059u9103

kn_time_t: 996172943

price: 9.03

gty: 1000

symbol: SUNW

This event contains three headers defined by the application (price, gty, and symbol)
and two kn_headers that have special meaning to LiveServer:

m  kn_id holds a unique identifier for this event. Applications can generate their own
IDs (by including a kn_id header and value when the event is published to
LiveServer) or can rely on LiveServer to generate them. If an event is published to a
LiveServer without a kn_id field, that LiveServer will automatically generate and
apply a unique kn_id header.

m  kn_time_t contains the time (measured in seconds since January 1, 1970) that this
event was first published. LiveServer applies this header to any event it receives
which does not already contain a kn_time_t field. In the example above, the event
was first published on Thursday, July 26, 2001 at 11:42:23am.

The headers price, gty, and symbol are application-defined headers which have mean-
ing to the publisher. Note that LiveServer does not place any restrictions on these head-
ers; non-ASCll data need only be encoded in UTF-8 format before transmission into
LiveServer.

Topics

Every time an event is published to a LiveServer, it must be published to a topic. A topic
is basically the address on LiveServer to which an event gets published. Subscriptions
to that topic are notified with every change.

Every topic on a LiveServer is fully addressable as a URI. For example, the topic /stock-
Quotes on a LiveServer running on example.com can be addressed as:
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http://example.com/kn/stockQuotes

Topic naming supports the full UTF-8 specification (RFC2279). A topic name can contain
Latin letters, digits, slashes, underscores, dashes, periods, and non-ASCII characters.

You can create a topic just by referencing the topic. Events are sent to a topic by a pub-
lisher, after which the topic forwards that event along all of its routes to all the subscrib-
ers to that topic.

LiveServer manages a hierarchy of topics much like a standard Web server manages a
hierarchy of URLs. For example, an application might use /stockQuotes/nasdaq to pub-
lish a feed of Nasdaq price updates, and /stockQuotes/nyse for publishing NYSE up-
dates. Note that if an event is published to /stockQuotes, only subscribers to that topic
will be sent a copy of the event; subscribers to /stockQuotes/nyse will not receive the
event. The topic hierarchy is initially empty when you start up a new LiveServer, and
topics get created on the fly as events are published into them.

Metadata Subtopics

LiveServer maintains metadata subtopics for every topic in its hierarchy. These are
called /kn_subtopics and /kn_routes. The following example illustrates what these top-
ics do and how they can be used within a topic hierarchy:

/stockQuotes

/stockQuotes/kn_subtopics

/stockQuotes/kn_routes

/stockQuotes/nyse
/stockQuotes/nyse/kn_routes
/stockQuotes/nyse/kn_subtopics

/stockQuotes/nasdag
/stockQuotes/nasdag/kn_subtopics
/stockQuotes/nasdag/kn_routes

/kn_subtopics contains an event for each of the subtopics of the given topic; in other
words, it contains a list of all the subtopics of that topic. In the preceding example,
/stockQuotes/kn_subtopics contains an event for /stockQuotes/nyse, an event for
/stockQuotes/nasdaq, and an event for /stockQuotes/kn_routes. LiveServer will publish
an event into the /kn_subtopics topic whenever a subtopic gets created; thus if the
subtopic /stockQuotes/ftse were created, a new event would be published to /stock-
Quotes/kn_subtopics referring to the new subtopic. Note that /kn_subtopics topics can
be subscribed to just like any other topic, making it possible for an application to find
out when new topics are created as well as to enumerate the existing topic hierarchy.
However, only LiveServer may publish directly to the /kn_subtopics topic.
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Similarly, /kn_routes contains an event for each of the routes out of a given topic; in
other words, it contains a list of all the active routes to that topic. For instance, if a route
is created from /stockQuotes/nasdaq to a new topic called /stockQuotes/all, LiveServer
will publish an event to /stockQuotes/nasdaqg/kn_routes with the full URI of the desti-
nation topic (in this case, http://example.com/kn/stockQuotes/all). Just as with
/kn_subtopics, it is possible to subscribe to /kn_routes topics; applications can then re-
ceive notification whenever a new route is created out of a given topic. Only LiveServer
may publish to a /kn_routes topic.

Journal Topics

A journal topic, or journal, is any topic whose final path element is /kn_journal. For ex-
ample: /who/jenkins/kn_journal would be a valid journal topic; while
/who/jenkinskn_journal would not be.

Journal topics are special in that:

m they do not have subtopics (no /kn_subtopics)

m  although they can have routes out of them (/kn_routes subtopics), the routes are
constrained to be tunnels

Journal topics can only be used as the target of a route from another topic (for example,
a route from /stockQuotes/nasdaq to /who/steve/kn_journal). Journal topics are the
endpoints to which Connectors can connect to create tunnels, which are the persistent
TCP connections to LiveServer.

When an application initializes a Connector, the Connector connects to LiveServer (us-
ing an HTTP GET request) and creates a tunnel from a random journal topic name.
Some Connectors use a naming convention for their journal topics such that they all
begin with /who, but this is not required by LiveServer. As long as the journal topic
ends with /kn_journal, LiveServer will create the journal and associated tunnel.

Later, when the application asks the Connector to subscribe to a given topic (for exam-
ple, subscribe to /stockQuotes/nyse), the Connector actually creates a route out of
/stockQuotes/nyse to the journal topic associated with its connection. When an event is
later published to /stockQuotes/nyse, it is forwarded along the route to the user’s jour-
nal, and from there sent down the tunnel to the Connector.

You can have more than one tunnel out of a single journal, which makes it possible for
more than one Connector to connect to the same stream of events. In the case where a
single journal topic has more than one tunnel associated with it, any event delivered to
the journal topic will be sent down all of the connected tunnels.
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LiveServer supports two kinds of tunnels: simple tunnels and JavaScript (js) tunnels.
Connectors select the kind of tunnel to create when they connect to a LiveServer. With
the exception of the JavaScript Connector, all Connectors use the simple tunnel format
to communicate with a LiveServer. For more information on these tunnel formats, see
the KnowNow LiveServer Developer’s Guide.

Routes

One of the most powerful things the KnowNow LiveServer allows you to do is set up
routes out of a topic. When an event is published into a topic, LiveServer automatically
forwards that event along all the routes out of the topic. Routes can be made to any URI
(HTTP and HTTPS protocols are supported). This means, for instance, that you could
create a route from the topic /stockQuotes/nyse to a CGl script or servlet on another
machine (for example, a route to http://example.com/servlet/nyseListener).

In this example, whenever an event is published into /stockQuotes/nyse, LiveServer
makes an HTTP POST request to the URI referenced in the route, sending the event as a
part of the request. Since the destination of a route can be any URI, routes can be made
between topics on the same KnowNow LiveServer, between topics on different
LiveServers, or from a LiveServer to any application that can receive an HTTP POST re-
quest. In addition, you can create an unlimited number of routes out of a given topic,
making fan-out of events easy to accomplish.

Subscriptions and Routes

The KnowNow LiveServer does not distinguish between a subscriber to a topicand a
route out of that topic. As LiveServer only routes to URIs, what is referred to as a sub-
scription in another publish and subscribe system is just a route out of a topicin a
KnowNow LiveServer. At a high level, what LiveServer does when it receives an event to
publish is as follows:

1. Determines the topic to which the event is to be routed.

2. Creates that topic if it does not already exist (and adds a /kn_subtopics entry to the
new topic’s parent topic).

3. Delivers the event into the topic.

4. For each entry in the topic’s /kn_routes subtopic, sends the event to the URI
specified in the route. LiveServer supports HTTP and HTTPS protocol URIs;
LiveServer sends the event data as an HTTP POST to the specified location.
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KnowNow Connectors allow applications to maintain a persistent connection to
LiveServer. Therefore, when an application subscribes to (creates a route out of) a par-
ticular topic, any events published to that topic are sent to the application over a live
TCP connection, instead of LiveServer making an HTTP POST to the application. Con-
nectors accomplish this using a third type of special topic known as a journal topic.

Event Lifetimes and Initial Route Population

When an event is delivered to a topic, it is stored inside the topic and then forwarded
along any routes out of the topic. Unlike other publish and subscribe systems,
LiveServer allows events to live beyond the time of their initial publishing. Events can
include a kn_expires header that sets the time the event will expire. Events published to
LiveServer that do notinclude this header are subject to a (configurable) default expira-
tion time. (The parameter that controls this value is Default Expiration Time.)

When a route is created out of a topic, the route creation request can include parame-
ters for initial route population (IRP), which requests that LiveServer immediately for-
ward existing non-expired events along the route.

Using the kn_history_ headers, route requests can ask LiveServer to deliver the last n
events or all the events seen within the previous n seconds, as well as ask for other such
information. For more on headers, see the KnowNow LiveServer Developer’s Guide.
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How LiveServer Can Be Used

To provide some ideas of a few of the many ways in which LiveServer and its capabili-
ties can be used, this section describes two LiveServer usage scenarios under the fol-
lowing headings.

m  “Basic Use”

m  “Aggregation” on page 12

Basic Use

The most basic use of LiveServer is as follows:

m  Aclient publishes events to a topic, which resides on a KnowNow LiveServer.

m  The topic then immediately passes the events to all the subscribers that are sub-
scribed to that topic.

Subscribers can also subscribe to multiple topics.
In the following example:

m  Two subscribers (Subscriber 1 and 2) have subscribed to Topic 1.
m  Subscriber 2 has also subscribed to Topic 3.

m  When the client/publisher publishes an event to Topic 1, both subscribers will be
notified.
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m [f the client/publisher were to publish to Topic 3, only Subscriber 2 would be noti-
fied.

Figure 1-1. Using a KnowNow LiveServer —basic scenario.

KnowMow LiveServer

@ Subscriber 1
Clients
Publisher 1 @
Subscriber 2
Clientsf
Publisher 2 Subscriber 3

Aggregation

Topics within a KnowNow LiveServer can also be subscribed to one another. In this way,
events transmitted on a set of topics may feed into one master topic. In addition, events
can be transmitted to topics on another KnowNow LiveServer via aggregation.

In the scenario shown in the figures on the following page,

m  Events published to Topic 1 are delivered to Subscriber 1, as well as Topic 2. Topic 2
then delivers the events to its subscribers (Subscriber 2).

m  Events published directly to Topic 2 are sent only to Subscriber 2.

m  Events published to Topic 3 are delivered to Subscriber 2 as well as to Topic 1 on the
other LiveServer. Topic 1 on the other LiveServer then delivers the events to Sub-
scriber 3. See Figure 1-2 on page 13.

12 KnowNow LiveServer Administration Guide



How LiveServer Can Be Used

Topics and routes are managed by applications which are written to work with
LiveServer through the use of KnowNow Connectors. More information about these
Connectors can be found at http://support.knownow.com.

Figure 1-2. Using a KnowNow LiveServer—aggregation scenario.
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Figure 1-3. Special case—subscribing to two topics along a route.
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Chapter 2 Installing KnowNow’s

LiveServer

This chapter provides instructions for installing and starting up LiveServer under the
following headings:

“System Requirements and Supported Platforms” on page 16
“Upgrading a Previous Installation on Any Platform” on page 18
“Installing and Uninstalling KnowNow Products” on page 19
“Installing LiveServer on Windows” on page 22

“Installing LiveServer on Linux” on page 35

“Verifying that LiveServer is Running” on page 40
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System Requirements and Supported Platforms

LiveServer has been tested on the following platforms:

m  Microsoft® Windows Server 2003
m  Microsoft® Windows 2003 Enterprise Edition SP1 (Japanese)
m  Red Hat Enterprise Linux AS 3

m  Red Hat Linux Enterprise 4.0 (64-bit Linux) update 3 or better on an Intel Xeon or
AMD Opteron processor platform; with this configuration, topic space is greatly
increased over 32-bit LiveServers

m  SUSE™ LINUX Enterprise Server 9 and 10

@] Note: Regardless of platform, to be able to access the KnowNow System
Administration console, you must have Internet Explorer 5.5 or later.

The minimum and recommended system requirements for a LiveServer host machine
are provided in Table 2-1. As with any complex system, your mileage may vary.

Table 2-1. Minimum and recommended system requirements for LiveServer.

Item Minimum Setting Recommended Setting
Free disk space (to With or without 500 MB 3GB
allow for installation, recovery

working space, log
files, and the like)

Memory Without recovery 128 MB 512 MB

For a cluster, we
recommend using this
formula: (2*(RAM size))
+ 256 MB working space

With recovery 512 MB 1 Gigabyte
Processors Type of processor PIIl 500 MHz P4 Xeon 2.4 GHz

Number of 1 2

processors
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LiveBrowser System Requirements

LiveBrowser is installed automatically when you install LiveServer. If you wish, you can
install LiveBrowser separately on any kind of Web server. The minimum system require-
ments for LiveBrowser are as follows.

m LiveBrowser requires an installed LiveServer, either on the same machine or on a
different machine.

m LiveBrowser applications run on any platform supporting the following browsers:

m  Microsoft Internet Explorer 5.5, Internet Explorer 6.0, or Internet Explorer 6.0
with Service Pack 2 on Windows XP

m  Mozilla 1.6, Mozilla Firefox 1.0, and Mozilla Firefox 1.5 on Windows

m  Netscape® Navigator 7.0 and 7.1

Required Linux Privileges

At run time, the minimum write privileges required by LiveServer on Linux are:

m  Write privileges to the LiveServer’s /knrouter_db/ subdirectory and all files within it.

m  Write privileges to the LiveServer’s /log/ subdirectory and all files within it.

For installation, write privileges are also needed for the installation directory (normally,
/opt/knserver/).

Chapter 2 : Installing KnowNow's LiveServer 17



Upgrading a Previous Installation on Any Platform

Upgrading a Previous Installation on Any Platform

If you have a previous installation of KnowNow’s LiveServer, perform the following
tasks to upgrade to a newer version.

&

Note: Upgrading a clustered installation is a complicated procedure. Please
contact KnowNow support for help.

18

Although the installation program detects prior installations and backs up your

files, itis a good idea to make a backup copy of your configuration files to save your

custom configuration settings. The configuration files are located in the /conf/
directory. It is recommended that you back up the entire /conf/ directory.

During a LiveServer upgrade or reinstallation, the following files are overwritten. If

you have modified these files, make a backup before upgrading or reinstalling
LiveServer.

m /LiveServer_install/runtime/pages/index.html
m /LiveServer_install/runtime/pages/livebrowser/js/kn_config.js

After performing any of the above actions (if needed), install LiveServer as
described in the following sections:

m  “Installing LiveServer on Windows” on page 22

m  “Installing LiveServer on Linux Step-by-Step” on page 38

After you install LiveServer, verify that LiveServer is working as described under
“Verifying that LiveServer is Running” on page 40.
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Installing and Uninstalling KnowNow Products

When installing and uninstalling LiveServer and other KnowNow products, the follow-
ing sequences are highly recommended.

m Install LiveServer first before installing other KnowNow products.

m  Before installing or uninstalling other KnowNow products, first shut down
LiveServer, then restart it after you have installed all the other products. (Though
many KnowNow products will shut down LiveServer for you after prompting for
approval.)

m  Uninstall LiveServer last after uninstalling other KnowNow products.

Somewhat more detailed steps to follow for installing and uninstalling KnowNow prod-
ucts are provided under the following headings:

m “Installation Order for KnowNow Products”

m  “Uninstall Order for KnowNow Products” on page 20

Installation Order for KnowNow Products

The following steps provide the order in which to install ESS and other KnowNow prod-
ucts, with the assumption that you will be using the ESS Reporting feature and
KnowNow'’s WebParts. The steps that are required only for specific products are indi-
cated. It is assumed you will already have Microsoft SharePoint MOSS installed. The
KnowNow Enterprise Syndication Solution Administration and Developer’s Guide has more
information on installing and configuring ESS, reporting, and WebParts.

To install ESS with both reporting and WebParts,

1. For ESS Reporting: If you haven't already done so, install a supported RDBMS. The
supported RDBMS platforms are listed with the system requirements in the
KnowNow Enterprise Syndication Solution Administration and Developer’s Guide and
in the KnowNow LiveAdapters User’s Guide.

2. ForESS Reporting: In the supported RDBMS, create a database to be used for the
ESS Reporting data. Note the database user’s credentials. Ensure that the user has
“create table” permissions.

3. Install LiveServer, ESS, and LiveAdapters. If you are using ESS Reporting, use the
KnowNow System Administration console to enable authentication policy 2. For
step-by-step instructions on installing LiveServer, see other sections in this chapter.
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For information on enabling authentication policies, see Chapter 6, “Selecting a
Permissions System.”

KnowNow Live, SpeedReader, and SpeedWriter are automatically installed with
ESS. For detailed information on ESS and these other products, see the KnowNow
Enterprise Syndication Solution Administration and Developer’s Guide.

4. For WebParts: Run KnowNow'’s WebParts installation program. This installer
creates virtual directories for KnowNow, copies code to these directories, and
installs KnowNow'’s WebParts.

5. For WebParts: Using the KnowNow System Administration console, configure
LiveServer for cross-domain use by setting the following parameters.

a. Setthe Service Network Domain parameter to example.com.
b. Setthe Service Network Hostname parameter to example.com.

6. For WebParts: Set the SharePoint trust level as described in the KnowNow
Enterprise Syndication Solution Administration and Developer’s Guide.

7. For ESS Reporting: If you didn't do it during the LiveAdapters installation process,
copy your database’s JDBC jar files to
/LiveServer_install_location/modules/liveadapters/lib/.

8. Install KnowNow Alerts Desktop.
9. Install any desired KnowNow Connectors.
10. Restart LiveServer.

11. For ESS Reporting: Perform additional configuration steps for reporting as
described in the KnowNow Enterprise Syndication Solution Administration and
Developer’s Guide.

Uninstall Order for KnowNow Products

The following steps provide the order in which to uninstall every KnowNow product.
The basic principle is to reverse the installation order.

To uninstall every KnowNow product,

1. Shut down LiveServer.

2. Ifyou are uninstalling because you wish to make a clean install of a different version
of LiveServer and other KnowNow products, back up any necessary files.
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3. Uninstall each Connector.
4. Uninstall KnowNow Alerts Desktop.

5. Uninstall LiveServer.
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Installing LiveServer on Windows

You should normally install LiveServer as a service, though if you are performing devel-
opment work you can install it as a desktop application.

Note: Before you can install LiveServer as a service, make sure you have

@] administrative privileges. Otherwise, LiveServer will be installed as a desktop
application, which means it won't start up automatically when your system starts
up. You can choose to install LiveServer as a desktop application and later change
the installation to a service. For more information on changing the installation, see
“Changing the LiveServer Windows Desktop Installation to a Service” on page 32.

Also, before installing, make sure that the Windows Services window is closed.

To install the KnowNow LiveServer on Windows,

1. Run the LiveServer installation program. If you receive a security warning asking
you if you wish to run the software, choose Run.

Figure 2-1. Confirm installation.

Internet Explorer - Security Warning

Do you want to run this software?

Mame: kn-installer-windows-3.5.0.4.exe
Publisher: KnowMow Inc.

E]More options Run ] [ Don't Run

@ ‘while Files from the Internet can be useful, this file type can potentially harm
wour computer, Only run software from publishers you trust, What's the risk?
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2. The welcome message appears. Choose Next.

Figure 2-2. Welcome message.

%2 Knowhow Installer, Setup

L

Know.s::-

L DR
o

Welcome to the Knowhlow Installsr 35 0.4 sstup program

Copyright © 2002-2006 Knawhlow, Inc. Allrights reserved

Itis strongly recommendd that you et all Windows programs before continuing

Help Cancel

Installing LiveServer on Windows

3. The installation program checks to see if you have a previous, older installation of
LiveServer. If you do, the Prior Installation Detected window appears. (If you do not
have a previous installation, the License Agreement window appears as shown in
step 4.) If you do have a prior, older installation, you can upgrade it by choosing
Next. If you have a previous installation that is newer than the one you are trying to
install, a dialog box is displayed telling you that you need to uninstall that newer

version before installing this version.’

Figure 2-3. Prior installation.

#2 KnowNow LiveServer Setup

- KITOW.s;:-
9

installation.

Help < Back

An existing version of the Knowtow LiveServer is aleady installed on your computer,

If you wish to upgrade this installation, click "Mext". Othernwise, click "Cancel” to end this

Cancel

1. Need to update this step the next time I get a new version.
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4. The License Agreement window is displayed next. Choose | accept the terms of
the license agreement, then choose Next. (Next is disabled until you accept the
terms.)

Figure 2-4. License agreement.

¥2 Knowhow Installer, Setup ﬁ

License A L
ow.st:se
L TR ]
@

Help

Flease 1ead the following license agreement carefully,

NOTICE -- READ THIS BEFORE DOWNLOADING, COPYING OR USING THE  ~
PROGRAM

INSTALLING AND USING THE PROGRAM ACCOMPANYING THIS
LICENSE INDICATES YOUR ACCEPTAMCE OF THESE TERMS AND
COMDITIONS. READ ALL OF THE TERMS AND GOMDITIONS OF THIS
LICENSE AGREEMENT PRIOR TO INSTALLING OR USING THE
SOFTWARE.

PLEASE MOTE THAT YOU MAY NOT USE, COPY, MODIFY OR b

| do not accept the terms of the license agreement

= {'accept the tems of th licenss agrssment

<Back | HNew» Cancel |

5. Next, the Setup Type window appears, asking whether you want a Typical or
Custom installation. Either installation choice installs LiveServer as a service if it is
possible.

If you wish to change the default installation directory or make other changes
to the default installation, select Custom, then choose Next and proceed with

step 6 on page 25.

If you select Typical, choose Next, then skip to step 12 on page 28.

Figure 2-5. Setup type.

24

22 Knowhow Installer Setup

L

“Know.z:%::
-

Flease select a setup type:

 Typicsl  Installs the proram with the default options. Recommended for mast

users,

" Custom  Allows you to select which program features ta install and where to instal

them. Recommended for advanced users.

Help < Back Cancel
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6. If you have chosen a custom installation, the next window asks you if you want to
install LiveServer as a service. Installing as a service is recommended and is also the
only supported production deployment configuration.

Figure 2-6. Install as a service.

%2 Knowhlow Installer Setup @\
Service I @
Know.:::°
L TR 1]
) J
e recommend that the KnowNow LiveServer be installed as a Windows Service. If the
Knowbow LiveServer is not installed as & service, some of the KnowNow LiveServer
Configuration Utility functionality may not be available.
1 Install as & ‘Windows Service
" Install s @ desktop application
Help <Back | Hed> Cancal

7. Toinstall as a service, select Install as a Windows Service. If you do not want to

install it as a service, select Install as a desktop application. In either case, make
your selection, then choose Next.

If you have chosen to install as a service but you are not logged in with
administrative privileges, a warning is displayed and LiveServer will be installed as a
desktop application. If you wish, you can proceed with the installation and then
change the installation type later; for more information, see “Changing the
LiveServer Windows Desktop Installation to a Service” on page 32.
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8. Your next choice is to install LiveServer in its default location (C:\Program
Files\KnowNow\Server), or install it somewhere else. Either browse to a new
destination folder, or leave the default, then choose Next.

Figure 2-7. Choosing a location for LiveServer.

¥2 Knowhow Installer, Setup E‘
inati i L
“HNOW.s%:3°
LR
o

The Krowhlow Installer will be installed in the following folder

Toinstallinto a different folder, click “Browse. ", and select another location.

Destination Falder

LC:AProgram Files\KnowMNowsServer Browse...
Help <Back  [[HEES Concel |

9. Your next option is to specify which Start menu folder you want the KnowNow
components to be available in.

m  [f you wish to use a KnowNow Start menu folder, you don’t need to select any-
thing.

m  If you wish to use a different Start menu folder, scroll through the list and select
the desired folder.

In either case, when you are satisfied with your choice, choose Next.

Figure 2-8. LiveServer Start Menu location.

%2 Knowhow Installer, Setup E‘
Select St 9
Kriow.s$;::
LR
L
Select the Start Manu Folder for the: Knowh ow Installer icons:
KnowNow\Serer
ACCEssones ~
Adrministrative Tools
Adobe
Adobe Design Premium C53
Broadcom
BUFFALD
Carhonite:
Corel Painter Essentials 3
Creative
Dell bt
Help <Back | Hed> Cancal
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10. Now, you can choose port numbers for your installation, or accept the default port
numbers. For a list of default port numbers, see “HTTP Port” on page 62. You can
later change port numbers if you need to by configuring the HTTP Port or HTTPS
Port parameters.

You can also set the default authentication policy in the third field. For more
information, see “Authentication policy” on page 154.

Once everything is as you wish it to be, choose Next.

Figure 2-9. LiveServer port numbers and login policy selections.

¥2 Knowhow Installer, Setup E‘
Configure, L ]
Know.::::
L D]
)

Pleass slect the port on which the server wil iun. This setting can be changed at any time
See the KnowNow LiveServer Administration Guide for more information

Server Port |s000

Server 5L Part [Baaz

St e [1)HTTP credentials required |
Help < Back Cancel

11. The next window offers you the option to install various components. At a
minimum, install LiveServer. To use ESS, KnowNow Live, Web Parts, and so on, also
choose Enterprise Syndication Solution. If you wish to use ESS's reporting feature,
also choose LiveAdapters for RDBMS.

Figure 2-10. List of programs to install.

%2 Knowhow Installer, Setup El
Select Coy @
Know.::::°
L DT
9o
Select ths options you  [[7 LiveServer 167673k
;Vf‘“‘d like to install ¥ Enterprise Syndication Solution 83738k
e requited disk

space for each option | Livedapters for ROBMS 23165k
is indicated.

Disk Space Required 251471 k

Disk Space Remaining 20053625 k
Help <Back i Hest> Cancel
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12. The next window announces that you are now ready to install LiveServer. If you are

ready to proceed, choose Next.

Figure 2-11. Ready to install.

22 Knowhow Installer Setup
Start Inst. @
"Know.s:s*
@d 29
L J

*f'ou are now ready to install selected components.

Click the "Nest"" button to begin the installation or the "Biack" button ta review or change
any of your installation settings

Help < Back

Cancel

If you have a previous installation, you may see an alert box notifying you that the

prior installation is being removed.

Figure 2-12. Removing prior installation.

KnowMNow LiveServer Setup

g Removing Frior Installation..
=

13. Next, a window displaying the installation progress appears. The installation

process takes several minutes.

Figure 2-13. Installation in progress.

Knowhlow: Installer

Ld

““Know.:3:::
9@
@
e &
Current File
Copying file:

C:h AKnowNowAServertiibhizre1.5.0_11\bintclient\classes jsa
ENEEEEEEEESEEEEENENEENEEEEEEEEEE
A Files

Time Riemaining 4 minutss 30 ssconds

‘ { " Cancel

IS
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14. As the installation nears completion, if you had a prior installation, a window
displays information on where backups of your prior configuration files were stored
(the same information as presented under “Upgrading a Previous Installation on
Any Platform” on page 18).2

If there was a problem removing the prior installation, you may see a window
asking what you would like to do. If you choose to reboot (with an additional
confirmation required), when your system restarts, the LiveServer installation
program restarts.

15. Finally, the Installation Successful window appears. Enable or disable the checkbox,
then choose Finish.

Figure 2-14. Installation successful.

22 Knowhow Installer Setup @\
Installatio @
Kriow.st::
L TR
) J
The selected components have been successfully installed.
For more information, please read Release Notes for each of the installed components,
¥ Start KnowMow LiveServer

If you chose to start LiveServer, you are now ready to use LiveServer. If you did not
choose to start LiveServer, then you can later start it as described under “Starting
LiveServer in Windows” on page 29.

@] Note: If you have a personal firewall on your computer, you may need to configure
it to allow the LiveServer’s processes to run.

Starting LiveServer in Windows

Once you have installed LiveServer and it is running, you can access it by opening a
browser window directed at your machine as described under “Verifying that
LiveServer is Running” on page 40.

2. Check this next time.
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Normally, LiveServer will start up automatically each time you start up the machineit is
installed on. However, if you chose not to start it up at the end of installation, or if at any
other time you need to manually start up LiveServer, either as a service or as a desktop
application, you can do so using one of the following methods. You can also use these
methods to restart LiveServer on failure.

@] Note: These instructions are for Windows 2003; minor changes may be required
for different Windows platforms.

To start the LiveServer service in Windows 2003 (method 1),

1. From the Start menu, choose All Programs > KnowNow > LiveServer > Start
KnowNow LiveServer Service. If you don’t have that option in your Start menu,
use the next procedure.

To start the LiveServer service in Windows 2003 (method 2),

1. From the Windows Start menu, select Control Panel > Administrative Tools >
Services. The Windows Services window appears.

Figure 2-15. Windows services.
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2. Select and right-click on KnowNow Server. A pop-up menu appears.
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3. Choose Start. The word Started displays in the Status column.
To start or stop LiveServer using the command line,

1. Enter the following commands to start or stop LiveServer.

net start “KnowNow Server”
net stop “KnowNow Server”

To start the LiveServer desktop application,

1. Choose the Start LiveServer icon on your desktop.

Stopping and Restarting LiveServer in Windows

There are three ways to stop LiveServer in Windows, depending on whether you are
running LiveServer as a service or as a desktop application. If you wish to remove
LiveServer as a service completely (without uninstalling LiveServer), rather than just
stop the service for a period of time, see the instructions under “Removing the
LiveServer Service in Windows” on page 33.

If you are running LiveServer as a service, to stop LiveServer (preferred method),

1. Inthe KnowNow System Administration console, use the Restart Server (or
Restart Cluster) button.

The alternative instructions provided below are given in case this method does not
work, or in case you wish to stop LiveServer without restarting it.

If you are running LiveServer as a service, to stop LiveServer (alternative 1),

1. From the Start menu, choose All Programs > KnowNow > LiveServer > Stop
KnowNow LiveServer Service. If you don’t have that option in your Start menu,
use the next procedure.

If you are running LiveServer as a service, to stop LiveServer (alternative 2),

1. Startthe Services control panel in windows (accessible through the Control Panel’s
Administrative Tools).

2. Right-click on KnowNow Server. A pop-up menu appears.
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3. Choose Stop. The service is stopped, though it remains in the list of services so you
can restart it later if you wish (using the instructions under “Starting LiveServer in
Windows” on page 29).

If you are running LiveServer as a desktop application, to stop LiveServer,

1. The preferred method is to use the Restart Server (or Restart Cluster) button in
the KnowNow System Administration console. Since LiveServer is running as an
application, it will not restart and instead will shut down gracefully.

If none of these methods succeeds in stopping LiveServer, then, as described below,
use the Windows Task Manager to kill the nsd process.

Warning: If you use the following procedure, you risk corrupting the LiveServer
database. If this happens, and subsequent attempts to start up the LiveServer fail
with a knpersistence-related error, delete the /knrouter_db/ directory and restart
LiveServer.

Using the Windows Task Manager to shut down the LiveServer process,
1. Right-click on the task bar and choose Task Manager.
2. Select the Processes tab.

3. Right-click on the KnowNow LiveServer executable (nsd.exe) and choose End
Process Tree.

Changing the LiveServer Windows Desktop Installation
to a Service

If you did not initially install LiveServer as a service, you can change the desktop appli-
cation into a service by performing the following steps.

To install LiveServer as a service,

1. Before you begin, log in as Administrator or as a user with Administrator privileges.
2. From the Start menu, select Run. This opens the Run dialog box.

3. Inthe Open text field, enter cmd.

4. Choose OK. This opens a command prompt window.

5

At the command line, enter C: and press Enter, or enter the letter of the drive on
which you installed LiveServer. In this example, drive Cis used.
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6. Change to the directory where LiveServer is installed. For example,
cd "\Program Files\KnowNow\Server"

7. Enter the following command. (For a complete list of the command-line options,
see “Configuring the Service Network” on page 58.)

bin\nsd.exe -I -t conf\liveserver.tcl

8. After the service is installed, enter the word exit to close the command prompt
window.

Removing the LiveServer Service in Windows

These are instructions for removing LiveServer as a service from your Windows system;
for example, if you wish to convert it to a desktop application. Note that it does not un-
install LiveServer. To uninstall LiveServer entirely, use the Windows Add/Remove Pro-
grams capability, available through the Control Panel.

If you only wish to stop LiveServer for a time rather than remove it as a service com-
pletely, see the instructions under “Stopping and Restarting LiveServer in Windows” on
page 31.

To remove the LiveServer service (method 1),

1. From the Start menu, choose Programs > KnowNow > LiveServer > Uninstall
KnowNow LiveServer. If you don't have that option in your Start menu, use the
next procedure.

To remove the LiveServer service (method 2),

1. From the Windows Start menu, select Run. This opens the Run dialog box.
2. Inthe Open text field, enter the word cmd.

3. Choose OK. This opens a command prompt window.

4

At the command line in the command window, enter C: and press Enter. (Or type
the letter of the drive on which you installed LiveServer. In this example, drive Ciis
used.)

5. Change to the directory where LiveServer is installed. For example,
cd "\Program Files\KnowNow\Server"

6. Enter the following command. (For a complete list of the command-line options,
see “Configuring the Service Network” on page 58.)
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bin\nsd.exe -R -t conf\liveserver.tcl

7. After the service is removed, enter the word exit to close the command prompt
window.
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Installing LiveServer on Linux

Linux installation instructions are provided under the following headings:

“Pre-Installation Tasks”
“Installing LiveServer on Linux Step-by-Step” on page 38

“Setting the Number of Client Connections” on page 39

Pre-Installation Tasks

If you wish to install LiveServer on any of the supported versions of Linux, you need to
prepare your system by installing certain C/C++ libraries. These libraries, which are de-
scribed under the following headings, are needed in order for LiveServer to run cor-
rectly.

“Required C/C++ Libraries for Red Hat Enterprise Linux AS” on page 35
“Additional Required C/C++ Libraries for Red Hat Enterprise Linux” on page 36

Required C/C++ Libraries for Red Hat Enterprise Linux AS

For Red Hat Enterprise Linux, in addition to the information on system requirements
contained in the book, LiveServer requires that the minimum versions of the following
be installed.

The kernel version must be at least 2.4.20-28.7. This can be installed from kernel-
2.4.20-28.7.i386.rpm.

The following libraries must be installed (possibly available from
http:/updates.redhat.com; you may need to have an account at that site).

m  glibc-common-2.2.5-44.i386.rpm
m  glibc-2.2.5-44.i386.rpm
m  glibc-devel-2.2.5-44.i386.rpm

The following libraries must be installed (possibly available from
http:/updates.redhat.com; you may need to have an account at that site).

m  libgcc-3.0.4-1.i386.rpm
m  libstdc++3-3.0.4-1.i386.rpm
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If these libraries are already installed on your system, you can skip to the installation in-
structions under “Installing LiveServer on Linux Step-by-Step” on page 38. Otherwise,
to upgrade these libraries, follow these instructions.

To upgrade these libraries,

1.
2.

Fetch the RPMs listed above,

Install the RPMs by running the following command when logged in as the root
user:

rpm -1 -U \
libgcc-3.0.4-1.1i386.rpm \
libstdc++3-3.0.4-1.1386.rpm \
glibc*-2.2.5-44.1386.rpm

&

Note: If you have previously installed additional glibc RPMs (profiling libraries,
debugging libraries, and others.) you may receive an error message of the form
“Error: removing these packages would break dependencies: ...”" To complete the
upgrade, you will need to fetch some or all of the remaining glibc*-2.2.5.i386.rpm
packages from the /redhat/linux/updates/7.3/en/0s/i386/ subdirectory and re-run

the installation command.

Once you have installed these libraries, you can proceed with installing LiveServer
as described under “Installing LiveServer on Linux Step-by-Step” on page 38.

Additional Required C/C++ Libraries for Red Hat Enterprise
Linux

For additional support of Red Hat Enterprise Linux, it is required that you have installed
at least the following library versions (possibly available from http:/up-
dates.redhat.com; you may need to have an account at that site).

libgcc-3.2.2-5.i386.rpm
libstdc++-3.2.2-5.i386.rpm
glibc-2.3.2-27.9.i386.rpm
glibc-common-2.3.2-27.9.i386.rpm
glibc-devel-2.3.2-27.9.i386.rpm
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And to support Red Hat Linux Enterprise 4.0 (64-bit Linux) on an Intel Xeon or AMD
Opteron processor platform, you will need at least the following library versions (possi-
bly available from http:/updates.redhat.com; you may need to have an account at that

site).

m  libgcc-3.4.3-9.i386.rpm

m  libstdc++-3.4.3-9.i386.rpm

m  glibc-2.3.4-2.9.i386.rpm

m  glibcccommon-2.3.4-2.9.i386.rpm
m  glibc-devel-2.3.4-2.9.i386.rpm

If these libraries are already installed on your system, you can skip to the installation in-
structions under “Installing LiveServer on Linux Step-by-Step” on page 38. Otherwise,
to upgrade these libraries, follow these instructions.

To upgrade these libraries,

1.
2.

Fetch the RPMs listed above.

Install these RPMs by running the following command when logged in as the root
user:

rpm -1 -U \
libgcec-3.2.2-5.1386.rpm \
libstdc++-3.2.2-5.1386.rpm \
glibc*-2.3.2-27.9.1386.rpm

Or

rpm -1 -U \
libgcc-3.4.3-9.1i386.rpm \
libstdc++-3.4.3-9.1386.rpm \
glibc*-2.3.4-2.9.1386.rpm

Note: If you have previously installed additional glibc RPMs (profiling libraries,
debugging libraries, and others.) you may receive an error message of the form
“Error: removing these packages would break dependencies: ..." To complete the
upgrade, you will need to fetch some or all of the remaining glibc*-2.3.2-
27.9.i386.rpm packages from the /redhat/linux/updates/9/en/os/i386/

subdirectory and re-run the installation command.

Once you have installed these libraries, you can proceed with installing LiveServer
as described under “Installing LiveServer on Linux Step-by-Step” on page 38.
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Installing LiveServer on Linux Step-by-Step

For Linux, LiveServer is provided in two RPM Package Manager (RPM) installation files:
m liveserver-3.xxx-rhe30.rpm (for 32-bit Linux)
m  liveserver-3.x.xx-rhe40-64.rpm (for 64-bit Linux)

(Where x represents a version number.) The default location for installation is
/opt/knserver/. You will need to be logged in as the root user.

The RPM installation file installs LiveServer and places the files and directories in the
correct locations. It also installs a knserver init script in /etc/init.d (similar in concept to
the Windows service), which means that LiveServer will automatically start during the
Linux boot process, and will be automatically restarted. Before starting, make sure you
have updated the C and C++ run-time libraries as described under “Pre-Installation
Tasks” on page 35.

To install on Linux,
1. Login as the root user.

2. Execute one of the following commands, depending on which version of Linux you
are running (replacing x.x.x with the LiveServer’s version number).
m  For 32-bit Linux:
rpm -i /path to file/liveserver-3.x.x.x-rhe30.rpm
m  For 64-bit Linux:
rpm -1 /path to file/liveserver-3.x.x.x-rhe40-64.rpm

3. Start LiveServer using the following command. (On later occasions, LiveServer will
restart itself, but for first installation, it must be manually restarted.) This command
works if you are logged in as the root user.

/etc/init.d/knserver start

Later, if you are not logged in as the root user, you can start LiveServer with the
following command:

sudo /etc/init.d/knserver start

If LiveServer fails to start the first time, look at the log files in /opt/knserver/log/ for
troubleshooting information. If you cannot determine from the log files why
LiveServer did not start, zip any files in the /log/ directory and send them to
KnowNow Technical Support for further assistance.

4. You can stop LiveServer using the following command.
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/etc/init.d/knserver stop

Setting the Number of Client Connections

After installing LiveServer, you may wish to configure the number of clients that can
connect simultaneously. To do so, edit the LiveServer startup script /etc/init.d/knserver
and insert the following line after the line that reads “start() {*:

ulimit -n 65536

This line tells the Linux system to increase the maximum file descriptors to 65,536. The
default value varies by Linux platform, but is usually 1,024. Each LiveServer connection
uses one file descriptor, so this number will limit the number of clients that can connect
simultaneously. If the number is set too low, LiveServer will start refusing connections
once it reaches the limit. For additional information on setting the number of connec-
tions, see the Workload parameter Peak New Connections.

Chapter 2 : Installing KnowNow's LiveServer 39



Verifying that LiveServer is Running

Verifying that LiveServer is Running

Once LiveServer is installed and started, you can verify that it is running by accessing
the LiveServer status page.

The following instructions work for Windows and Linux; however, if you have trouble
with this process on Windows, you can use the alternate instructions provided under
“Verifying the LiveServer Service Under Windows” on page 325.

To verify that LiveServer is running,

1. Open Internet Explorer and connect to http://localhost:portnumber/, where
localhost is the name or IP address of the machine running LiveServer, and
portnumber is the port number. The port number is set during installation, though
it can also be changed through the HTTP Port parameter. For a list of default port
numbers, see “HTTP Port” on page 62.

2. Ifyou see alogin window (similar to that shown in Figure 2-16), either use your user
name and password (if this is an upgrade), or use the default knadmin user with
the default password of knadmin. Of course, you will want to change these defaults
as soon as possible; for information on how to do so, see Chapter 9, "Managing
Users and Groups.”

Figure 2-16. Logging in to LiveServer.

Connect to starlight

2

£
o N

The server S at ssrver1 requires a username and
password,

Warning: This server is requesting that your username and

password be sent in an insecure manner (basic authentication
without @ secure connection).

Remember my password

3. |If LiveServer is running, you will see a Web page providing access to the KnowNow
System Administration console, along with links to the LiveServer documentation
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and to the KnowNow Web site. If you also installed KnowNow ESS, you will see a

link to the KnowNow ESS Administration console as well.

Figure 2-17. The KnowNow opening screen.

Know.ﬁ:_ Now
]
LiveServer KnowNow3 LiveServer

KnowNow3 LiveServer (Version 3.5.0.92) is successfully installed and running.

Click the "Check Health” button below to publish events from your LiveServer back to this Web

page.
Check Health
e

KnowNow.com

Mumber of Events

Connected as: knadmin

4. Choose System Administration to open the KnowNow System Administration
console. Here, you can configure LiveServer, ESS, and LiveAdapters, choose your
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permission and authentication policies, and perform other tasks as described in

this book.

Figure 2-18. LiveServer is running.
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If the LiveServer's name is listed with green behind it, LiveServer is running. If you
are not able to connect to LiveServer, see “Troubleshooting” on page 325, refer to
the KnowNow Support site (as described under “Additional Sources of Information”
on page xviii), or contact KnowNow Support (as described under “How To Contact

wNow, Inc! XX).
KnowNow, Inc” on page xx)

5. To verify that LiveBrowser is also operating correctly, using any of the browsers

supported by LiveBrowser, browse to

http://machinename:portnumber/livebrowser. (You may need to sign in using the
proper credentials as described in step 2 on page 40.) If all is well, the welcome

page appears, similar to what is shown in Figure 2-19. For information on
configuring and using LiveBrowser, see the KnowNow LiveBrowser Developer’s
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Guide. Links to the LiveBrowser documentation are provided on the LiveBrowser
pages.

Figure 2-19. The LiveBrowser’s Welcome page.
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KnowNow LiveBrowser 3.2.7.2

Welcome to the KnowNow LiveBrowser JavaScript PubSub Components home page! Where would you like to

Investigate some sample end-user applications and component applications.
fion. Read user manuals and APl documentation
rm unit tests,
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Introducing the KnowNow
System Administration Console

The KnowNow System Administration console is a graphical user interface that pro-
vides a way to configure and manage LiveServer. It uses the KnowNow LiveServer and
Connector technology, so it is a demonstration of some of the kinds of things you can
accomplish yourself with KnowNow products. Most of the chapters in this book explain
how to use the KnowNow System Administration console to perform system configura-
tion and other tasks; this chapter provides an overview of how to use the interface itself
under the following headings:

m “Accessing the KnowNow System Administration Console” on page 46
m  “The Main KnowNow System Administration Window” on page 48
m  “Accessing LiveServer Documentation and Help” on page 52

m  “Entering Data and Editing LiveServer Parameters” on page 53
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Accessing the KnowNow System Administration
Console

To access LiveServer, open an Internet Explorer browser window and enter
http://yourhost:portnum. This opens a Web page providing access to the KnowNow Sys-
tem Administration console, along with links to the LiveServer documentation and to
the KnowNow Web site. (For more information on accessing LiveServer, see “Verifying
that LiveServer is Running” on page 40.)

Note: You must use a supported version of Internet Explorer to access the
KnowNow System Administration console. For more information, see “System
Requirements and Supported Platforms” on page 16.

You can log out here if you wish to log in as another user. Depending on the authentica-
tion policy, you may be prompted to log in. (For more information on authentication
policies, see Chapter 6, "Selecting a Permissions System.”)

Figure 3-1. The KnowNow opening screen.

4
Know.ﬂ:_i‘Now
|
LiveServer KnowNow3 LiveServer

KnowNow3 LiveServer (Version 3.5.0.92) is successfully installed and running.

Click the "Check Health" button below to publish events from your LiveServer back to this Web

=

Check Health

KnowNow.com

Mumber of Events

Connected as: knadmin
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To access the KnowNow System Administration console, choose System Administra-
tion (under LiveServer). You will see the KnowNow System Administration Welcome
page as discussed under “The Main KnowNow System Administration Window” on
page 48.

In addition to being able to log out or access the KnowNow System Administration con-
sole, you can also access the following by choosing the appropriate links:

If you have ESS installed, the KnowNow ESS administration console.

The LiveServer documentation. If you wish to add links to your own documenta-
tion, you can edit the index.html that is located in /LiveServer_root/Server/serv-
ers/server1/pages/kn_docs/. (The directory /server1/ may differ depending on
which server you are preforming this task for.) Be careful not to change the links for
the LiveServer's documentation, and, if you change this file, be sure to back it up
before upgrading to a newer version of the LiveServer, as otherwise your changes
will be overwritten during the upgrade process.

The LiveServer’s release notes.

The LiveServer's utilities; for more information, see Chapter 12, "Backup, Restore,
and Other Utilities.”

Credits and thanks to those who have contributed to this product (by choosing the
About link).

A Logout link.

Specific pages at the KnowNow Web site, such as News and the Support Center.
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The Main KnowNow System Administration Window

48

To the left on the Welcome page is a list providing access to all the functions of the
KnowNow System Administration console; to the right are tabbed pages providing de-
tailed information about any selected aspect of LiveServer. These tabbed pages pro-
vide organized, task-oriented ways of configuring different aspects of LiveServer, such
as topics, clusters, and so on.

Figure 3-2. The KnowNow System Administration Welcome page.
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The KnowNow System Administration console is organized so that related tasks can be
accessed at the same time, and so that most tasks only need to be performed once. For
example, although the domain name is used by different modules and functions, it only
needs to be set or changed in one place.

The tasks at a high level are

m configuring various aspects of the system, including the network, workload, SSL,
recovery, and so on, which is described in more detail in Chapter 4, "Configuring
LiveServer”
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configuring and managing topics, which is described in more detail in Chapter 5,
“Managing Topics.”

m  selecting and configuring a security module, which is described in more detail in
Chapter 6, "Selecting a Permissions System” and in Chapter 7, “Implementing
Security with LDAP”

®  managing permissions, users, and groups, which is described in more detail in
Chapter 8, "Managing Permissions” and Chapter 9, “Managing Users and Groups.”

m  creating and configuring clusters, which is described in Chapter 10, “Implementing
Clusters.”

m  monitoring performance and licenses, including fault identification, isolation, and
removal, which is described in more detail in Chapter 11, "Performance Monitoring
and Process Management.’

m using LiveServer utilities and performing troubleshooting activities as described in
Chapter 12, "Backup, Restore, and Other Utilities.”

Accessing the Capabilities of the KnowNow System
Administration Console

Many of the functions and capabilities of the KnowNow System Administration console
are accessible in two or more ways. For example, to access the Topics tab, you can either
click on the word Topics in the table of contents to the left, or you can click on the Top-
ics tab itself. Either action brings the Topics tab to the front.

Each tabbed page has additional capabilities that are accessed in several ways as well.
For example, when you have a topic selected, you can view and manage that topic’s
properties, events, routes, and filters. The ability to manage those things is provided
though a set of tabs on the Topics page. So, for example, if you wish to view the events
for a selected topic, you can either click on Events under the word Topics in the table of
contents, which will open the Events tab within the Topics tab, or you can click on the
Events tab within the Topics tab. Either action opens the Events tab so you can view
events for the selected topic. These are just examples of how you can access the same
functionality in different ways. Details about accessing any given functionality are pro-
vided in later chapters.

1. Check this with new version.
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LiveServer States

Whether you have one node or several in your system, they will each be listed on the
Welcome page. Behind each node name is a band of color. The color indicates the state
of that machine. Depending on the state, either green or red will be behind the node
name on the Welcome tab. Each node can be in a different state.

m  Green indicates that LiveServer can communicate with the machine.

m  Red indicates LiveServer cannot communicate with the machine.
The states can be more finely defined as follows:

m  Startup (red). The node is starting up but hasn’t started recovery.

m  Recovering (red). The node has identified a cluster node to start up from (even if
that node is itself) and it is in the process of recovering.

m  Active (green). LiveServer is servicing requests.

m  Detached (red). A cluster peer node is said to be Detached if this node is no longer
able to communicate with that peer.

m  Offline (red). A cluster peer node is said to be offline if this node has never been
able to communicate with it.

In addition, on the Welcome page, other information about the status of the KnowNow
System Administration console’s LiveServer is displayed.

For more information on system performance monitoring, see Chapter 11, "Perfor-
mance Monitoring and Process Management.”

Configuration Status Field

Some of the changes you make using the KnowNow System Administration console re-
quire restarting LiveServer. Other changes are implemented instantly and do not re-
quire a restart.

When you make changes, if a restart is needed, it is indicated by a field in the upper
right corner of the KnowNow System Administration console.

To restart LiveServer, select the Restart Server button on the Welcome page. (If you are
running a clustered configuration, this button is labeled Restart Cluster.)
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The Reload Button

The Reload button at the bottom of each page makes it possible to refresh the
KnowNow System Administration console; for example, if the connection to LiveServer

has been down. This command does not restart LiveServer or load previous configura-
tions.
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Accessing LiveServer Documentation and Help

52

The KnowNow documentation can be accessed from the opening screen (Figure 3-1 on
page 46) by choosing Documentation. This link leads to a page of links to the
KnowNow documentation.

The Help buttons in the KnowNow System Administration console lead to context-sen-
sitive information in the KnowNow documentation.

@ Also, in some panels in the KnowNow System Administration console, you will see
a white lowercase letter i in a small blue circle. If you hover your cursor over that letter,
you will see additional information on the field it is associated with.

KnowNow LiveServer Administration Guide



Entering Data and Editing LiveServer Parameters

Entering Data and Editing LiveServer Parameters

Entering data and editing the values of parameters in the KnowNow System Adminis-
tration console is generally accomplished by entering data into fields or by choosing
options from drop-down lists. Some fields are marked with a red asterisk (*); these fields
are required and must be unique. Other fields are marked with a black asterisk; these
fields are required but do not need to be unique.

Some parameters are set by specifying a value or a string.

In the case of the values, there are certain rules that govern their use, as described
under “Specifying Units in Parameters” on page 53.

In the case of strings, since the configuration file is written in Tcl, you can use Tcl
expressions to set the parameters, as described under “Tcl Expressions in LiveServer
Parameters” on page 54.

The meanings of all parameters are provided in the section of the documentation
where the configuration of those parameters is described; this section provides infor-
mation that applies globally.

Specifying Units in Parameters

The KnowNow System Administration console uses consistent abbreviations for units
of measure for values assigned to parameters. Note that case does not matter.

Times are specified by providing a number followed by a unit of measure. The units
of measure are s, m, h, d, and w, representing seconds, minutes, hours, days, and
weeks. If you want to specify a year, use 52.57w. In most cases, you can also use the
word infinity.

For payloads, the unit of measure is in bytes: KB, MB, GB, and TB, for kilobytes,
megabytes, gigabytes, and terabytes respectively. At KnowNow, these mean 2'°,
220 230 and 240, Case doesn’t matter, so, for example, uppercase KB and lowercase
kb mean the same thing.

Routes are expressed in Hertz using the abbreviation Hz; for example, THz. You can
use the letter P (which stands for per) followed by a time period to specify a fre-
quency; for example, 60Ps means 60 cycles per second, or 60 Hertz. Other ways you
could express that same rate of 60 Hertz are 60Hz and 3600Pm. You can also use a
slash (/) to replace the P; for example, 3600/m is the same as 3600Pm. Again, case
is not important; you can enter 3600pm and it means the same as 3600PM,
3600Pm, and 3600pM.
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The defaults for each of these units of measure are as follows:

m timeis assumed to be in seconds
m  memory is assumed to be in bytes

m rateis assumed to be in Hertz

So, for example, if you entered a value of 1 without a unit of measure for a time-based
parameter, it would be assumed to be 1s.

Tcl Expressions in LiveServer Parameters

Some LiveServer parameters can be edited using Tcl syntax in the KnowNow System
Administration console. If you start a parameter value with a question mark (?), then the
rest of the parameter is interpreted as a Tcl expression. Otherwise, it is interpreted as an
absolute, literal piece of text.

For information on the LiveServer’s parameters and variables, see the chapter or section
in this book that relates to the area you are interested in configuring.

Special Characters in Parameters

The knsettings.conffile is in Tcl; therefore, you can use Tcl syntax when editing that file.
In Tcl, some characters have special meanings and are interpreted by Tcl as commands
even if included within quotation marks. These characters include the backslash (\), the
dollar sign ($), quotation marks (“ “), brackets ([ 1), and braces ({}).

To use special characters in knsettings.conf, such as in the value of a parameter, precede
the special character with a backslash (\). For example, to include a brace in a variable,
use \{. The same applies if you want to include a backslash: precede the backslash with
a backslash, like this: \\.

For more information on Tcl and the Tcl syntax, see the Tcl Developer Xchange Web site:
http://www.tcl.tk. A more detailed explanation of Tcl syntax can be found at
http://www.tcl.tk/scripting/syntax.html. If you are new to Tcl, The Tcl'ers Wiki is a good
place to start (http://wiki.tcl.tk/).

One of the more useful Tcl commands is ns_info, which you can use to get your host
name, the version of LiveServer you are using, and so on. For information on ns_info,
see http://www.aolserver.com/docs/devel/tcl/api/admin.html.
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Configuring LiveServer

After you have installed LiveServer, you may want to change some of the LiveServer
configuration parameters. Configuration tasks are accomplished using the KnowNow
System Administration console. This chapter provides information on configuring
LiveServer under the following headings:

“Location of LiveServer Configuration Information” on page 56

“Default Settings” on page 57

“Configuring the Service Network” on page 58
“Characterizing Your Workload” on page 64
“Recovery” on page 69

“High Availability (Clusters)” on page 74
“Configuring SSL” on page 75

“Configuring the JavaScript Connector” on page 85
“Enabling Java Support” on page 90

“Log, Monitor, Process Manager, and Memory” on page 94
“Filter Modules” on page 95

“Configuring and Managing Licenses” on page 99
“Permissions (Flat Files, LDAP)” on page 103
“Configuring LiveAdapters” on page 104
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Location of LiveServer Configuration Information

This chapter covers many of the LiveServer configuration tasks. However, some tasks re-
quire special attention and greater detail. Those tasks are described in separate chap-
ters, even though the capabilities of performing those tasks are still found on the
Configuration tab.

The following tasks can be accessed on the Configuration tab; the location of the infor-
mation on how to perform those tasks is as given.

56

To configure the service network, see “Configuring the Service Network” on
page 58.

To configure the workload, see “Characterizing Your Workload” on page 64.
To configure recovery options, see “Recovery” on page 69.

To choose your high availability/cluster model and to configure clusters, see
Chapter 10, "Implementing Clusters.”

To configure SSL, see “Configuring SSL” on page 75.
To configure JavaScript, see “Configuring the JavaScript Connector” on page 85.
To enable Java support, see “Enabling Java Support” on page 90.

To configure the log, monitor, Process Manager, and memory parameters, see
Chapter 11, "Performance Monitoring and Process Management.”

To configure filters, or to edit, attach, and detach filters, see “Topics and Filter Mod-
ules” on page 128. To load filter modules into LiveServer, or to delete them, see “Fil-
ter Modules” on page 95.

To configure licensing, see “Configuring and Managing Licenses” on page 99.
To configure permissions, see Chapter 6, “Selecting a Permissions System.’
To configure LDAP, see Chapter 7, “Implementing Security with LDAP”

To configure LiveAdapters, see “Configuring LiveAdapters” on page 104.
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Default Settings

LiveServer is both secure and functional out of the box with the following default set-
tings.

The initial installation is for single-node service (not clustered), serving on HTTP
port 8000 and HTTPS port 8443. For a list of the default port numbers, see “HTTP
Port” on page 62 and “HTTPS Port” on page 63. For cluster-specific configuration
information, including information on enabling and configuring clusters, see
Chapter 10, "Implementing Clusters.”

SSL and HTTPS are enabled by default.

An initial set of users is configured. These users are described under “The
LiveServer’s Default Users and Groups” on page 252.

An initial set of user-oriented topics is pre-installed: /who and /what.

Security is enabled by default. For a discussion of the available security modules, as
well as information on configuring security and managing permissions, see
Chapter 6, "Selecting a Permissions System,” Chapter 7, “Implementing Security
with LDAP” and Chapter 8, "Managing Permissions.”

The recovery module is enabled by default and the Checkpoint Interval parame-
ter is set to 60s (60 seconds), so LiveServer persists its state to disk every minute.

The default value for each parameter is listed with that parameter in the KnowNow
System Administration console. If no default value is displayed, then there is no
default value for that parameter.

The LiveServer's main configuration file is knsettings.conf. When you make changes
to the LiveServer’s default settings using the KnowNow System Administration con-
sole, those changes are written to this file. Normally, you should not touch this file.

Chapter 4 : Configuring LiveServer 57



Configuring the Service Network

Configuring the Service Network

For a single machine, your service network is your set of NICs on your machine; in the
case of a deployed cluster, the service network is the network that is facing your cus-

tomers, providing access to the network. The cluster network is the internal network

providing for communication among the clustered nodes.

The KnowNow System Administration console’s Service Network panel is where you
configure your service network: domain name, HTTP/HTTPS protocols, host names, and
so on. A number of the settings are used in other areas, such as by the High Availability
choices.

To configure the Service Network,

1. Access the KnowNow System Administration console.

2. Under Configuration, choose Service Network. The Service Network panel is
displayed. On this panel you will see a list of fully qualified names (aliases) for the
machines that LiveServer is running on. This list can include various combinations
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(such as machine name: port number; IP address:port number) that identify the
machine as the host machine on which LiveServer is installed.

Figure 4-1. The Service Network panel.
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3. Foreach parameter you wish to configure, select that parameter. A field appears to
the right for modifying the value of that parameter. Modify the value of the
parameter in the field to the right, then choose Update. The meanings and values
of the parameters are provided under “The Service Network Parameters” on
page 60.

4. The lower panelis labeled Aliases. This is where you can add or delete other names
for this LiveServer (machine or cluster). The list of server aliases is a list of names for
this machine other than the names entered in the Domain and Hostname
parameters. This identifies which host names are part of the cluster and which are
not. This could be used to add the aliases for the host names that are part of the
cluster.

m  Toadd a name, choose Insert New Item (at the bottom of the panel). To the
right, a field labeled Server Alias (Full URL prefix) appears. Enter an aliases in
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the field and choose Insert. Each name must have a full URL prefix that gets
access to this LiveServer and must include the protocol section and a trailing
/kn; for example, http://www.example.com/kn or https://www.exam-
ple.com:8443/kn. Names can include path components in the URL, and support
reverse proxies.

As you add these names, they are added to the list in Aliases section.For
example, if you have a reverse proxy that wants to refer to LiveServer as
http://example.com/knownow/, then enter that entire string as an alias.

protocol, non-host components of HTTP URLs are case sensitive. Therefore, when
adding entries to the list of names, use the proper case for those names.

@ Note: LiveServer verifies URL prefixes without regard to case. However, non-

If you choose Cancel, your addition will be canceled.

m  To delete a name, select one or more names in the Aliases column and choose
Delete Selected Item(s). You can select discontiguous items by pressing and
holding the control key before clicking on the items.

5. If you are done making changes, restart LiveServer.

The Service Network Parameters

The Service Network parameters are described in this section. For an explanation of the
format for units in parameters, see “Entering Data and Editing LiveServer Parameters”
on page 53.

Always use HTTPS login
When set to true, logins will always require HTTP/SSL encrypted connections. The de-
fault value is false.

Domain

This is where you specify your LiveServer's domain name. The domain name is the do-
main part of the host name that clients will use to access LiveServer. The JavaScript do-
main name defaults to this value; for more information, see Domain on page 86.

A domain name looks something like the following:

example.com
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For important information about this parameter in relation to clusters, see Hostname.
Before configuring this parameter, determine which type of deployment you have:

1. Single-node systems where the usage of fully qualified host names (for example,
myliveserver.example.com) is required

Clustered systems
Reverse proxy usage

SSL

LA S S

Multi-tiered deployments where a third-party Web server serves up the Web pages
for an application

If you have one of the first four deployments, then you will need to configure and use
this parameter as well as the Hostname parameter.

For SSL, you will need to set the Domain parameter if the certificate sets the domain
(for example, if you are using a wildcard certificate, where the domain is defined as
* example.com).

For information on configuring LiveServer for multi-tiered deployments where a third-
party Web server serves up the Web pages for an application, see the JavaScript’s Do-
main parameter, which is documented starting on page 86.

Enable HTTP

Set this parameter to true or false to enable or disable the use of HTTP. You must en-
able at least either HTTP or HTTPS in order for service to be provided. The default value
is true.

Note that a single-node LiveServer can be accessed with HTTP and HTTPS if both are
enabled. If you must, you can disable HTTPS but not HTTP because Feedwatcher uses
only HTTP.

Enable HTTPS

Set this parameter to true or false to enable or disable the use of HTTPS. You must have
at least HTTP or HTTPS enabled in order for service to be provided. Setting this parame-
ter to true enables the LiveServer's nsopenssl module, which supports SSL. The default
value is true.

When this parameter is enabled, you will need to configure SSL as described under
“Configuring SSL” on page 75.
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Hostname

This parameter specifies the host part of the name that clients will use to access
LiveServer.

You can specify an IP address, but you don't need to. The default value of this parameter
is 2[ns_info hostname], which tells LiveServer to figure out the host name by checking
your machine. Do not include the domain name; that is specified using the Domain pa-
rameter.

Clustered Deployments Require This Parameter

For clusters, you need a software (or hardware) component that makes the machines in
your cluster look like a single machine to your customers. The host and domain names
that your customers use for this “'single machine” must be configured in the Service
Network panel (in the Hostname and Domain parameters). Therefore, you must specify
a Hostname for clusters. For clusters, this parameter specifies the name of the cluster or
of the cluster’s load balancer. Note that a cluster node name cannot exceed 100 charac-
ters in length.

If running a cluster through a load balancer, and you want a unified view of the cluster
through the load balancer, set this parameter to the name of the load balancer/cluster.

In clustered deployments, if you don’t want LiveServer to use the host name, set the
Service Interface parameter as described in Chapter 10, “Implementing Clusters”
(step 4 on page 272).

For more information on clusters, see Chapter 10, "Implementing Clusters.”

HTTP Port

This variable specifies the port that LiveServer listens on for requests. By default,
LiveServer listens for requests on port 80 or 8000. For clusters, the default port number
is 8001. For SSL, the default port number is 8443. For FLEXIm, the default port number
is 27000. If the port you specify is already in use by another Web server, LiveServer
won't restart.

The default value for this parameter is 8000.
If you want to run your LiveServer on port 80,

1. Disable any other Web server (such as IIS or Apache) that is using port 80 or
configure any other Web server to use a port other than 80.

2. Set this parameter to 80.
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HTTP Proxy Server Settings

Use this parameter to set the complete URL of the HTTP proxy server. The URL must be
in the form of

http://user.password@host.port/realm?enable=false

HTTPS Port

This variable specifies the secure port that LiveServer listens on for HTTP/SSL requests.
If the port you specify is already in use by another Web server, LiveServer won't restart.
The default value is 8443.

Realm

The realm for which the HTTP authentication applies. When users attempt to log in, the
authentication prompt that appears is for the specified realm. The default value is
serverl.

Server Description

A text description of this LiveServer. The default value is KnowNow LiveServer.

Show server name in errors

When this is set to true, when LiveServer is returning an error page, it inserts the
LiveServer's name and version number in the error message. The default value is true.

SMTP Server

LiveServer ships with a Tcl email filter that sends SMTP email in response to events. You
can attach this filter to topics or routes. This parameter specifies the SMTP host for this
filter. You can enter either an IP address or a host name. The default is localhost. For in-
formation on using the Tcl email filter, see the KnowNow LiveServer Developer’s Guide.
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Characterizing Your Workload

The Workload panel provides information needed to tune your system. The parameters

in this section modify such things as the number of threads that will remain in a pool

for servicing new connections, priorities for going through particular tasks, and the like.
LiveServer performs tuning calculations based on the settings in the parameters in this

panel.

Your system may well work quite fine without making settings in this panel. However, if,
for example, you need 1,000 people to sign on within one minute, you may want to set
the Peak New Connections parameter.

To configure the workload,

1. Access the KnowNow System Administration console.

2. Under Configuration, select Workload. The Workload panel is displayed.

Figure 4-2. The Workload panel.
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3. Foreach parameter you wish to configure, select that parameter. A field appears to
the right for modifying the value of that parameter. Modify the value of the
parameter in the field to the right, then choose Update. The meanings and values
of the parameters are provided under “The Workload Parameters” on page 65.

4. If you are done making changes, restart LiveServer.

The Workload Parameters

The Workload parameters are described in this section. For an explanation of the for-
mat for units in parameters, see “Entering Data and Editing LiveServer Parameters” on
page 53.

Default Expiration Time

This sets the default expiration time for events within a topic. Events expire when they
are the age set in this parameter. The default value is Th (one hour).

Events expire based on the following rules:

m /kn_subtopics topics always have an event expiration time set to infinity.
m /kn_routes topics default to having an event expiration time of infinity.

m /kn_journal topics default to having an event expiration time of the value set in the
Default Session Reconnect Time parameter. To define a maximum amount of
time a journal can be set to maintain events, use the Maximum Session Recon-
nect Time parameter.

m  All other topics default to having an expiration time of the value set in this parame-
ter (Default Expiration Time).

The event expiration time of any topic (except /kn_subtopics topics) or events within a
topic can also be changed by using the kn_default_kn_expires header. For more in-
formation, see the KnowNow LiveServer Developer’s Guide.

Default Session Reconnect Time

This parameter specifies the length of time that journal events are stored after connec-
tions close. If clients reconnect in the time period specified in this parameter, they can
recover connections atomically. This time affects how long sessions remain open. For
more information, see the Flat Files parameter “Authentication policy” on page 154 and
the LDAP parameter “Authentication policy” on page 226.

The default value is 60s (sixty seconds).
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External shutdown timeout

This parameter and Internal shutdown timeout can be used to cause a very long shut-
down time to insure that all data has been safely written to knrouter_db. If left blank,
the default value of this parameter is two times the value of the Internal shutdown tim-
eout parameter.

These variables can be tuned down if you insure that you first create a new snapshot
just prior to shutdown in case a faster shutdown causes data corruption in your
knrouter_db. This will allow you to restart on a snapshot that is only a few minutes old
rather than from the previous day.

Itis strongly recommended that you follow the following process prior to shutting down
or restarting LiveServer or an ESS system:

1. Rename the previous day’s snapshot to insure you have it saved and that it will not
be overwritten in step 2.

2. Create a new snapshot. (For one way to do so, see “Restoring Your Database” on
page 322.)

3. Shut down or restart LiveServer.

Internal shutdown timeout

See External shutdown timeout for a discussion of this parameter. The default value of
this parameter is 30M (thirty minutes).

Maximum Event Size

This parameter specifies the maximum size of an event, including header size. It also
controls the maximum file upload size. The default value is 2MB (two megabytes).

The value does not exactly correlate with the size of any single event. For example, if
you use the batching API, several events get stuffed into a single POST. Other factors
can affect message size as well. For more information on payloads and events, see the
KnowNow LiveServer Developer’s Guide.
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Maximum Session Reconnect Time

Limits the maximum amount of time that a journal can be set to maintain events. Sets
the length of time after all tunnels are closed that the journal is also closed. The default
value is 5m (five minutes). Developers can also change the amount of time that a jour-
nal stores its events by setting the kn_default_kn_expires property on a journal topic.
For more information on kn_default_kn_expires, see the KnowNow LiveServer Devel-
oper’s Guide.

Maximum Tunnel Queve Size

The value in this parameter limits the maximum size in bytes that the event queue for a
slow tunnel is allowed to grow to on LiveServer before LiveServer drops the tunnel. This
protects LiveServer against the scenario in which a slow tunnel and a fast publisher
could cause the event backlog for that tunnel on the LiveServer side to increase the
LiveServer's memory usage to a great extent and affect its functioning.

The symptoms that indicate this may be happening is that the LiveServer's memory us-
age grows proportionate to both of the following:

m the publish rate and
m the number of subscribers that are lagging behind the publisher significantly

The visible default value is empty, as LiveServer normally calculates this value inter-
nally. Any value set in this field overrides LiveServer’s internal computation of this value.

If you are not sure you have this problem or what value you should set this parameter
to, contact KnowNow Support.
Number of processors

The number of processors on this machine. Determines the threads created by
LiveServer to handle connection requests and to service tunnels. 0 is not an allowed
value. The default value is 2.

Peak Deliveries

Specifies the number of events that are delivered to subscribers per a given time inter-
val (per second, per minute, per hour...). This parameter helps to tune the number of re-
sources that are applied to tunnels.
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Peak New Connections

This parameter controls the maximum number of simultaneous connections LiveServer
can handle in a specified interval (i.e., the login rate). This parameter adjusts the num-
ber of threads reserved for new connections.

You can set the rate using different units. For information on units, see “Specifying Units
in Parameters” on page 53.

To set this parameter, enter the largest number of new connections you would typically
see over a small period of time. For example, the value 100pm (100 per minute) would
mean that you expect 1,000 new connections to be made over a ten-minute period.

You may also wish to change the number of connections in Linux as described under
“Setting the Number of Client Connections” on page 39.

Peak Publications

Specify the maximum number of posts you expect per a time interval (per second, per
minute, or per hour).

Publishers

Specify the number of publishers you expect to be connected at once. This value is
used to help tune the number of connections that will be on the system. The default
value is 20.

Subscribers

Specify the number of subscribers you expect to be connected at once. This value is
used to help tune the number of connections that will be on the system. The default
value is 1000.
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Recovery

LiveServer uses Sleepycat’s Berkeley DB (see http://www.sleepycat.com) to maintain its
persistent state on disk. This allows LiveServer to be stopped and then restarted in the
same state; that is, all of the topics and events that exist when a LiveServer exits are
available when the new LiveServer starts.

When you select one of the High Availability options, the recovery parameters are auto-
matically enabled with reasonable default values, though you may still wish to config-
ure recovery for your specific clustering needs.

During recovery, a clustered node will wait an accumulated total of 60 seconds (for
overhead) plus the values in the following parameters:

m  The High Availability parameter Liveness wait (for a node to be alive)
m  The High Availability Database snapshot timeout (to snapshot that node)
m  The High Availability File transfer wait (to transfer the files to its own database)

m  The Recovery parameter Database read timeout (for its own database read)

For more information on clusters, and on how recovery interacts with clusters, see
Chapter 10, "Implementing Clusters.”

For information on moving recovery information, see “Moving Recovery Information”
on page 324.

You can develop your own modules for handling recovery using the LiveServer’s recov-
ery API functions; for more information, see the information sources listed under “Addi-
tional Sources of Information” on page xuviii.

Enabling and Configuring Recovery

LiveServer supports data recovery through the use of a recovery module and recovery
parameters. Recovery supports High Availability; in fact, when you enable one of the
High Availability options, recovery is automatically enabled. The following instructions
tell how to enable and configure recovery. For information on disabling recovery, see
“Disabling Recovery” on page 72.

To enable and configure recovery,

1. Access the KnowNow System Administration console.
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2. Under Configuration, select Recovery. The Recovery System panel is displayed.

Figure 4-3. The Recovery panel with recovery choices showing.
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In the drop-down box, select a recovery method: None or Standard. If you select
None, no recovery module will be used. If you select Standard (the default),
KnowNow's recovery module will be used

&

Note: If you have enabled High Availability (clusters), recovery is automatically
enabled and cannot be disabled. Even if you select None, if a cluster module has
been enabled, LiveServer will still run the recovery module.

5.

70

For each parameter you wish to configure, select that parameter. A field appears to
the right for modifying the value of that parameter. Modify the value of the
parameter in the field to the right, then choose Update. The meanings and values
of the parameters are provided under “Recovery Parameters” on page 71.

If you are done making changes, restart LiveServer.
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Recovery Parameters

This section lists the recovery parameters and describes what they do. For information
on entering values, refer to “Specifying Units in Parameters” on page 53. For an expla-
nation of the format for units in parameters, see “Entering Data and Editing LiveServer
Parameters” on page 53.

Checkpoint Every Write

If true, causes LiveServer to flush all topic and event information to disk continuously
(as events occur). This is called atomic mode. Atomic mode allows LiveServer to have
the best chance to recover 100% of its state following a shutdown or crash, but may
have a performance penalty. The default value is false.

If desired, developers can use the do_method set_topic_property kn_atomic to in-
struct LiveServer to continuously save a single topic’s events to disk as they occur. For
additional information, see the KnowNow LiveServer Developer’s Guide.

Checkpoint Interval

Specifies how often, in seconds, recovery information will be saved to disk. For exam-
ple, if the value is set to 600s, LiveServer flushes a snapshot of its state to disk every 600
seconds. This means that if LiveServer is abnormally terminated or crashes, it will only
lose 600 seconds (at most) of information that cannot be recovered. LiveServer always
tries to persist its state when it exits, so it is possible that even if LiveServer crashes,
100% may be recoverable. The default is 60s (60 seconds).

Database Directory

This parameter specifies the location of directory in which you wish to store your data-
base information. The default is knrouter_db.

Database read timeout

This parameter (the only one for single-node deployments) specifies the amount of
time you want to allow LiveServer to read the database. If LiveServer cannot read the
database within the specified time, it will not start up. The default is 10m (10 minutes).

Debug database operations

When set to true, debugging information is logged for all database interactions. The
default value is false.
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Debug file upload manager

When set to true, enables debugging information when file uploads occur. The default
value is false.

Enable file uploads (certificates, licenses, etc)

This specifies whether files can be uploaded to LiveServer. A certificate is one type of
file that can be uploaded. The default value is true.

This parameter is also useful with clusters. When a new node is being assimilated into a
cluster, you may need to enable this parameter on that new node’s machine to enable
files to be uploaded from the cluster to the new node.

Enable string dictionary

When enabled, strings in events will be looked up in a dictionary. The default value is
true.

Persistence WorkQueve Limit

Specifies a size limit for the persistence command work queue. The default value is
10000.

Snapshot Directory

This parameter specifies the location of the directory to which your database and other
directories will be backed up during recovery. Especially, during cluster recovery, when
a down node asks a hot node for a database, the hot node backs up its database to this
directory, then transfers the database from this directory to the downed node.

The default is knrouter_snapshot.

Disabling Recovery

You can disable recovery if you are not using one of the High Availability options. After
disabling recovery, be sure to restart your LiveServer.

To disable recovery,

1. Access the KnowNow System Administration console.

2. Under Configuration, select Recovery. The Recovery System panel is displayed.
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3. Inthe drop-down box, select None.

Note: If you have enabled High Availability (clusters), recovery is automatically
@ enabled and cannot be disabled. Even if you select None, if a cluster module has
been enabled, LiveServer will still run the recovery module.

4. |If you are done making changes, restart LiveServer.
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High Availability (Clusters)

For information on configuring High Availability, see Chapter 10, "Implementing Clus-
ters”
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Configuring SSL

You enable or disable basic secure sockets layer (SSL) support for LiveServer, including
support for another LiveServer's (forwarding) certificate and key, by setting certain pa-
rameters as described under “Configuring the Service Network” on page 58. This sec-
tion provides information on configuring SSL.

Use the following procedure to configure SSL. Depending on your needs, not all steps
need to be performed.

To configure SSL,

1.

In order to provide SSL support to customers, LiveServer must always have a
certificate and a key. LiveServer is shipped with a default certificate and key, but
KnowNow strongly recommends that you replace those immediately. You can
either get the certificate and key from a trusted certificate authority (CA), or you can
generate your own. The instructions under “Using OpenSSL to Generate
Certificates and Keys” on page 78 explain how to obtain certificates and keys from a
CA.

Once you have your own certificate and key, upload them as described under
“Uploading Certificates and Keys” on page 80.

If you are using LiveServer to monitor a feed that is on a secure Web server and you
are using a certificate that is not in LiveServer’s list of trusted certificates, you will
need to add that certificate to that list. For more information, see “Adding Trusted
CA Root Certificates” on page 82.

Now you are ready to configure the SSL parameters. To begin, access the KnowNow
System Administration console.

Under Configuration, choose Service Network and configure the following
Service Network parameters as needed.

m  Domain (if the certificate sets the domain; for more information, see page 60)
m  Enable HTTPS (if this has been disabled; for more information, see page 61)
m  Hostname (required for clusters; for more information, see page 62)

m  HTTPS Port (if you need to change the port number from the default; for more
information, see page 63)

Chapter 4 : Configuring LiveServer 75



Configuring SSL

76

6. Under Configuration, choose SSL. The SSL panel is displayed.

Figure 4-4. Configuring advanced SSL.
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7. Ifyour LiveServer is also acting as a client to other LiveServers, or if clients are going
to provide certificates to LiveServer (i.e., on a secure off-host route, when
LiveServer is forwarding events), you will need to specify the certificate and key
LiveServer should use when doing so. For this purpose, configure the SSL
parameters Forward using Service Network Certificate, Forwarding Certificate,
and Forwarding Key. Details on these parameters are provided under “SSL
Forwarding Parameters” on page 77.

When a client provides a client-side certificate, or when LDAP presents an SSL
certificate, LiveServer needs to know which certificates to trust. In those cases,
LiveServer needs to see a certificate that you have uploaded. To upload those
certificates, choose Insert New Item and browse to (or enter) the path and name of
the desired certificate(s). The new certificate(s) will be added to the list under
Certificate Authorities.
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9. To delete a certificate in the Certificate Authorities list, select it in the list in the
lower panel and choose Delete Selected Item(s). You can select discontiguous
items by pressing and holding the control key while clicking on the items.

10. When you are done making changes, restart LiveServer.

SSL Forwarding Parameters

The SSL forwarding parameters are described in this section.

Forward using Service Network Certificate

If this parameter is set to true (the default value), then the Forwarding Certificate and
Forwarding Key are not used; instead, the certificate and key that you uploaded as de-
scribed under “Uploading Certificates and Keys” on page 80 will be used. If you haven’t
uploaded your own certificate and key, the default certificate and key that were
shipped with LiveServer will be used.

If this parameter is set to false, then the values in the Forwarding Certificate and For-
warding Key parameters are used.

Forwarding Certificate
Used for off-host HTTPS routes. The default value is offhost.cert.

This parameter should point to your LiveServer’s signed certificate file received from
the certification authority (CA). LiveServer certificates need to be in PEM format, which
can be generated by several public CAs, as well as by all the major CA infrastructure
products.

This parameter, along with Forwarding Key, is only needed if you are allowing off-host
routes; for example, use this parameter if you have two LiveServers, or a LiveServer and
a Web server, and you want to forward events securely. This parameter is for your own

LiveServer if it is acting as a client; that is, this is the certificate that your LiveServer will
present to other clients.

Forwarding Key
Used for off-host HTTPS routes. The default value is offhost.key.
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This parameter should point to the RSA private key for LiveServer. This parameter,
along with Forwarding Certificate, is only needed if you are allowing off-host routes;
for example, if you have two LiveServers, or a LiveServer and a Web server, and you
want to forward events securely. This parameter is for your own LiveServer if it is acting
as a client; that is, this is the key that your LiveServer will present to other clients.

Using OpenSSL to Generate Certificates and Keys

In order to provide SSL support to customers, LiveServer must always have a certificate
and a key. LiveServer is shipped with a default certificate and key, but KnowNow
strongly recommends that you replace those immediately. This section describes how
to use the OpenSSL utility (included with LiveServer) to generate certificates and keys
for your LiveServer to use, either in the service network or to present to other clients.
You don't need to use the method described in this section to obtain a certificate and
key; you can generate a certificate and key using another method. The important thing
is to obtain your own certificate and key and replace the default ones in LiveServer as
soon as you can.

Once you have obtained or created a certificate and a key, upload the certificate as de-
scribed under “Uploading Certificates and Keys” on page 80.

Warning: Certificates must be in PEM format, and the key that you upload cannot
require a password to open it.

To generate an RSA private key and a certificate,

1. Generate an RSA private key for your LiveServer by running the OpenSSL utility,
which is located in the LiveServer’s /bin/ directory. On Windows, the /bin/ directory
is usually under C:\Program Files\KnowNow\Server\. On Linux or UNIX, the /bin/
directory is usually under /opt/knserver/. When you run the OpenSSL utility, you
get a new shell or command prompt window. In that shell or window, run the
following command (modifying the command to point to any local directory that is
convenient for you, and modifying the file name as desired). Note that the OpenSSL
command prompt is represented by OpenSSL  >.

OpenSSL > genrsa -out /local directory/yourliveserver-key.pem

After running the command, an RSA key in PEM format is placed in the specified
directory.
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2. When the OpenSSL prompt returns, generate a certificate signing request (CSR) as
described in this step and in step 3 and step 4. If you wish, you can use an
alternative way to generate a certificate request; for example, there are Web sites
that generate certificate requests.

OpenSSL > req -new -key /local directory/yourliveserver-key.pem -out
/local directory/yourliveserver-request.pem

3. The req utility will prompt you for information for the certificate signing request.
For each prompt, enter the appropriate information into the data fields. (To prevent
confusion, in Table 4-1 the original field labels have been retained “as-is")

Table 4-1. Example data for the fields for the certificate signing request.

req Prompt Description Example Data

Country Name (2 letter A standard two-letter code for the us

code) [AU]: country your company is located in.

State or Province Name The full name of the state or province California

(full name) [Some-State]: your company is located in.

Locality Name (eg, city) [I: | The name of your locality; for example, Sunnyvale
the name of the city your company is
located in.

Organization Name (eg, The name of your organization or Widgets Inc.

company) [Internet
Widgits Pty Ltd]:

company.

Organizational Unit Name
(eq, section) []:

The name of a unit within your
organization; for example, a section
name.

Development

Common Name (eg,
YOUR name) [1:

The fully qualified host name of the
machine on which the certificate will be
used. For clusters, enter the name of the
cluster and not of a particular node.

www.widgets.com

Email Address []:

A contact email address.

sarah@widgets.com

4. When finished, the req utility prints a certificate request. Exit from OpenSSL by
entering exit at the command prompt, then send this request to the appropriate
CA and complete their approval process to receive a signed, valid certificate.

5. When you received a valid, signed certificate, place it in any convenient location on
your machine, then upload the certificate and key as described under “Uploading
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Certificates and Keys” on page 80. If you are forwarding to another LiveServer,
follow the instructions in step 7 on page 76 to specify the forwarding certificate
and key.

Uploading Certificates and Keys

Once you have obtained a certificate and key (either as described under “Using
OpenSSL to Generate Certificates and Keys” on page 78 or by whatever other method
you have chosen to use), the next step is to upload that certificate and key into
LiveServer using the Rekey utility.

Use this same method if you have changed your certificate and key.

If your LiveServer is also acting as a client to other LiveServers, or if clients are going to
provide certificates to LiveServer, then you will need to specify the forwarding certifi-
cate and key as described in step 7 on page 76.

To upload a certificate and key,

1. Ontheinitial LiveServer page (the one you access the KnowNow System
Administration console from), click on the Utilities link.

Figure 4-5. The location of the Utilities link.

Kﬂ OWJ?. :‘NOW

LiveServer KnowNow3 LiveServer

System Administration KnowNow3 LiveServer (Version 3.5.0.92) is successfully installed and running.

Click the "Check Health" button below te publish events frem your LiveServer back to this Web

page.
Check Health

QK Events Sent: Events Received:
About

KnowNow.com

News

Support

Number of Events

Connected as: knadmin
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2. C(lick on the LiveServer Rekey Page link.

Figure 4-6. The LiveServer Rekey Page link.

LiveServer LiveServer Utilities

This page allows you to upload the new certificate/key for the LiveServer and rekey any security
data (for KNESS too if it is installed) that was encrypted using the old key.

Backy

KnowNow.com
Use this link to initiate @ backup ef yeur LiveServer database. Note that this could take a long time

Newe depending on the size of the database. The resulting backup is stored in a directory named

Ll knrouter_snapshet.

Suppart For LiveServers configured to use the 2.0 compatible flat file permissions system, clicking the
above link will force the LiveServer to read any changes that have been applied to the files and
apply the new permission settings.

For LiveServers cenfigured to use the 3.0 "Flat File" or "LDAP" permission system, the above link
has no effect. For more information please read the updated 2.0 permissions settings
documentation.

© Copyright 2003-2007 Knowfhlo Ini

3. Onthe rekeying page, either enter the location of the new certificate and key, or
use the Browse button to find the new certificate and key, then choose Apply.

Figure 4-7. The LiveServer Rekey Page.

powered by % Knowliow

Content

Easily upload your new certificate and key to the KnowNow LiveServer cluster using the
browse and apply buttons below.

Certificate Browse..

Key | |(Browse. ]
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4. Upon success, LiveServer displays a pop-up window. Choose OK to close it. If there
is a mis-match, then a different message appears. In that case, check to make sure
you are using the matching certificate and key and try step 3 again.

Figure 4-8. Certificate and key success message.

Microsoft Internet Explorer E ll

1 E Loading 551 keys completed successfully, please restart the LiveServer
L

Adding Trusted CA Root Certificates

LiveServer ships with a list of trusted certificate authorities. Some certificates might
have been issued by certificate authorities that are not on that list. If you are using
LiveServer to monitor a feed that’s on a secure Web server, and that Web server uses an
SSL certificate that hasn’t been issued by one of the authorities on LiveServer's list, then
LiveServer will not watch the feed and may return an error. To resolve this issue, use the
following instructions to add the new certificate to LiveServer's list of trusted authori-
ties. Note that you must use Internet Explorer to accomplish the following procedure.

To add a trusted CA root certificate to LiveServer’s list,

1. Using Internet Explorer, access the SSL site that uses the certificate you wish to add.

2. Double-click on the padlock icon to view the certificate. (You will need to have the
status bar visible in order to see the icon.)
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3. Access the Certification Path tab. You will see two certificates: The certificate
authority (CA) certificate and the Web site’s certificate. The CA certificate is the one
you want to export.

Figure 4-9. Locating the certificate file.

Certificate

General | Details | Certification Path

View Certificate

Certificate status:

This certificate is OK.

4. Click on the CA certificate, then access the Details tab to export the certificate to a
file.

a. On the Details tab, choose Copy to File. This starts the Certificate Export
Wizard.

b. Choose Next.
Select DER encoded binary X.509 (.CER) as the format and choose Next.
d. Specify any desired file name and location, then choose Next.
e. Choose Finish to close the Certificate Export Wizard.
5. Copy the file to the machine where LiveServer is installed.

6. Import the certificate into LiveServer's list of trusted certificates. The paths are
given based on the assumption that LiveServer is installed in the default location; if
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it is not, replace C:\Program Files\KnowNow\Server\ or /opt/knserver/ with the
correct string.

m In Windows, import the certificate by running the following command on com-
mand line:

C:\Program Files\KnowNow\Server\1lib\JRE directory\bin\keytool -import
-trustcacerts -file certificate file including path -keystore
C:\Program Files\KnowNow\Server\1lib\JRE directory\lib\security/cacerts

m In Linux, import the certificate by running the following command:

/opt/knserver/lib/JRE directory/bin/keytool -import -trustcacerts -file
certificate file including path -keystore /opt/knserver/lib/JRE
directory/lib/security/cacerts

7. Restart LiveServer.
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Configuring the JavaScript Connector

The JavaScript Connector is enabled by default. There are some parameters you can set
for this module; for example, if you want to configure a cross-domain installation.

Caution: To restrict access on a hosting cross-domain server, you must use the
hosting system’s security system. If it's Apache, use .htaccess to control that access.
In IIS, use its embedded security system. For further information on multiple Web
server deployments, contact KnowNow's Support department.

To configure the JavaScript Connector,
1. Access the KnowNow System Administration console.

2. Under Configuration, select JavaScript. The JavaScript panel is displayed.

Figure 4-10. Configuring JavaScript

7= Knowhow System Administration - Windows Internet Explorer

-

Know.:::*Now -

Welcome Users/Groups | Topics Monitor Permissions

JavaScript

Ham= valus | Descripti |

“% Domain Z$ServiceNetwork_... IP Domain to set on all returned 1
“% Enable Debug false Enable debug information

& LiveServer URL prefix URL (with Knowhow prefix) by whicl

8 High Availability
@ SSL

@ JavaScript

@ Java

b adapters
¥ Monitor

DOCUMENTATION | _ SUPPORT | RELOAD | LOGOUT |

3. Foreach parameter you wish to configure, select that parameter. A field appears to
the right for modifying the value of that parameter. Modify the value of the
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parameter in the field to the right, then choose Update. The meanings and values
of the parameters are provided under “JavaScript Parameters” on page 86.

4. If you are done making changes, restart LiveServer.

JavaScript Parameters

The JavaScript parameters are described in this section.

Domain

Use this parameter to set the domain for all returned JavaScript. This value is used in
cross-domain LiveServer setups, such as when using the LiveBrowser on a different ma-
chine than the LiveServer’s. The default value is ?$ServiceNetwork_Domain, which
means it uses the domain specified in the Domain parameter in the Service Network
panel.

Caution: When configuring this parameter, do not use a trailing slash in the domain
name. It is especially important to omit the trailing slash for cross-domain
configurations.

Before configuring this parameter, determine which type of deployment you have:

1. Single-node systems where the use of fully qualified host names (for example,
myliveserver.example.com) is required

Clustered systems
Reverse proxy usage

Windows SSL

LG I S

Multi-tiered deployments where a third-party Web server serves up the Web pages
for an application

If you are configuring LiveServer for one of the first four types of deployments,
then do not use this parameter. Instead, configure the Domain and Hostname
parameters as described starting on page 60.

In the fourth case, do use this parameter, configuring it as described under “Multi-tiered
Deployments” on page 87 and “Cross-Domain Configuration Example” on page 88.
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For more information on...

m configuring the Service Network parameters, see “Configuring the Service Net-
work” on page 58.

m the Service Network’s Domain parameter, see page 60.
m the JavaScript Connector, see the KnowNow LiveServer Developer’s Guide.

m the LiveBrowser, see the KnowNow LiveBrowser Developer’s Guide.

Multi-tiered Deployments

By default, the LiveBrowser’s JavaScript Connector assumes that all of the HTML pages
that compose a KnowNow application will share the same host as the LiveServer’s. If
you are installing LiveBrowser on a different machine than the LiveServer, or if you have
a multi-tiered deployment where a third-party Web server serves up the Web pages for
an application, then you will need to change this default assumption. To do so, there
are three parameters you need to configure:

m  The JavaScript Domain parameter (the one you are reading about right now). The
JavaScript Connector uses the value in Domain to set the document.domain prop-
erty, which signals to the browser that LiveServer is part of the same security
domain as the HTML pages (loaded from the application server).

m  The LiveServer URL prefix parameter, which provides a URL prefix by which JavaS-
cript applications can reference LiveServer. For details on this parameter, see
page 89.

m  The LiveBrowser kn_config_server parameter. The kn_config_server parameter
identifies the machine on which LiveServer is located. This parameter is located in
the LiveBrowser's configuration file, kn_config.js. This file is located in the
/livebrowser/js/ directory. Details on configuring this parameter are provided under
“Cross-Domain Configuration Example” on page 88.

An example of configuring these three parameters is provided under “Cross-Domain
Configuration Example” on page 88. If you wish to use the Live.NET Connector’s
ASP.NET controls, you will need to perform some additional configuration tasks, which
are described in the KnowNow LiveServer Developer’s Guide.

In setting these three parameters, you are configuring LiveServer for use with Live-
Browser when LiveBrowser is on another machine. Essentially, you need to tell
LiveServer to allow content that is served by other servers to access LiveServer, and you
need to tell LiveBrowser where LiveServer is located.
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Therefore, for cross-domain purposes, set the value in Domain to the common suffix of
the application server and LiveServer domain names, or, if you are using a single IP ad-
dress, use the domain or machine name. The value in Domain must be entirely in low-
ercase; for example, example.com. Domain must be set to point to the common value
of the domains for LiveServer and LiveBrowser.

Cross-Domain Configuration Example

Let’s say, for example, that LiveServer is hosted at myliveserver.example.com, while the
pages that make up the application are being served from apps.example.com. (The two
domain names must have a common suffix, such as example.com.)

In this case, the JavaScript Domain parameter would be set to example.com, which is
the longest common suffix of the two domain names. This value will be used as a Java-
Script document.domain setting by the JavaScript Connector.

The LiveServer URL prefix parameter is then set to the URL where LiveServer is found.
In this example, that would be

http://myliveserver.example.com/kn

Notice that the URL includes the full protocol and host name, and ends with the /kn di-
rectory path but without a trailing slash.

For cross-domain configurations, modify the LiveBrowser kn_config_server parame-
ter, which is located in the LiveBrowser's configuration file (kn_config.js, located in the
/livebrowser/js/ directory). This parameter is specified in the configuration file as fol-
lows, with comment lines (//) preceding the line:

kn config server = "http://knserver.mycompany.com/kn";

To use this parameter, remove the comment lines and edit the URL so that it correctly
identifies the machine on which LiveServer is located.

If you wish to use the Live.NET Connector’s ASPNET controls, you will need to perform
some additional configuration tasks, which are described in the KnowNow LiveServer
Developer’s Guide.

Enable Debug

Enables the debugging version of the JavaScript Connector. The default value is false.
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LiveServer URL prefix

Use this parameter to provide a URL with a KnowNow prefix by which JavaScript appli-
cations can refer to this LiveServer. This parameter is used in conjunction with the Java-
Script Domain parameter and a LiveBrowser parameter when configuring a cross-
domain setup; see “Cross-Domain Configuration Example” on page 88 for an example
of setting the values of these three parameters.

The JavaScript Connector uses this parameter to determine the full URL for the
LiveServer's root event notification topic. For cross-domain purposes, this parameter
needs to be set to point to the URL where LiveServer is to be found.

Set this parameter to the fully-qualified domain name for LiveServer followed by the
kn_server path name, /kn. Include the port number only if you are not using the default
port. This domain name must be identical to the one specified in the src attribute of the
application’s <script> tag; for example,

http://myliveserver.example.com/kn

Note: It is important not to include a trailing slash or any double slashes (other
@ than the one following http:) when modifying this parameter, because the value of
this parameter is also used to resolve topic names. which use slashes.

Itis also very important to write the host name entirely in lower case, because Web
browsers internally represent host names in lower case for security-checking
purposes. The LiveServer's domain name must be written in fully qualified form,
not as an IP address or abbreviated domain name, and Web browsers must be
referred to that same fully qualified name.
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Enabling Java Support

LiveServer ships with a Java module. This module provides a Java runtime environment
for compiled Java modules to run inside. If you wish to write filter modules in Java, you
must load the LiveServer's Java module so that your Java filter modules will run. By de-
fault, the Java module is not loaded. You can also provide command-line arguments for

the LiveServer’s Java interpreter.

Note: In order to use the Java module, you will need to have at least the Java

@] Runtime Environment (JRE) or the Java Development Kit (JDK) installed. The JRE or
JDK may be installed in any location on the machine. To communicate its location
to LiveServer, set the JAVA_HOME environment variable to the full path name of
the JRE or JDK before starting the LiveServer.

Also note that the Java module works only with 32-bit LiveServers.

To enable Java,

1. Access the KnowNow System Administration console.
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2. Under Configuration, select Java. The Java panel is displayed.

Figure 4-11. The Java panel.
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3. Foreach parameter you wish to configure, select that parameter. A field appears to
the right for modifying the value of that parameter. Modify the value of the
parameter in the field to the right, then choose Update. The meanings and values
of the parameters are provided under “Java Parameters” on page 92.

4. If you are done making changes, restart LiveServer.
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Java Parameters

The Java parameters are described in this section.

Classpath for Java VM

Sets the CLASSPATH for the Java VM. The default value is the following as a single line:

?[ concat "${Java_KNClasses}
${pathseparator}
${Java_ImportedClasses}
${pathseparator}${bindir}
${pathseparator}
${Java_CustomClasses}
${pathseparator}
${Java_JDBCClasses}" ]

Customer added classes

Add your own classes using this parameter. To do so, click on this parameter and enter
the class information in the open box to the right. Choose Update to add the class.

Enable Java-based filters?

If you wish to use the Java filter module, set this parameter to true. If true, the Java VM
must be installed on the LiveServer’s machine. The default value is false.

JDBC drivers

Use this parameter to specify the locations of your JDBC drivers.

KN imported classes

This parameter specifies classes imported into LiveServer. The default value is the fol-
lowing as a single line:

?[ concat "${bindir}/xalan.jar${pathseparator}
${bindir}/activation.jar${pathseparator}
${bindir}/axis.jar${pathseparator}
${bindir}/commons-discovery.jar${pathseparator}
${bindir}/commons-logging.jar${pathseparator}
${bindir}/jaxrpc.jarS{pathseparator}
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${bindir}/mailapi.jar${pathseparator}
${bindir}/saaj.jar${pathseparator}
${bindir}/wsdl4j.jar${pathseparator}
${bindir}/../lib/livejava/lib/log4j-1.2.8.jar${pathseparator}
${bindir}/../lib/livejaval/lib/jcert.jar${pathseparator}
${bindir}/../lib/livejava/lib/microserver.jar${pathseparator}
${bindir}/../lib/livejava/lib/jsse.jar" ]

KN server classes

This parameter specifies LiveServer classes. The default value is ?[ concat ${bindir}/kn-
router.jar 1.

Options for Java VM

Sets options to pass to the Java VM. The default value is -Xrs.

Root of Java Home directory

Sets the home directory for changing Java implementations. The default value is ?[ join
[ glob -type d "${homedir}/lib/j?re*" 1].
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Log, Monitor, Process Manager, and Memory

For information on configuring the log, monitor, Process Manager, and memory param-
eters, see Chapter 11, "Performance Monitoring and Process Management.’
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Filter Modules

Filter modules perform actions on topics and routes. Aside from certain filter modules
that come with LiveServer (which are documented in the KnowNow LiveServer Devel-
oper’s Guide), if you want to perform filtering operations, you will need to write your
own custom filter modules to perform the actions you desire.

Your module can read configuration settings from the LiveServer’s configuration files,
such as host names and login information for external systems the module will use. The
LiveServer’s API provides support for writing your own filter modules. For more infor-
mation, see the KnowNow LiveServer Developer’s Guide.

You can have more than one filter module. A filter module can be attached to one or
more topics or routes; once attached, it filters events based on the topic or route’s
kn_payload content (using a regular expression that has been assigned to the filter). Pa-
rameters can be set differently for each topic or route that a filter is attached to.

Once written, filter modules are loaded into LiveServer using the KnowNow System Ad-
ministration console (as described in this section), after which they can be configured,
attached, and detached, as described under “Topics and Filter Modules” on page 128.
You can also unload a filter module from LiveServer, which then makes it unavailable
for any LiveServer operations.

This section provides information on custom filter modules under the following head-
ings:

m  “Loading Custom Filter Modules”
m  “Unregistering Custom Filter Modules” on page 97
m  “Restrictions on Using Filter Modules” on page 97

m  “Filter Module Debugging Options” on page 98

Loading Custom Filter Modules

Once you have created one or more filter modules, you need to load them into
LiveServer so they can be made available for use.

To load a filter module into LiveServer,

1. Access the KnowNow System Administration console.

2. Under Configuration, select Filters. The Filters panel is displayed.
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3.

Choose Insert New Item. To the right, two fields appear for specifying the filter
name and for pointing to the location of the new filter.

Figure 4-12. Adding a new filter.
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In the Filter Name field, enter the name of the new filter. The name must be in the
form of a path and is required. The first part of the path, /kn_system/filters/ (which
you must use), is already supplied for you.

In the Executable field, enter the path to the new filter, or use the Browse button
to navigate to the location of the new filter. This information is also required.

Choose Insert to add the new filter. This command causes LiveServer to copy the
file to the correct location in the LiveServer’s installation directory, making the filter
available for use as desired. The filter is added to the Filter List in the lower panel.

For information on attaching filters to topics and routes, see Chapter 5, “"Managing
Topics!” For information on configuring filters globally, see “Enabling Global Filter
Properties” on page 132.

If you are done making changes, restart LiveServer.
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Unregistering Custom Filter Modules

You can detach a filter from one or more topics or routes, or you can unregister it from
LiveServer.

m If you detach a filter from a topic or route, it is still loaded into LiveServer and is
still available to be attached to any topic or route again. Detaching a filter from a
topic or route is described under “Detaching a Filter From a Topic” on page 132.

m  If you unregister a filter from LiveServer, the filter file itself still exists, but is no
longer available for use anywhere in LiveServer. If you had created a route between
two topics and had attached a filter module to that route, and then you later
deleted that filter module from LiveServer, the created route will fail when it is next
traversed. Of course, you can always re-load a filter at any time following the
instructions under “Loading Custom Filter Modules” on page 95, though you will
then need to re-attach that filter module as desired.

To unregister a filter from LiveServer,
1. Access the KnowNow System Administration console.
2. Under Configuration, select Filters. The Filters panel is displayed.

3. IntheFilter List, select the filter you wish to unregister. You can select more than
one item; if you want to select discontiguous items, use Ctrl-click to select each
one.

4, Choose Delete Selected Item(s).

Restrictions on Using Filter Modules

Once afilter module is loaded into LiveServer, it can be added to any topics with the
following restrictions:

m A filter module cannot be added to any topic containing /kn_subtopics.

m  Filter modules can be attached to special topics, such as /kn_config and
/kn_statistics, during the runtime of a LiveServer; however, the modules will not be
persisted.

For more information on filters and topics, see Chapter 5, "Managing Topics.”
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Filter Module Debugging Options

To assist filter module developers, LiveServer comes with a built-in tool for verifying
that reference counted objects (that is, anything inheriting from RefCount::, including
events and topics) are correctly de-allocated by LiveServer. To use this tool, set the En-
able Leak Check parameter (available under Configuration > Log) as follows:

m  Onall platforms, set Enable Leak Check to 1-Simple. This will cause the tool to
verify deletion upon LiveServer shutdown.

m  On Windows platforms, you may set this value to 2-Expensive. This will provide a
complete stack trace for every increment and decrement call for any objects that
were “leaked” at termination of the program, though with enormous performance
penalties.
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Configuring and Managing Licenses

There are several different types of LiveServer licenses available. Using the KnowNow
System Administration console, you can specify where license files are stored as well as
specify how to manage FLEXIm. You can also view your licenses.

You'll need to have a FLEXIm license manager available for LiveServer to contact. If you
already have a FLEXIm license manager managing other licenses in your system, you
can have it manage your LiveServer license as well. Otherwise, configure LiveServer to
start the FLEXIm license manager from the KnowNow System Administration console’s
licensing screen as described here. If you have questions about the FLEXIm license
manager or licensing that are not answered in this document, please contact
KnowNow support.

If you wish to use your own licensing software, you may wish to disable the LiveServer’s
licensing software. That can be done using the Process Manager as described under
“Configuring and Using the Process Manager” on page 292.

This section covers licenses under the following headings:

m  “Configuring Licenses and Licensing”
m  “Monitoring Licenses” on page 102

Configuring Licenses and Licensing
Configuring licenses and licensing is performed under the Configuration tab.
To configure your licenses,

1. Access the KnowNow System Administration console.
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2. Under Configuration, select Licensing. The Licensing panel is displayed.

Figure 4-13. The Licensing panel.
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3. Foreach parameter you wish to configure, select that parameter. A field appears to
the right for modifying the value of that parameter. Modify the value of the
parameter in the field to the right, then choose Update. The meanings and values
of the parameters are provided under “License Parameters” on page 100.

4. Toinsert new licenses, select Insert New Item at the bottom of the window. A File
field appears to the right. Enter a file name (with path), or browse to the selected
file, then choose Insert. The new license will appear in the list in the License Files
panel.

5. If you are done making changes, restart LiveServer.

License Parameters

This section describes the licensing parameters. For additional information about li-
cense managers, see “Configuring and Using the Process Manager” on page 292.
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Location of license file(s) or license manager

This parameter specifies the directory in which you will store your license files. You can
use a path or topic name. The default is a directory named /license/ under your
LiveServer installation directory (specified by ?${homedir}/license).

You can set this parameter to one of the following values:

m  Thedirectory where the license files for LiveServer are physically located. This is the
default. This is the only option if you chosen to have LiveServer start the FLEXIm
license manager.

m  port@host (of the FLEXIm license manager; this should be same as the license file's
SERVER line) or @host if the FLEXIm license manager is on its default port.

m  @localhost if the license manager is running on this host.
m  The actual text of the license file, with START_LICENSE\n as the prefix and
\nEND_LICENSE as the suffix.

The default FLEXIm port number is 27000.

Start LMGRD on LiveServers?

The options for this parameter are true or false, with the default value being true.
LiveServer is licensed using Macrovision's FLEXIm. FLEXIm gives you many options for
deployment.

m [f LiveServer is the only product you license that uses FLEXIm, or if you want to
manage your LiveServer licenses separately from your other FLEXIm-licensed prod-
ucts, leave this value true.

m  Onthe other hand, if your company centralizes FLEXIm licenses in a single license
management server (or cluster), you'll need to refer to your FLEXIm documentation
to have that license manager manage the LiveServer licenses (and set this option to
false).
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License monitoring is accessed using the Monitor tab. Here you can view licenses for all
nodes and for each specific node. For each license for all nodes, you can view the total
number of licenses in use, the total number of floating licenses in use, the number of li-
censes available, and the overdraft. For individual nodes, you can view the actual num-
ber of licenses of each feature being used by that node as against the totals in the main
license monitoring screen, which indicate the licenses checked out by all nodes from
the license manager that this node is talking to.

To monitor how your licenses are being used,

1. Access the KnowNow System Administration console.

2. Under Monitor, select Licenses. The License panel is displayed.

Figure 4-14. The Licenses panel.
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3. To view the information for a specific node, choose the node in the drop-down box
next to the Licenses - Specific label. The information for that node is shown.
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Permissions (Flat Files, LDAP)

For information on configuring permissions, see Chapter 6, "Selecting a Permissions
System.”
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KnowNow's LiveAdapters perform specific types of tasks. For example, the LiveAdapter
for Microsoft Exchange, which is incorporated with KnowNow'’s Enterprise Syndication
Solution (ESS) performs tasks making it possible to exchange information with Mi-
crosoft Exchange and to receive alerts based on items originating in Microsoft Ex-
change. And the LiveAdapter for RDBMS makes it possible to use ESS to generate
business methods as events, including as RSS events. The LiveAdapter for Sphere
makes it possible to create Sphere search channels in ESS.

Before using LiveAdapters for the first time, you may need to configure some parame-
ters using the KnowNow System Administration console, though in most cases you
don’t need to do so (because the default settings enable and configure the LiveAdapt-
ers in ways that suit most needs).

However, if you are creating a LiveAdapters for RDBMS cluster (as described under
“LiveAdapters Clusters” on page 282), you will need to set at least the Shared Filesys-
tem Path parameter (as described under step 3 on page 105).

In addition, one important task is to use the KnowNow System Administration console
to set permissions for LiveAdapters FrameWork and LiveAdapter for RDBMS users and
for the topics used by those LiveAdapters.

For additional information on LiveAdapters, see the KnowNow LiveAdapters User’s Guide
or the KnowNow Enterprise Syndication Solution Administration and Developer’s Guide.

To configure LiveAdapters parameters,

1. Access the KnowNow System Administration console.
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2. Under Configuration, select Adapters. The Adapters panel is displayed.

Figure 4-15. Configuring LiveAdapters.
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3. Configure the LiveAdapter for RDBMS parameters as follows:

m Listener Threads. This specifies the thread pool count for pushed EIS events.
The default value is 20.

m  Request Threads. This specifies the number of dispatcher threads to be used
for servicing inbound business methods (in both inbound modes). The default
value is 20.

m  Scheduler Threads. This specifies the number of dispatcher threads to be used
for servicing scheduled methods. The default value is 20.

m Shared Filesystem Path. This specifies the path for a shared directory for a
LiveAdapters cluster. For information on creating a LiveAdapters cluster, see
“LiveAdapters Clusters” on page 282. Provide the path without any trailing
slashes. For example, If you create k:\ as mapped directory, then you need to
set this parameter to k: only, not to k:\. For Windows 2003, set this parameter
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as //machine_name/share_folder. Even though this is Windows, use forward
slashes in the path.

4. Next, navigate to Configuration > Adapters > Logs. Configure each of the
parameters in this panel as follows:

m  Debug. Specifies whether to turn on logging for LiveAdapters. If set to true,
then log entries for LiveAdapters are sent to the LiveServer’s log file. Normally,
this value should be set to false.

m Log all request headers. Specifies whether to log all the headers for every
request. The default value is false.

5. Navigate to Configuration > Adapters > KnESS to configure ESS, the LiveAdapter
for Microsoft Exchange, and the LiveAdapter for Sphere. For each parameter you
wish to configure, select that parameter. A field appears to the right for modifying
the value of that parameter. Modify the value of the parameter in the field to the
right, then choose Update. The meanings and values of the parameters are
provided under “KnESS Parameters” on page 107.

Figure 4-16. Configuring ESS.
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6. Inthe Permissions panel (and possibly using the User/Groups panel), set
permissions for LiveAdapters for RDBMS users and groups as needed. When you
install LiveAdapters FrameWork and LiveAdapters for RDBMS, two LiveServer
groups are created. Access rights for individual users can be configured by simply
creating users in LiveServer and adding those users to one of these two groups. For
information on how to do so, see Chapter 9, "Managing Users and Groups.” The two
groups are as follows:

m LiveAdapters Business Analyst. These users have access to the Business
Method Management tab.

m LiveAdapters Admin. These users have access to both the Business Method
Management tab and the Setup tab.

7. Set permissions for LiveAdapters for RDBMS topics by creating access patterns and
assigning users and groups to those patterns as described in Chapter 8, "Managing
Permissions.”

8. If you are done making changes, restart LiveServer.

KnESS Parameters

The Adapters > KnESS configuration parameters control a number of aspects of
KnowNow's Enterprise Syndication Solution (ESS). For more information on ESS, includ-
ing information on using the LiveAdapter for Microsoft Exchange and the LiveAdapter
for Sphere, see the KnowNow Enterprise Syndication Solution Administration and Devel-
oper’s Guide.

Alarm events expire
This specifies how long events that have been specified as alerts will last. The default
value is +1200 (1200 seconds after the alert was received).

Anonymous users expire after
This specifies the length of time of inactivity in an anonymous user’s topics, after which
those topics are deleted. The default value is 30d (30 days).

Database password

Password for the user who accesses the ESS Reporting database.
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Database user name

Login name of the user who accesses the ESS Reporting database.

Default database post frequency

The default value for how frequently the ESS Reporting statistics are posted to the Re-
porting database. The default value is 2 (hours). ESS Reporting needs to be enabled for
this parameter to have any effect. This value can be configured here or through the ESS
Administration console when configuring ESS Reporting.

Default page size for paging support
The default size of the items that will be fetched in one iteration. The default value is
250.

Enable Exchange Adapter

Enables the LiveAdapter for Microsoft Exchange, so that KnowNow'’s ESS can be used to
create channels that exchange information with Microsoft Exchange. The default value
is true.

Enable Moreover

Enables the ability to configure and create Moreover channels in ESS. The default value
is true. For more information on Moreover, see the KnowNow Enterprise Syndication So-
lution Administration and Developer’s Guide.

Enable Reporting Subsystem

When set to true, the ESS Reporting subsystem is enabled. The default value is false.

Enable Sphere Adapter

Enables the ability to configure and create Sphere channels in ESS. The default value is
true. For more information on Sphere, see the KnowNow Enterprise Syndication Solution
Administration and Developer’s Guide.

Exchange adapter threads per processor

This specifies the number of threads per processor for the LiveAdapter for Microsoft Ex-
change. The default value is 25.
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Exchange Adapter UDP Port for receiving updates

This specifies the port on which the LiveAdapter for Microsoft Exchange will be listen-
ing for updates from the Microsoft Exchange server. The default value is 3501.

Exchange Server Domain Name

This specifies the domain name for the Microsoft Exchange server. The default value is
KnowNow.

Exchange Server Host Name

This specifies the host name for the Microsoft Exchange server. The default value is ex-
change.knownow.com.

Exchange Server Password

This specifies the password for the Microsoft Exchange server. The user (signin account)
is specified using the Exchange Server Sign-in Account.

Exchange Server Port

This specifies the port number for the Microsoft Exchange server. The default value is
443,

Exchange Server Protocol

This specifies the protocol (HTTP or HTTPS) used by the Microsoft Exchange server. The
default value is https.

Exchange Server Public folder Base URI

This specifies the base URI for the Microsoft Exchange server’s Public folder. The default
value is /public.

Exchange Server Sign-in Account

This specifies the sign-in account (user) for the Microsoft Exchange server. The pass-
word is specified using the Exchange Server Password.
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Feed threads per processor

This specifies the number of feed threads to allow per processor. The default value is
25.

JDBC connection URL

URL to use for connecting to the ESS Reporting database. This value can also be set us-
ing the ESS Administration console when configuring ESS Reporting.

JDBC Driver name

Name of the JDBC driver for the ESS Reporting database. This value can also be set us-
ing the ESS Administration console when configuring ESS Reporting.

List Management Debug

This enables or disables debugging for summary event formation. The default value is
false.

Log Level for Exchange Adapter

This enables or disables reporting of advanced support diagnostics for the LiveAdapter
for Microsoft Exchange. The default value is false.

Log Level for LiveAdapter for Reporting

This enables or disables reporting of advanced support diagnostics for the LiveAdapter
for Reporting. The default value is false.

Log Level for LiveAdapter for RSS

This enables or disables reporting of advanced support diagnostics for the LiveAdapter
for RSS. The default value is false.

Log Level for LiveAdapter for Sphere

This enables or 