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Preface

Audience

This book, the KnowNow LiveServer Developer’s Guide, is for enterprise software devel-
opers who are creating applications that will use the KnowNow LiveServer and its Con-
nectors. It provides programming information on the LiveServer and on the various
Connectors (which manage communications between applications and the LiveServer)
so that you can customize your applications to take best advantage of the LiveServer’s
capabilities.

This book is for software developers. It is assumed that the reader possesses a general
knowledge of event-driven programming and HTTP/HTML as well as specific knowl-
edge of the programming language(s) for the Connector(s) you are interested in using.

What This Guide Covers

This book describes how you can use the features of the KnowNow LiveServer and of
the JavaScript Connector, Livelava Connector, LiveC++ Connector for Windows, Live-
ActiveX Connector, Live.NET Connector, and LivePDA Connector through their respec-
tive application programming interfaces (APIs).

This book covers fundamental LiveServer architecture and concepts and provides
guidelines for using the APIs and customizing your applications to take best advantage
of the desired Connector.

This book contains the following chapters and glossary:

m  Chapter 1, "The LiveServer’s Operations”: Gives an overview of the LiveServer's fea-
tures, architecture, terminology, and concepts.

m  Chapter 2, "Events”: Gives detailed information on LiveServer events (communica-
tions between LiveServers and applications).
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Additional Sources of Information

Chapter 3, "Web Services”: Describes how to create Web services requests using
the LiveServer as a proxy for those requests.

Chapter 4, "LiveServer Modules”: Describes the kinds of modules in the LiveServer
platform and provides an overview of the LiveServer’s application programming
interface (API), which you can use to create your own custom modules.

Chapter 5, "Common Connector Capabilities”: Provides an overview of capabilities
that most or all of the Connectors share, such as publishing and subscribing as well
as other capabilities.

Chapter 6, "Using the JavaScript Connector”: Provides information on how the Jav-
aScript-based JavaScript Connector works and discusses its API. Using this informa-
tion, you can customize your JavaScript application to use the JavaScript Connector
to perform publish, subscribe, and unsubscribe operations.

Chapter 7, "Using the Windows Connectors”: Provides information on the Windows
suite of Connectors (LiveC++ Connector for Windows, LiveActiveX Connector,
Live.NET Connector, and LivePDA Connector) and the provided Connector APIs.
Using the information in this chapter, you can customize your Windows application
to use one of the Windows Connectors to perform publish, subscribe, and unsub-
scribe operations.

Chapter 9, "Using the LiveJava Connector”: Provides information on how the Live-
Java Connector works and discusses its APl so you can best customize your Java
application to use the LiveJava Connector to perform publish, subscribe, unsub-
scribe, and request/response operations.

An index provides quick access to the information in this book.

Additional Sources of Information

Additional information can be found in the following sources. The LiveServer docu-
mentation is available by choosing links on the LiveServer’s opening screens. All
KnowNow documentation is also available at the KnowNow Web site.

XX

The KnowNow LiveServer Administration Guide provides information on installing,
configuring, and troubleshooting the LiveServer. It includes information on using
the KnowNow utilities for backing up and restoring your database files, and
includes a glossary of terms.

The KnowNow LiveServer Developer’s Guide (this book) provides information on the
LiveServer's operations, events, modules, and Connectors.

The KnowNow APIs are documented in separate HTML files that are included with
the LiveServer software package. These HTML files provide linked, hierarchical
views of the APIs, along with descriptions of the various calls and functions. Each
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Document Conventions

Connector has its own APl and APl documentation, both of which are provided
with the Connector. For information on the location of each Connector’s documen-
tation, see the specific chapter for that Connector.

A number of excellent samples are provided with the LiveServer, such as for mak-
ing Web services request, for the Java filter, and so on. These samples are located in
the LiveServer’s installation directory.

The LiveServer_release_notes.html file contains late-breaking information that
could not make it into this book.

The KnowNow LiveBrowser Developer’s Guide provides information on using the
LiveBrowser and its components.

The KnowNow Web site, http://www.knownow.com, provides additional documen-
tation and support.

Document Conventions

Preface

The following text conventions are used in this book to indicate information.

Italic Italics are used the first time a term is introduced, for the titles of books,

and for variables.

Boldface type Boldface type is used for emphasis and for the names of menu, button, and
other controls/commands, as well as for parameter names.

Code Code excerpts and command line sequences are shown in this type face.

Ellipsis . . . An ellipsis is used in code examples and syntax to indicate that

nonrelevant information is not shown.

/name/ and /name A name enclosed in slashes is a directory name. It does not necessarily

mean that the directory is at the root level; in fact, in most cases, the
directory is a subdirectory in a hierarchy. A name starting with a slash
represents a topic name; as with directories, the topic could be anywhere
in a topic hierarchy.

How To Contact KnowNow, Inc.

We welcome any comments you may have about our software products or our docu-
mentation. Our goal is to provide functional and easy-to-use products that help you
work more efficiently. For more information, contact us at

KnowNow, Inc.
997 East Arques Avenue
Sunnyvale, California 94085 USA
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Document Conventions

Phone: (408) 585-1800
Fax: (408) 585-1801

Web site: http://www.knownow.com
For technical support, or if you have comments or suggestions, contact Support at

support@knownow.com
(408) 585-1835

For sales inquiries, contact sales@knownow.com or call (408) 585-1866.
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The LiveServer’s Operations

This chapter describes the important concepts and functions of the LiveServer. This
chapter complements the introductory chapter in the KnowNow LiveServer Administra-
tion Guide, which provides a more general overview of the LiveServer’s functions. Most
of the topics introduced in this chapter are discussed in more detail in other chapters in
this book. An overview of the LiveServer's operations is presented under the following
headings:

m  “Introducing the KnowNow Architecture” on page 2

m  “Event Communication Flow” on page 7

m  “Topics and Events” on page 9

m  “Introducing Connectors” on page 15

m  “Introducing Modules” on page 20
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Introducing the KnowNow Architecture

KnowNow extends the use of HTTP and HTTPS beyond the limitations of client-initiated
transactions. KnowNow tools free you from the constraints of the Web’s normal re-
quest-response conventions and allow you to create Web-based applications that com-
municate asynchronously using messages, which are, along with all other
communications and transactions, called events.

@] Note: All communications between applications and the LiveServer are called
events. For more information on events, see Chapter 2, "Events.”.

Events can be initiated by either the client or server. By publishing events, applications
can pass along information to any interested client application as soon as it becomes
available. By subscribing to events, client applications can obtain the information of in-
terest as soon as it is available. These actions are all moderated by the LiveServer, which
acts as a central routing hub for all communications between applications. With a
LiveServer in the mix, any application can exchange data with any other application.
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The ability to publish and subscribe does not require you to adopt new, proprietary
protocols, nor do does it require you to commit to a specific technology. With
KnowNow, you can integrate dynamic data sources directly with your applications
(which can be, for example, Excel spreadsheets, Java-based programs, and Web-en-
abled enterprise solutions) without downloading additional Java or ActiveX plug-ins.

Figure 1-1. The KnowNow architecture.

KnowNow LiveServer / i }

In addition, the LiveServer supports Web services requests, so you can create SOAP,
WSDL, and REST requests.

Key LiveServer Concepts

The KnowNow LiveServer enables application-to-application communication across
the Internet by providing real-time event subscription and publication services. Each
LiveServer routes events from publishers to subscribers. A LiveServer can send and re-
ceive events from any application to many applications, including Web browsers, in real
time, anywhere on the Internet. The LiveServer is reliable, secure, easily managed, and
highly scalable. The LiveServer can coexist with your existing application servers, data-
bases, and enterprise application integration (EAI) solutions.
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The key concepts for a LiveServer are as follows:

The communication flow, as described under “Event Communication Flow” on
page 7.

Topics and routes. Topics are the means by which the LiveServer organizes and
manages events. Routes are the means by which the LiveServer sends and receives
events. Topics and routes are described under “Topics and Events” on page 9.

Connectors, which are code components that manage communications between
your application and a LiveServer. Connectors are briefly described in “Connector
Operations” on page 16. In addition, each language-specific Connector has its own
chapter in this book, with the exception of the LiveSheet Connector, which is
described in the KnowNow LiveSheet for Excel® User’s Guide (which is shipped in elec-
tronic form with the LiveSheet Connector).

Modules, which come in various flavors and are used for a variety of tasks. The
LiveServer has certain core and helper modules it uses, and you can in addition
write your own custom modules to perform security tasks as well to perform as
topic and route filtering. Modules are briefly introduced under “Introducing Mod-
ules” on page 20, and are discussed in more detail in Chapter 4, “LiveServer Mod-
ules”

At a very high level, the actions of the KnowNow platform boil down to this: The
LiveServer communicates with Connectors, which in turn communicate with your ap-
plication. Your application then communicates with the Connector, sending and receiv-
ing events through it to other applications. The LiveServer receives events from
publishing applications and routes them to the subscribing applications that are inter-
ested in receiving those events.

Note: It is possible to have more than one LiveServer in a system; in fact,
LiveServers can be used in clusters, as described in the KnowNow LiveServer
Administration Guide.
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Session Management

LiveServer provides a set of authentication policies for the Flat Files and LDAP permis-
sions systems. Selection of these policies is controlled through the Authentication
policy parameter using the KnowNow System Administration console as described in
the KnowNow LiveServer Administration Guide. For information on Connector APl sup-
port for session management, see “Session Management” on page 139.

LiveServer's authentication policies direct LiveServer to use particular configurations of
two components: knperm and knsession. For policies that are based only on HTTP Basic
authentication (policy 1, which requires HTTP credentials, or policy 4, which allows
anonymous access), the session module is not enabled at all. For other policies, the
knsession AOLServer module is added into LiveServer’s configuration. KnSession is a
framework for handling cookie-based authentication of HTTP requests.

Policies 2, 3, 5, and 6 invoke the knsession module. Policies 2, 3, and 5 also then config-
ure a particular module that fits into the KnSession framework (knlogin) to handle par-
ticular authentication policies where the cookies and sessions are entirely maintained
by LiveServer. Policy 6 is reserved for invoking other KnSession-based modules that in-
tegrate with other authentication systems.

KnSession always “ignores” HTTP requests that have HTTP Basic authentication, allow-
ing KnPerm (and the core AOLServer) to handle those. This provides easy compatibility
for existing Connector-based components; they need not be re-coded to use the ses-
sion login capability just because it’s turned on. Also, KnSession assumes that login
form handling is only possible in a browser, so if the User-Agent HTTP header value can-
not be recognized as a browser, KnSession acts just like policy 1: HTTP Basic Required).

The knlogin plugin to knsession provides for policies 2, 3, and 5. Policies 2, 3, and 5 im-
plement various kinds of authentication requirements. All of them use a login form to
present requests for credentials; the difference is in when that form is required and
whether anonymous access is allowed. For policy 2 (which requires credentials and
does not allow anonymous access), all browser sessions must be authenticated, and the
form does not provide for an anonymous option. For policy 3 (which requires a login
but allows anonymous access), the same form is presented at the same times as in pol-
icy 2, but a checkbox allowing anonymous logins is presented.

Policy 5 (which allows anonymous sessions by default, but also allows for providing lo-
gin credentials for certain pages) is a “session-based” version of Policy 4. In this case, a
session is automatically provided when the user goes to the LiveServer pages (no cre-
dentials or login form is required). However, when a user accesses a privileged page,
they are redirected to a login form.
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In all these cases, the login active page is deployed at the URL “/login/login” and the lo-
gout (remove session) page is deployed at URL “/login/logout”. It is possible to custom-
ize the login page to match your application’s style; see
“runtime/pages/login/login.adp” for an example. The login page URL can be configured
in the KnowNow System Administration console; for additional information, see the
KnowNow LiveServer Administration Guide.

Policy 6 (custom session management) is provided for development teams that need to
integrate with external cookie-based authentication systems. We highly recommend
contacting KnowNow customer support for this sort of integration. It's easy, but we
have not completed formal documentation of this sort of work.
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Event Communication Flow

With KnowNow in the picture, the communication model stripped to its most essential
components is like this:

m  Onthe publish side, information flows over an HTTP router into the LiveServer. This
information can consist of commands that affect topics, though it can also consist
of other kinds of information, such as status messages or data.

m  On the subscribe side, client applications send a subscription request asking to be
notified whenever anything happens in relation to one or more specific topics. The
subscription request establishes a journal (a special kind of topic) for that sub-
scriber. Each subscriber has only one journal. (The Connector sets up the journal.)

m  The LiveServer creates routes between the topic and the subscriber’s journal and
between the topic and the publisher’s journal. There is one route per subscriber.

The way in which these communications are shared is through the LiveServer and its
language-specific Connectors. The KnowNow LiveServer provides easily managed,
scalable, real-time, publish-subscribe event notification across the Internet. LiveServers
run as server daemons on the same machines as your Web servers or application serv-
ers, or alongside them on separate host machines. The LiveServer uses HTTP or HTTPS
and the related Web standards for all operations. You can use more than one LiveServer
on more than one machine, and you can also cluster LiveServers to act in concert.

In the KnowNow architecture, all communications between Connectors, a LiveServer,
and your application are called events, and the processes by which events are shared
are called publishing and subscribing. Connectors, which are specific to particular pro-
gramming languages, are the intermediaries between your applications and the
LiveServer. (Although they don’t need to be; there are some things that can be done
without Connectors, but life is much easier with them.) When you create your applica-
tion, you use the KnowNow application programming interface for your chosen lan-
guage to have your application communicate with the appropriate Connector, which
will in turn communicate with the LiveServer. If you already have an application, you
can customize it so that it can communicate with the correct Connector

Connectors are introduced in more detail under “Introducing Connectors” on page 15,
and are discussed in depth in the chapters on the individual Connectors.

In order to handle events, the LiveServer uses organizational items called topics to sort
and share events. Topics are discussed in more detail under “Topics and Events” on
page 9.

The LiveServer also supports request/response for those Connectors that support it. For
information on request/response, see “Request/response” on page 148.
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The LiveServer itself comes with a set of API calls for creating modules for managing
topics and routes and for managing authentication and authorization. For more on
modules and the LiveServer API, see Chapter 4, "LiveServer Modules.”’
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Topics and Events

With KnowNow products, you can create applications that communicate asynchro-
nously using events. Events are simply messages sent by an application through a Con-
nector to a LiveServer. (The process of sending those events is called publishing.) The
LiveServer then forwards the event (also through a Connector) to one or more other
applications that have subscribed to the event. An event could be used to:

m  Trigger an update in the current prices in a stock portfolio display.

m  Re-calculate an online customer’s total purchase price when an item is added or a
quantity is changed.

m Indicate a change in traffic on a set of Web servers.
m  Update a chat window with the latest message.
m  Andsoon.

Any data your application controls could be considered an event that can be shared
with other applications or with itself.

Events have an identification string, timestamp, an expiration timestamp, metadata
headers, and a content payload. The data contained in the event payload can be in any
format.

Topic-based Event Routing

An event sent by an authorized client to a LiveServer for publishing is always associated
with a topic. Topics are the way in which the LiveServer organizes the events it receives
for publishing. Topics are stored in the form of directories on the LiveServer host ma-
chine and are managed by the LiveServer.

Any client application that is connected to a LiveServer can act as an event publisher, a
topic subscriber, or both. Topics themselves can also subscribe to other topics, which
allows you to construct interconnected topic groups and distribute one event into
many topics or combine events from multiple topics into a single event stream.

Consider the hypothetical topic tree shown below, which uses topics to organize
events for stock quotes. Starting at the bottom of the tree, a separate topic is created
for each stock; in this example, the topics are being created to handle price information
events.

Example 1-1. Stock exchange topics.

/StockExchange
/BMEX
/AMC
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/BerkHBcp

/DAX
/BDSGF
/SI

/NASDAQ
/ATI
/BHA

/NYSE
/AET
/BA

10

At the next level up, the AMEX topic represents an individual stock exchange and sub-
scribes to all topics representing stock traded on the AMEX exchange. The other topics
at the same level (DAX, NASDAQ, and so on) perform the same kinds of tasks as the
AMEX topic does.

Finally, the StockExchange topic subscribes to all the stock exchange topics.

A client application that is interested in the information contained in these topics could
do any of the following tasks:

m  Subscribe to events for an individual stock to receive price information only for that
stock.

m  Subscribe to all events for a particular stock exchange and receive events for all
stocks to which that exchange has subscribed.

m  Subscribe to the StockExchange topic and receive price information on all stocks.
This is just one way in which topics can be used. The way in which topics are organized

and in which they subscribe to other topics will vary according to what is most useful
for the information.

Types of Topics

When your application publishes an event, it always specifies a topic to which that
event is to be published. A topic defines how an event is to be routed to all the sub-
scribers to that topic. A route can point to another topic or to a generic listener.

Topics fall into three basic categories:
m  Topics
m  Meta-Topics
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m  Journals

Topics

In a route topology, topics are the primary nodes to which data is posted. Topics orga-
nize events. Events are published to topics; applications then subscribe to those topics
to receive those events (and can also unsubscribe from topics as well). Topics can have
meta-topics that are used to store information relevant to the topic, such as hierarchy
and routing data. Topic names start with a forward slash; they can also be called a path.
Topics are stored in the LiveServer under a directory called /kn, and are usually speci-
fied relative to the /kn directory. Topics can be nested just like directories. For example,
/sales could be a topic directly under /kn, and /northwest could be a topic under /sales,
and /forestry could be a topic under /northwest, so the topic name for /forestry would
be specified like this: /sales/northwest/forestry.

Meta-Topics

Meta-topics provide a unique feature of introspection to the LiveServer, meaning that
you can use them to understand what the structure and behavior of a topic. Each topic
has a set of meta-topics named .../kn_subtopics and .../kn_routes. The meta-topic
/kn_subtopics stores events that represent the topic’s children (that is, a topic’s subtop-
ics); /kn_routes stores events that represent the routes out of a topic. Meta-topics are
created only as needed. You should never post (notify) to meta-topics; the protocol
used by LiveServer does not define the operation of such notifications.

An application can subscribe to a topic’s meta-topics in the same way it subscribes to
any other topic, with similar results. For instance, if an application subscribes to /topic-
name/kn_subtopics, it will be notified every time subtopics are added to or deleted
from that topic. The same is true for routes; if an application subscribes to a topics /top-
icname/kn_routes meta-topic, it will receive events every time a route is added or re-
moved from that topic.

You can also physically view the directory hierarchy to see what is in /kn_topics and
/kn_routes by using theKnowNow System Administration console, whose use is de-
scribed in the KnowNow LiveServer Administration Guide.

Journals

A journal is a special kind of topic that provides connections to a client over special
routes called tunnel routes. You can think of a journal as a session. A journal topic is in
essence a URL that is accessible on the Internet. Connectors use the journal topic to
communicate between the LiveServer and an application that cannot otherwise re-
ceive a POST from the LiveServer.
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12

Only journals are allowed to have tunnel routes. The names of journals must end with
/kn_journal. As with other topics, journals can have meta-topics as well. Events for tun-
nel routes are created in the /kn_routes meta-topic of the journal, but can be used for
introspection purposes only. For instance, you may subscribe to a journal’s /kn_routes
meta-topic to monitor the events that are generated when a client connects to or dis-
connects from the LiveServer over a persistent connection. However, you would not be
able to modify those events or affect the behavior of the tunnel routes in any way.

Journals know how to multiplex events from many topics so the Connectors can de-
multiplex them on the other end. Journals are normal topics without duplicate squash-
ing or event updating. The advantage of journals is that clients can subscribe to a single
topic using a single HTTP session and all events destined for that subscriber are deliv-
ered over the one tunnel route.

Most KnowNow applications organize the names of individuals’ journals by using a
convention in the /kn/who topic. The first level of this convention names the individual;
for example, /kn/who/person. Then, all of that person’s sessions (journals) are orga-
nized under that topic’s s subtopic. Each session (journal) is named with a random
number, to support multiple simultaneous sessions by that user.

/kn/who/person/s/9390810457/kn_journal

Tunnel Routes

Tunnel routes are smart routes from the LiveServer to clients (Connectors and stand-
alone HTTP applications). Tunnel routes use persistent connections to send events to
desktops and applications while maintaining the policies of Internet administrators for
their firewalls, network address translators (NATs), and Web proxies. Tunnel routes al-
ways have an endpoint, which is a journal; therefore, they are only allowed for journals.

LiveServer messages sent over tunnel routes come in two flavors:

m JavaScript, encoded as js. This format is used over a tunnel route to pass events to a
JavaScript Connector that is running in a browser.

m  Simple, encoded as simple. This format is used by all other types of Connectors.

Both tunnel route formats send keepalives occasionally to maintain their persistent
connections with the LiveServer. All tunnels and routes have an owner as specified in
kn_owner. By setting the kn_expires header, a client can request that the LiveServer
close a tunnel route at a certain time. For more on tunnel route formats, see “Tunnel
Route Formats” on page 39. For more on event headers, see “Using Event Headers” on
page 33. For more on managing any kind of route, see “Command Classes” on page 45
and “Route Filter Modules” on page 100.

All tunnel routes support flushing, as described under “kn_response_flush” on page 73.
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Managing Topics

Whatever the type of topic you are creating, you will need to create and name it, refer-
ence it, and possibly write modules to perform certain actions on topics and routes.

Creating Topics

Your application can create a topic by simply referencing the topic in a request to the
LiveServer. In other words, if the LiveServer receives a publish command that asks the
LiveServer to publish an event to a topic, and that topic does not exist, the LiveServer
creates that topic, then publishes the event to it.

Setting Topic Properties

Topics have properties, such as an expiration time. You can set properties for topics by
either using the KnowNow System Administration console or by using the do_methods
and kn_ headers that are related to topics. Information on using the KnowNow System
Administration console is in the KnowNow LiveServer Administration Guide; information
on the do_methods and kn_ headers is in Chapter 2, “"Events.” In particular, see
“set_topic_property” on page 54.

Referencing Topics

A topic is identified by a uniform resource identifier (URI); for example:
/chat/technology/xml

To avoid naming conflicts, the topic name should start with a domain name; for exam-
ple,

/knownow.com/chat/technology/xml

A topic name can contain Roman letters, digits, slashes, underscores, dashes, periods,
and non-ASClIl characters.

Managing Topics with Modules

To manage topics and their routes, or to manage authentication/authorization, you can
write modules. Modules are blocks of code, written using the LiveServer API, that per-
form specific actions; in the case of topic and route modules, which are called filter
modaules, they perform specific actions on topics or routes based on events. All mod-
ules are loaded into the LiveServer using the KnowNow System Administration console.
Once loaded, filter modules can be attached to a topic or route as described under “Fil-
ter Modules” on page 99; security modules normally manage the entire LiveServer in-
stallation.

Chapter 1:The LiveServer’s Operations 13
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Topic Space

Figure 1-2 is a UML (unified modeling language) diagram illustrating how the
LiveServer thinks of topic space objects.

Figure 1-2. Implementation of topics.
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Introducing Connectors

KnowNow Connectors make it possible for your applications to easily communicate
with the LiveServer, giving you a convenient way to publish, subscribe, and unsub-
scribe using your native application environment. Each Connector is shipped with lan-
guage-specific application programming interfaces (APIs). A Connector may also
include wrappers for specific application needs. All the Connector APIs include all com-
ponents needed for managing the publish, subscribe, and unsubscribe operations, as
well as offline queuing, transport, status handlers, and other capabilities.

Connectors are employed in situations where it is less than ideal to send or receive
HTTP POSTs, such as when

m  HTTP/1.1 implementation is not conveniently accessible in the integration environ-
ment.

m  The LiveServer needs to be connected to from behind a Network Address Transla-
tion (NAT) router, a firewall, or other network configuration that won't allow
inbound HTTP connections.

m  You wish to take advantage of a simple APl instead of writing to the HTTP API.

Figure 1-3. Connector architecture.
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With the exception of the LiveSheet Connector, which is documented in the KnowNow
LiveSheet for Excel® User’s Guide, each KnowNow Connector has its own chapter in this
book, as well as separate APl documentation in HTML format. (For a description of the
capabilities that are common to all Connectors, see Chapter 5, “Common Connector
Capabilities.”) The language-specific chapters provide information for interfacing with
that type of Connector, and also provide an overview of the important components of
each Connector’s APl. The APl documentation documents each call in each Connector’s
API. Using the information in this book and in the separate APl documentation, you can
customize your application to communicate more readily with the desired Connector.

For example, if your application is a Java application, you could use the KnowNow Java
API to customize your application. You could also read the chapter on common Con-
nector capabilities as well as the chapter on the LiveJava Connector in order to under-
stand how the LiveJava Connector works and how to use the KnowNow Java API to
customize your application. You could refer to the separate APl documentation for de-
tailed information on each call that you are interested in using.

Connector Operations

The LiveServer communicates with Connectors, which in turn communicate with your
application. Your application also communicates with the Connector, sending and re-
ceiving events through it to other applications. As described under “The KnowNow
Connectors” on page 17, there is a Connector for each of the supported languages. In
order to use a Connector and its capabilities, you would normally use the appropriate
Connector API to customize your application.

The supported languages are JavaScript, Java, C, and C++, as well as COM, ActiveX, and
.NET for Windows. Later chapters in this book describe Connectors at the language-
specific level, including providing an overview of the capabilities of the APIs that are
available for each language.

Connectors perform the following major operations:

m  They manage publish, subscribe, and unsubscribe requests.

m  They perform operations based on the results of status events relating to connec-
tion status and the status of publish, subscribe, and unsubscribe events.

m  Optionally, they can manage offline queuing, either automatically by enabling
offline queuing, or with more custom control using additional calls that support
offline queuing. Offline queuing stores events while the connection to the
LiveServer is down, then automatically sends those events to the LiveServer when
the connection is re-established.

m  Some Connectors have additional capabilities, such as request/response.
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Connector Features

Connectors offer capability, flexibility, and compatibility in the following ways:

m  Connectors provide application programming interfaces (APIs) for JavaScript,
Java™, C, C++, ActiveX, .NET, and the Pocket PC, giving you a convenient and easy
way to publish, subscribe, and unsubscribe using your native application environ-
ment.

m  Connectors enable your application(s) to exchange data with other applications
through a LiveServer.

m  Connectors connect to a LiveServer using HTTP or HTTPS, so they can communi-
cate across existing firewalls without requiring re-configuration.

A Connector toolkit of components is available that simplifies integration with com-
monly used applications, developer environments, and legacy browsers.

The KnowNow Connectors

The KnowNow Connectors are as follows:

m “KnowNow JavaScript Connector” on page 18
m “KnowNow Windows Connector Suite” on page 18
m  “KnowNow Livelava Connector” on page 19

Each Connector has a language-specific application programming interface with which
you create one or more instances of the Connector within your application. The Con-
nector APIs provide a full set of functions for managing publish, subscribe, and unsub-
scribe operations, as well as offline queueing and status handling.

No matter what the language, each individual Connector communicates with only one
LiveServer; therefore, if your application needs to communicate with more than one
LiveServer, you will need to create an additional Connector for each additional
LiveServer.

Supported Compilers

For customizing your applications with a KnowNow Connector using the Connector
APIs, the following compilers are supported:

m  Microsoft Visual C++ Version 6 for Windows NT 4.0, Windows 2000, and Windows
XP

m  Sun WorkShop 6 Update 1 on Solaris™
m  Java JDK 1.3.1 and later

Chapter 1:The LiveServer’s Operations 17
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m  GNU C/C++ compiler

Additional supported tools and platforms may be discussed in the specific Connector
chapter.

KnowNow JavaScript Connector

The KnowNow JavaScript Connector enables an application running in a Web browser
to communicate with the LiveServer. It includes an ActiveX shim. The JavaScript Con-
nector is installed when you install the LiveServer (as described in the KnowNow
LiveServer Administration Guide). The KnowNow JavaScript Connector is described in
detail in Chapter 6.

KnowNow Windows Connector Suite

The LiveServer has available a suite of Connectors that work on the Windows platform.
The Connectors in this suite make it possible for any Windows application to send and
receive KnowNow events. The APIs for the suite of Windows Connectors include sup-
port for C++ as well as for the Windows-specific COM, ActiveX, and .NET interfaces, and
the Pocket PC. In order for your Windows applications to best and most easily use the
capabilities of the LiveServer, you have a choice of using any of the following Connec-
tors:

m LiveC++ Connector for Windows
m LiveActiveX Connector

m  Live.NET Connector

m  LivePDA Connector

Which Connector you use depends on what language your application is written in.
Each of these Connectors performs the same kinds of functions. In addition, the
Live.NET Connector offers WinForm and ASP.NET components. Application program-
ming interfaces (APIls) support a wide range of tools and Windows platforms.

Three APIs (C++, COM/ActiveX, and .NET) offer language-specific functions for modify-
ing or creating your applications to take advantage of the capabilities of the desired
Connector. By using the APIs, your application can make the proper calls to the Con-
nector and properly receive information from the Connector.

The LiveC++ Connector API is written in C++; the Live.NET Connector APl is written in
.NET. The remaining APIs (Com/ActiveX) are wrappers around the LiveC++ Connector
core. Each API shares the same names for objects, functions, and calls, making it easy to
move from using one API to another, and are threadsafe.
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The Windows suite of Connectors is described in detail in Chapter 7, "Using the Win-
dows Connectors” and Chapter 8, “Using the Live.NET and LivePDA Connectors.”

KnowNow LiveJava Connector

The KnowNow LiveJava Connector is supported on Java 1.3.1 virtual machines. It can
be used to connect Java applications with each other and the LiveServer. The LiveJava
Connector’s native code wrappers are available on Solaris™, Linux, and Windows as

shared libraries. The LiveJava Connector is described in detail in Chapter 9, "Using the
LiveJava Connector.”
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Although the LiveServer itself is provided by KnowNow, and you may not need to do
anything with it in order to use it, you can customize the LiveServer by creating and
loading modules to perform specific functions, such as topic and route management
and authentication, authorization, and other security features. The LiveServer uses core
modules that are already provided for your use. Some of these modules can be re-
placed with your own custom versions; others must be used as they are shipped from
KnowNow. All modules are configured using the KnowNow System Administration
console. To create these modules, use the LiveServer APIs. Modules and the module API
are described in Chapter 4, "LiveServer Modules.”
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Events

All communications between applications and the LiveServer are called events. Events
contain certain specific types of information in special formats. This chapter describes
the LiveServer's events and event headers under the following headings:

m  “Publish and Subscribe Operations and Events” on page 22
m  “The Anatomy of an Event: Headers” on page 25

m  “Event Size” on page 27

m  “Using Event Headers” on page 33

m  “Duplicate Event Squashing” on page 35

m  “Using the HTTP Interface” on page 36

m  “Tunnel Route Formats” on page 39

m  “An Overview of do_method Commands” on page 44
m  “do_method Command Reference” on page 49

m  “An Overview of kn_and Other Headers” on page 56
m  “kn_Header Reference” on page 62

m  “Detecting Presence or Deletions” on page 83
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Publish and Subscribe Operations and Events

When a publishing application sends events to a topic in the LiveServer, the LiveServer
places that information in the correct topic and routes it out to the interested sub-
scriber client applications as illustrated in Figure 2-1.

Figure 2-1. The KnowNow publish and subscribe communication flow.
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There is more to this model, though. Each piece of information that comes into the
LiveServer either contains or does not contain what is called the URL root. The URL root
is simply a part of the HTTP command that, when present, is a flag to the LiveServer tell-
ing it to handle that information as a LiveServer request. If the information flowing into
the LiveServer does not contain the URL root, the information is handled by the
LiveServer as a normal HTTP request, just as any Web server might.

The LiveServer's URL roots is /kn. In the following HTTP request, the first part indicates
the protocol, an IP address, machine name, or domain name, and the port. The next
section, the section that is composed of /kn?, uses one of the LiveServer’s URL roots. Ev-
erything after the URL root comprises LiveServer commands.

http://localhost:8000/kn?do_method=add notify;kn payload=payload;myheader=stuff

22

To break this command down into its component parts,

m  The first part, http://localhost:8000, is the protocol, machine name, and port.

m  The second part, /kn?, is the LiveServer’s URL root, with a question mark indicating
that one or more commands follow.

m  The third part, do_method=add_notify;kn_payload=payload;myheader=stuff,
is a set of commands being sent to the LiveServer.
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Sending Commands to the LiveServer

The LiveServer receives commands in headers, which are header names paired with a
value (in the format header_name=value; for example, do_method=add_notify or
kn_to=/mytopic). The order in which headers are sent does not matter. Headers are de-
scribed in more detail under “Using Event Headers” on page 33.

With the concept of the URL root, a somewhat more complete look at the LiveServer
would include the fact that it is sending and receiving information depending on what
type of information it is. An incoming URL (request) is handled either by a Web browser
or by a Connector according to these rules:

m If therequest is handled by a browser, the browser converts the URL to the needed
HTTP GET/POST syntax and sends it on to the LiveServer.

m If the request is handled by a Connector, the Connector takes the URL and calls
whatever is needed, such as the publish command, then converts the URL to HTTP
protocol and sends it on to the LiveServer.

Figure 2-2 illustrates how a URL is treated depending on whether it has a URL root or
not. Once the request arrives at the LiveServer, the LiveServer examines it to see if it
contains a URL root.

m [f the URL does not contain a URL root, it is handled as a normal URL/Web request.

m [fit does contain a URL root, the LiveServer further manages the traffic (the event),
either directly as a publish, subscribe, or unsubscribe request, or by handing off the
event to one of the modules that you have created and loaded into the LiveServer.
If you have loaded in a security module, the LiveServer first hands off the event to
the security module to authorize and authenticate the requestor before the
LiveServer processes the request.
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In either case, the outgoing response traffic can be one of the normal HTTP status
codes (such as 200, 401, or 404). For example, if the incoming traffic was a request to
delete a topic, and the topic does not exist, the outgoing status code would be a 404,
indicating that the topic doesn't exist, along with, possibly, an explanatory message.
For further information on status events, see “Status Event Headers” on page 60.

Figure 2-2. The LiveServer’s activities.
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The Anatomy of an Event: Headers

Each event processed by the LiveServer contains a set of one or more headers. As ex-
plained under “The URL Root” on page 22, these headers are preceded by a URL root
that tells the LiveServer to process it specially.

Headers are the core of events. They carry commands and information to the
LiveServer. Each header consists of a name and a value, using the syntax name=value.
Many of these headers, such as the do_method commands, are provided by KnowNow
for your use. In the case of the do_method command used in the example under “The
URL Root” on page 22, the name part of the header is do_method, and the value part
of the header is add_notify. Each name and value is a string of Unicode or UCS charac-
ters (including reserved characters and characters not yet allocated) and can be of any
length. The order in which headers appear within an event is not preserved; therefore,
event headers can appear in any order within an event. Each header must have a
unique name.

KnowNow recommends that headers follow the naming and meaning of HTTP headers
when appropriate, using kn_payload for message bodies. For example, a property
named “content-type” whose value is “text/plain” would indicate, to a receiver, that the
kn_payload property is a text string.

However, since header names are case-sensitive, we recommend using lowercase
equivalents of the analogous HTTP header names.

A sample event might include the headers and values shown in Table 2-1. (If you are
viewing this documentation in a Web browser, the Greek and Japanese words in the
Value column and in the discussion of this example should appear as Greek letters and
Japanese katakana respectively. If they do not, you may need to add language support
to your browser.)

Table 2-1. A sample event.

Header Name Value

header1 valuel

kn_payload This is the kn_payload.LFThis is Greek: xocpue
header2 SPvalue2LFJapanese: Y/

headerLFthree isNULlong 1

kn_id 979273892_861_2249
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Any characters that are not alphanumeric should be escaped with the percent symbol
(%) and two hexadecimal digits containing the byte value of the character.

Some parts of the example in Table 2-1 include characters with special meanings:

m  LF. The linefeed character (character 10, U+000A).
m  NUL. A null character (character 0, U+0000).
m  SP.The literal space character (character 32, U+0020).

m  Kooe. The Greek word kosme in Greek characters (a five-character string,
U+03BA,U+1F79,U+03C3,U+03BC,U+03B5).

m Y The Japanese word chyatto (“chat”) in katakana characters (a four-character
string, U+30C1,U+30E3,U+30C3,U+30C8).

These headers would look like the following in a command (normally, these would ap-
pear in a single line, but here they are broken out into separate lines for clarity; note
how commands are separated by semicolons):

headerl="valuel”;

kn_payload="This is the kn payload.LFThis is Greek: xoocue”;
header2="SPvalue2LFJapanese: +V/h";

headerLFthree is NULlong="1";

kn_1d="979273892 861 2249"

The headers beginning with kn_ are KnowNow headers; the others are custom headers
that you might create. The KnowNow headers are described in greater detail under “Us-
ing Event Headers” on page 33.
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Event Size

This section addresses the question of the size of the KnowNow message (event), in-
cluding the HTTP header, on the Internet of an event with an empty kn_payload., as-
suming that it is for only the required KnowNow header properties.

The discussion considers both the request and response sides of a typical HTTP transac-
tion with a LiveServer.

Request Side
On the publication side, the shortest publication request seems to be a 26-byte
HTTP/0.9 GET request:
GET /kn?do_method=notify

On the subscription side, the shortest tunnel route request is an HTTP/0.9 GET request,
which is 20 bytes:

GET /kn/kn_journal

Also on the subscription side, the shortest static route request is an HTTP/0.9 GET re-
quest, which is 27 bytes:

GET /kn?kn_to=/kn journal

Upgrading the request to HTTP/1.0 adds another nine bytes for the space HTTP/1.0 ver-
sion in the request line.

To get around URL length limitations, Connectors often send their requests using the
HTTP/1.0+ POST method, such as this 37-byte notification:

POST /kn HTTP/1.0
Content-Length: 0

Upgrading the request to HTTP/1.1 adds a Host: HTTP header with the host name of the
LiveServer; this adds at least nine bytes, plus the length of the host name.

Using a longer topic name increases the request size by the length of the topic name.

Including headers and values in a request increases the request size proportional to the
length of headers and values, with the exact length being data-dependent (varying
from one to three times the number of bytes, depending on the particular byte values).
There is also a small overhead per header (one byte per header-value pair for the equals
sign (=) separating the name from the value, plus one byte for all but the first header-
value pair to account for the semicolon (;) or ampersand (&) separating it from the pre-
vious header-value pair).
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Nesting requests inside larger “batched” requests adds additional overhead, since each
batched request is encoded individually (as above), and then the encoded request is
further encoded as the value of a kn_batch header.

As an example, consider an event with an 11-byte payload string of
one+one=two

and an expiration time 30 seconds into the future (“+30"). One encoded form of that
event might be the 42-byte string

kn payload=one%2bone%3dtwo;kn expires=%2b3
A simple notification using that event might be an 80-byte POST request:

POST /kn HTTP/1.0
Content-Length: 42
kn payload=one%2bone%3dtwo;kn expires=%2b3

If we encapsulate this inside a one-item “batched” request, we must add an explicit
do_method header with the value notify. The encoded batched request might be the
100-byte string

do_method=batch;kn batch=do method%3Dnotify%3Bkn payload%3Done%252bone%253dtwo%3B
kn expires%3D%252b3

An HTTP/1.0 POST request containing that batch might be 139 bytes:

POST /kn HTTP/1.0

Content-Length: 100

do_method=batch;kn batch=do method%3Dnotify%3Bkn payload%3Done%252bone%253dtwo%3B
kn expires%3D%252b3

Response Side

The JavaScript-formatted response to a fairly typical publish request is 729 bytes:

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf-8
Expires: Thu, 01 Jan 1970 00:00:00 GMT
MIME-Version: 1.0

Date: Wed, 14 May 2003 20:41:43 GMT
Server: KnowNow LiveServer/1.8.0.34
Content-Type: text/html; charset=utf-8
Content-Length: 465

Connection: close

<html><head><title>200 Notified.</title>
<script> <!--

/] -->
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</scripts>
</head>
<body>

Event Size

<h1>200 Notified.</hl><!----><script type="text/javascript"s><!--
if (parent.kn_sendCallback) parent.kn sendCallback ({elements: [

{

name
value

b

name
value

name
value

name
value

}

1}, window) ;

/] -->

</scripts><!--

-->

</body></html>

"status",
"200 Notified."

"kn idn ,
"754773BB-2690-48E9-A69C-1B09A6A6B876"

"kn time t",
"1052944716"

"kn payload",

nn

If the easier-to-parse simple response format is requested (by adding the
kn_response_format header with the value simple to the original request), the re-
sponse is only 379 bytes:

HTTP/1.0 200 OK
Content-Type: text/plain; charset=utf-8

Expires: Thu,
MIME-Version:

01 Jan 1970 00:00:00 GMT
1.0

Date: Wed, 14 May 2003 20:43:56 GMT
Server: KnowNow LiveServer/1.8.0.34
Content-Type: text/plain; charset=utf-8
Content-Length: 113

Connection: close

91

kn_id: 6FE36D2F-3A39-4A39-A496-152650A78B7A
kn_time_t: 1052945036
status: 200=20Notified.

For tunnel routes, the response is not fixed-size; instead, the response starts with status
event, such as this 898-byte JavaScript-formatted response:

HTTP/1.0 200 Watching Topic.
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Connection: close
Pragma: No-cache
Content-Type: text/html; charset=utf-8

<html><head><title>200 Watching Topic.</title>

<scripts><!--

/] -=>

</scripts>

</head>

<body onload="if (parent.kn tunnelLoadCallback)

parent.kn tunnelLoadCallback (window) ">

<h1>200 Watching Topic.</hl><!--

--><script type="text/javascript"s<!--

if (parent.kn heartbeatCallback)parent.kn heartbeatCallback(30,self);
/] -->

</script><!--

--><script type="text/javascript"s<!--

if (parent.kn_sendCallback) parent.kn sendCallback ({elements: [

{

name : "status",

value : "200 Watching topic."

name : "journal",

value : "/kn/kn journal"

name : "kn journal reconnect scheme",
value : "kn_history since_event_id"
name : "kn id",

value : "82CC5576-5218-4CE5-AA1F-4AEBAOCD3E62"

name : "kn time t",
value : "1052945979"

name : "kn payload",

value : ""
}
1}, window) ;
/] -=>
</script><!--

... or this 299-byte simple-formatted response:

HTTP/1.0 200 Watching Topic.
Connection: close
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Pragma: No-cache
Content-Type: text/plain; charset=utf-8

172

kn id: OD7FA6B2-CFDE-4F93-8B40-3D1BDF31260B

kn_time_t: 1052946087

status: 200=20Watching=20topic.

journal: /kn/kn_journal

kn journal reconnect scheme: kn history since event id

An event notification in JavaScript format might look like this 559-byte packet:

--><script type="text/javascript"s><!--
if (parent.kn_sendCallback) parent.kn sendCallback ({elements: [

{

name : "kn history since event id",
value : "6"

}r
name : "kn route location",

value : "/kn/B15FA952-CA2F-46B8-BOAF-2AC1583C9CBA"

name : "kn route id",
value : "B15FA952-CA2F-46B8-BOAF-2AC1583C9CBA"

name : "kn routed from",
value : "http://sales.knownow.com/kn"
name : "kn id",

value : "0C6873CB-21A9-4A60-9447-DSA9CTFODCA4"

name : "kn time t",
value : "1052946330"

name : "kn payload",

value : ""
}
1}, window) ;
/] -->
</script><!--

... or this 268-byte packet (simple-formatted):

246
kn_route_location: /kn/9B17F7E3-231E-4630-A711-A3599159ACFD
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kn_route_id: 9B17F7E3-231E-4630-A711-A3599159ACFD
kn routed from: http=3A//sales.knownow.com/kn
kn_id: E53EFDD1-7544-4617-9499-524ED72F95EB

kn time t: 1052946194

kn_history since_event_id: 1

In JavaScript format, an event packet not immediately followed by another event
packet is flushed by a trailing block of 8192 zero (NUL) bytes.

There is no equivalent for simple-formatted tunnels.

Periodically, an otherwise-idle JavaScript-formatted tunnel receives a “heartbeat”
string such as the following 129 bytes:

--><script type="text/javascript"s<!--
if (parent.kn heartbeatCallback)parent.kn heartbeatCallback(30,self);
/] ==

</script><!--
In a simple-formatted tunnel, the “heartbeat” string is a single space byte.

Responses to HTTP/0.9 requests eliminate the overhead of the response headers; the
LiveServer does not respond using HTTP/1.1. Since HTTP/0.9 support is not fully usable
(too many newlines required in the request), HTTP/1.0 is the only fully-supported pro-
tocol version.
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Using Event Headers

As explained under “The URL Root” on page 22, each URL root event that is processed
by the LiveServer contains one or more headers, which send commands and parame-
ters to the LiveServer. Headers are defined in more detail under “The Anatomy of an
Event: Headers” on page 25. The LiveServer recognizes a number of headers that have
been defined by KnowNow; in addition, you can create your own custom headers. This
section provides information on event headers under the following headings:

“Header Names” on page 33
“Sending Commands with Event Headers” on page 34

Header Names

Event headers can have one of three types of names:

Headers that begin with do_.

Most of these headers are named do_method and are followed by an equals sign
and an additional term. Headers starting with do_method are always commands.
KnowNow provides a set of do_method headers that you can use; however,
although you will be using these headers, the characters do_ and do_method are
reserved for KnowNow use; you cannot create your own custom headers that use
do_. do_method has a number of values that you can use, as described under “An
Overview of do_method Commands” on page 44.

In addition to the do_method commands, there are also routing command
headers, which begin with do_ and are used with do_method=route. These
headers provide parameters specifically for the do_method=route command, as
described under “route” on page 52.

Headers that begin with kn_. kn_ headers are usually parameters that are used in
conjunction with do_method commands. There are different types of kn_ headers
as discussed in this chapter; some are used with routes, some are used to contain
data, and some are assigned and used only by the LiveServer.

As with do_method, KnowNow provides a set of kn_ headers that you can use. All
kn_ headers are used in conjunction with do_method commands. Some kn_
headers are required for all events; others are specific to one or more do_method
commands; some are optional for some or all do_method commands. As with do_
and do_method, the characters kn_ are reserved for KnowNow use; you cannot
create your own custom headers that begin with kn_.
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m  Custom headers, which are headers that are named uniquely by you and that con-
tain whatever values you wish them to contain. You can write custom headers for
applications that are using the LiveServer.

A sample event could include some of these headers as shown in the following exam-
ple; values in Italic typeface would be replaced with actual values.

do_method=add notify;kn payload=payload;mycustomheader=customheadercontents

Sending Commands with Event Headers

Event headers are sent to the LiveServer as part of a URL that contains the URL root.
They are most often sent in sets, especially as some of the headers must be used in con-
junction with each other. In the following example, each header is presented on its own
line for clarity; normally, the set of headers would be presented in a single HTTP line,
with each being separated by a semicolon.

do_method=add notify;

kn_to=/mytopic;

kn id="987654321";

kn payload="payloadcontent”;
mycustomheader="customheadercontent”;

In this example, the add_notify command is telling the LiveServer to add or replace a
notify event to a topic. kn_to identifies the topic, and kn_id is a unique identification
number for this event. kn_payload contains the event’s payload, while mycustom-
header is a custom header providing additional event information or processing.
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Duplicate Event Squashing

Duplicate squashing is the process of throwing away (completely ignoring) duplicate
events. Topics and journals both perform duplicate event squashing; however, because
journals are a special kind of topic, they have special behaviors that are different from
normal named topics, including with duplicate squashing. With journals, duplicates are
determined differently than as they are with normal named topics.

Normal named topics identify as a duplicate any event that has the same data in kn_id,
kn_payload, and kn_time_t the same data in as a previous event. When such a dupli-
cate event comes in, the topic throws it away.

Journals look at additional headers in the event to determine whether an event is a du-
plicate. In order to understand the difference, we need to take a look at the different
types of headers. There are route headers and data headers. Route headers, which go
over routes, are also called hop-by-hop headers (or hop-by-hop routes). The hop-by-
hop headers are

m  kn_route_* (thatis, any header that starts with kn_route_, such as
kn_route_location)

m  kn_routed_from

Data headers contain information regarding the event, such as kn_payload and kn_id.
(There are also headers that are owned and used by the LiveServer, such as all headers
starting with kn_event*.)

In general, normal named topics ignore the route headers when considering whether
the event is new or has been updated, and look only at the data headers kn_id,
kn_payload, and kn_time_t to determine whether the event is a duplicate. If the kn_id,
kn_payload, and kn_time_t headers are the same as those of a previous event, the
event is considered a duplicate and is squashed. If the kn_id, kn_payload, or the
kn_time_t (or all three) are different from a previous event, then the event is considered
unique and is not squashed as a duplicate.

In the case of journals, in addition to looking at the kn_id, kn_payload, and the
kn_time_t, the journal also looks at the kn_route_location header. The default behavior
of journals is this: If the kn_route_location header of an event is the same as that of a
previous event (along with the kn_id, kn_payload, and kn_time_t), then the event is
considered a duplicate. If the kn_route_location is different from that of a previous
event, even if the kn_payload and the kn_id are the same as those in the previous
event, then the event is considered to be unique and is not squashed as a duplicate.
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Using the HTTP Interface

Your application can use the either the HTTP GET or POST methods to send a request to
a LiveServer (to select operations and set LiveServer options.) Your application specifies
one of the do_method values listed under “An Overview of do_method Commands” on
page 44, along with any of the required kn_ headers for the desired operation. For most
requests, the LiveServer returns a status event that indicates the success or failure of a
previous request.

For information on making Web services requests, see Chapter 3, "Web Services.

This section provides information on using HTTP commands under the following head-
ings:

m  “Sending Commands to the LiveServer from a Browser” on page 36

m  “POST” on page 37

“GET” on page 37

m  “Rules for Using Headers” on page 37

Sending Commands to the LiveServer from a Browser

It is sometimes useful to use your browser to send commands to the LiveServer—for
example, when debugging your application. To do this, just browse to a URL that con-
tains a command. Here are some examples.

@] Note: In the examples below, replace localhost:8000 with the host name and port
number for your LiveServer; for example, “host1.example.com:8000."

m  Publish an event containing the payload “100" to the topic /what/prices/ibm
http://localhost:8000/kn/what/prices/ibm?do_method=notify;kn payload=100

or
http://localhost:8000/kn?do_method=notify;kn to=/what/prices/ibm;kn payload=100
m  Create a route between topicA and topicB
http://localhost:8000/kn/topicA?do method=route;kn to=/topicB
or
http://localhost:8000/kn?do_method=router;kn from=/topicA;kn to=/topicB

m  Ajournalis a topic that ends in /kn_journal. It represents a particular user’s long-
lived connection to the LiveServer. A subscription is just a route from the sub-
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scribed-to topic, into the journal. So, to subscribe the user at /who/anony-
mous/s/10023/kn_journal to the topic /what/prices/ibm:

http://localhost:8000/kn/what/prices/ibm?do method=route;kn to=/who/anonymous/s/10023/kn
journal

or

http://localhost:8000/kn?do_method=route;kn_ from=/what/prices/ibm;kn to=/who/anonymous/s/
10023/kn_journal

m  Same as above, but with kn_history_since_n of 10

http://localhost:8000/kn/what/prices/ibm?do method=route;kn to=/who/anonymous/s/10023/kn
journal;kn history since n=10

or

http://localhost:8000/kn?do_method=route;kn from=/what/prices/ibm;kn to=/who/anonymous/s/
10023/kn_journal;kn _history since n=10

POST

The HTTP POST method is preferred for some requests (route and notify), as it avoids
lengthy URLs.

If an HTTP POST request does not specify the do_method header, and other headers
are provided, the LiveServer treats the POST request as a notify request.

GET

The GET method is preferred for request types whose results are intended to be cached
for long periods of time, such as lib, blank, and whoami.

If an HTTP GET request does not specify the do_method header, and other headers are
provided, the LiveServer treats the GET as a route request. If an HTTP GET request spec-
ifies no parameters at all, the LiveServer treats it as a help request.

Rules for Using Headers

m  For HTTP POST requests, headers are sent as POST data in application/x-www-
form-urlencoded format.

m  For HTTP GET requests, headers are sent as URL query strings in application/x-
www-form-urlencoded format.

m  Header names and values use the UTF-8 character set encoding.
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Path information, the part of the URL path following the server URL, can be used to
specify a default topic for route and notify requests, but is not considered to be a
parameter.

To select the desired LiveServer operation or option, your application can use the
headers described under “An Overview of do_method Commands” on page 44.

Headers described under “Globally Supported kn_ Headers” on page 59 are avail-
able as event headers and, except where otherwise noted, are propagated along
routes.

With the exception of header names starting with kn_, headers not listed here are
generally available for use by your application as application-specific event head-
ers.

All header names starting with do_ and kn_ are reserved for use by the LiveServer.

Headers described under “Status Event Headers” on page 60 are used in status
events generated by the LiveServer to indicate the success or failure of a request.
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Tunnel Route Formats

LiveServer messages sent over tunnel routes can be formatted in various ways. The tun-
nel route format is set by kn_response_format. The formats are

Simple, encoded as simple. This format is used by all Connectors other than the
JavaScript Connector (which uses the js format). It is an x-www-form-url encoded
HTTP message. With this format, the LiveServer passes events as header/value
pairs. This format can also be used for offhost routes, in which case each event is
one HTTP message with the header/value pairs in the body. For more on this for-
mat, see “The simple Tunnel Route Format” on page 39.

JavaScript, encoded as js. This format is used over a tunnel route to pass events to a
JavaScript Connector that is running in a browser. The JavaScript tunnel route for-
mat knows to pad events to allow notification on some Web browsers; this is the
way to accommodate a browser optimization that only renders Web pages after
some specific amount of data is received. Connectors using the JavaScript tunnel
route format have the ability to adjust the amount of event padding. For more on
this format, see “The js Tunnel Route Format” on page 40.

The simple and js tunnel route formats send keepalives occasionally to maintain their
persistent connections with LiveServer. All tunnel route keepalives are a single byte. By
setting the kn_expires header, a client can request that the LiveServer close a tunnel
route at a certain time.

The simple Tunnel Route Format

The simple tunnel route format delivers events in a simple format resembling RFC-822,
possibly with whitespace padding before and after encoded events. The sample event
described under “The Anatomy of an Event: Headers” on page 25 would be formatted
as follows:

Example 2-1. simple event format.

170

headerl: valuel

header2: =20value2=0AJapanese: Vb
header=0Athree=2015=20=00long: 1

kn id: 979273892 861 2249

This is the kn payload.
This is Greek: KOOUE
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Each encoded event is preceded by a decimal byte count (not a character count) for the
encoded form and a linefeed (character 10, U+000A). Each event is followed by a line-
feed. These are not part of the encoded event, and are not included in the byte count.
So, for example, the “layout” of an event would be as follows:

Example 2-2. Layout of an event.

Byte count plus a linefeed character (not included in the event’s byte count)
The event (one or more lines, all included in the byte count)
A following linefeed (not included in the byte count)

When encoded, the sample event in Example 2-1is 170 bytes.

Encoded events include a sequence of zero or more headers followed by a linefeed and
the kn_payload value. Each header in an encoded event consists of a header name, a
colon, a single space, a header value, and a linefeed. The header names and the header
values may both include bytes which are encoded in MIME Quoted-Printable style (in
other words, =XX, where XX is the uppercase hexadecimal representation of the quoted
byte value).

The LiveServer will always escape the following bytes: colon (U+003A), the equals sign
(U+003D), and leading and trailing spaces (U+0020) in header names and values. Other
bytes may be escaped, as in the above example, where all control characters are es-
caped. UTF-8 sequences of two or more bytes may have none, some, or all bytes es-
caped.

The list of headers never includes kn_payload. The kn_payload value is not encoded in
MIME Quoted-Printable style.

Header names, header values, and the kn_payload value are UTF-8 encoded. In
Example 2-1, #¥ ¥ is encoded (and counted) as the 12 bytes OxE3, 0x83, 0x81, OxE3,
0x83, 0xA3, OxE3, 0x83, 0x83, OxE3, 0x83, 0x88 and xoocye is encoded (and counted) as
the 11 bytes 0xCE, 0xBA, 0xE1, 0xBD, 0xB9, 0xCF, 0x83, 0xCE, 0xBC, 0xCE, 0xB5.

The js Tunnel Route Format

The js tunnel route format generates HTML with JavaScript callbacks for event delivery
and for dynamic document handling.

m  Event Format describes the JavaScript format used for event delivery.
m  “Callbacks” on page 42 lists the supported callbacks.
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Event Format

The LiveServer packages events in JavaScript event objects when using the js
kn_response_format. Each event object includes an array of <INPUT>-style headers
with name and value strings corresponding to UTF-16 encoded event header names
and values.

If a particular header name or value has not already been decoded from UTF-8 into
UTF-16 by the LiveServer, the letter U will be appended to the property name, making
it nameU or valueU.

The UTF-8 encoded string must include JavaScript UTF-16 characters with values corre-
sponding to the bytes in the UTF-8 sequence; that is, it must be encoded as UTF-8 and
then represented using one JavaScript character per UTF-8 byte. The LiveServer might
choose to provide only a UTF-8 version of a particular string, it might choose to provide
only a UTF-16 version, or it might choose to provide both UTF-8 and UTF-16 versions.
The sample event described under “The Anatomy of an Event: Headers” on page 25
would be structured as shown in Example 2-3.

Example 2-3. Event example.

event =

{

elements:

[
nameU: "headerl",
value: "valuel"

name: "kn payload",
valueU: "This is the kn payload.\nThis is Greek: " +
"\xce\xba\xel\xbd\xb9\xcf\x83\xce\xbc\xce\xb5"

nameU: "header2",
valueU: " value2\nJapanese: " +
"\xe3\x83\x81\xe3\x83\xa3\xe3\x83\x83\xe3\x83\x88"

name: "header\nthree is\0long",
value: "1"

name: "kn_ id",
nameU: "kn_ id",
value: "979273892 861 2249"
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valueU: "979273892 861 2249"
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Typical usage of an event is shown in Table 2-2.

Table 2-2. Typical usage of an event.

Command

Action

event.elements.length

Number of header name-value pairs in an event (five, in this
example)

event.elements[0].nameU

UTF-8 encoded name of the first header in an event
(“element1,” in this example)

event.elements[1].name

UTF-16 encoded name of the second header in an event
("kn_payload,” in this example)

event.elements[2].valueU

UTF-8 encoded value associated with the third header in an
event (“value2\nJapanese:
\xe3\x83\x81\xe3\x83\xa3\xe3\x83\x83\xe3\x83\x88," in this
example)

Callbacks

The LiveServer communicates with JavaScript-enabled Web browsers through the fol-

lowing callbacks:

m  parent.kn_tunnelLoadCallback(window), which is called when a tunnel route con-
nection (as produced by do_method=route with no kn_to or a javascript: kn_to) is

closed.

m  parent.kn_sendCallback(event, window), which is called whenever an event is
received. The format of an event is described under “The Anatomy of an Event:

Headers” on page 25.

m  parent.kn_redrawCallback(window), which is called while do_method=blank is
loading. Used by the KNDocument class to render HTML pages dynamically.
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The window parameter passed to all three callbacks can be used to determine which
frame a callback was called in.

Note: It is recommended that JavaScript applications not use these callbacks
directly. Instead, they should use the interface described in the JavaScript
Connector Library.
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An Overview of do_ method Commands

The do_method commands send commands relating to topics, routes, and other as-
pects of the LiveServer’s functioning. The following sections provide information on
these commands:

m  “The Format of do_method Commands” on page 44, which describes what
do_method commands look like and how they are used

m  “The Categories of do_method Commands” on page 44, which provides some
overview information on do_method commands

m  “kn_Headers and do_method Values” on page 45, which describes how these two
types of headers interact

For an alphabetical listing of all the do_method commands, see “do_method Com-
mand Reference” on page 49.

The Format of do_method Commands

The do_method commands are all used in the form do_method=command. The com-
mands are all defined. The names of the commands indicate their purpose. For exam-
ple, the add_topic command is for creating a new topic, and would be used like this:

do_method=add topic

In addition, the do_method commands are often used in conjunction with kn_ head-
ers, which are also all defined and which perform additional tasks, such as setting pa-
rameters. For example, the kn_to header can be used to specify a topic or location or
route, depending on which do_method command it is used with.

Starting on page 49, the do_method commands are listed in alphabetical order, with
descriptions of their functions and their related kn_ headers, as well as other needed in-
formation.

The Categories of do_method Commands

The do_method commands fall into two types of categories: command classes and the
miscellaneous class.
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Command Classes

There are four LiveServer do_method command classes. These classes affect different
aspects of events, topics, and routes, such as adding, deleting, or modifying them. All
the values in the command classes support status events.

m  The batch class, which contains the batch command. With the exception of
add_journal, any of the command classes can be included inside a batch command
(or, in the case of the batch command itself, inside another batch command).

m  The route class, which contains commands relating to routes: add_journal,
add_route, delete_route, route, and update_route.

m  The notify class, which contains commands relating to event notifications:
add_notify, delete_notify, notify, and update_notify.

m  The topic class, which contains commands relating to topics: add_topic,
clear_topic, delete_topic, and set_topic_property.

From the point of view of permissions, the following classes also are permissions
classes: route, notify, and topic. For more information on permissions, see the KnowNow
LiveServer Administration Guide.

Miscellaneous Class

The miscellaneous class contains commands for performing other functions, such as
obtaining a help document. The commands in the miscellaneous class are blank, help,
lib, test, and whoami.

kn_Headers and do_method Values

As mentioned on page 44, most kn_ headers provide parameters for do_method com-
mands. Not all kn_ headers can be used with all do_method commands.

m  Some kn_ headers are supported by all do_method commands. These globally
supported headers are listed under “Globally Supported kn_ Headers” on page 59.
Some of these are generated with default values if you do not explicitly specify
them.

m  Of the kn_ headers that are not globally supported, some are supported for use in
conjunction with one or more of these do_method values; these are referred to as
locally supported kn_ headers. Some are supported only by a single do_method
command.
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For each do_method command listed in the “do_method Command Reference” on
page 49, the associated kn_ headers are also discussed. In addition, you can find orga-
nizational and conceptual information on the kn_ headers starting under “An Overview
of kn_and Other Headers” on page 56.

All do_method values that contain the word topic or notify in their names look at the
kn_to parameter to see if the destination of the request is on the current LiveServer. If
the request is not on the current LiveServer, the request is forwarded to the proper
LiveServer.

All route-class commands look at the kn_from parameter to see if the source of the
route is on the current LiveServer. If it is not, the request is forwarded to the proper
LiveServer. The LiveServer will proxy the request and then return the response informa-
tion from the destination LiveServer.

Table 2-3 provides a list of all the do_methods with the kn_ headers that they use. It
also lists other uses, users, and providers of the kn_ headers. For the reverse version of
this table, see Table 2-4 on page 56.

Table 2-3. Summary of the do_method commands (and other users) and their associated

kn_ headers.

do_method Command or Other Uses/Users

Associated kn_ Headers

add_journal kn_response_format, kn_status_from

add_notify kn_provider_id, kn_provider_name,
kn_response_format, kn_response_uri,
kn_status_from, kn_to

add_route kn_deletions, kn_from, kn_module,
kn_response_format, kn_status_from, kn_to

add_topic kn_atomic, kn_default_kn_expires, kn_filtername,

kn_filteroptions, kn_filterparams,
kn_response_format, kn_temporary,
kn_temporary_expires, kn_status_from, kn_to

All do_method commands

kn_expires, kn_id, kn_payload, kn_timer_*,
kn_time_t

All tunnel route creation commands

kn_response_flush, kn_response_flush_interval

Assigned by the LiveServer

kn_event_id, kn_route_id

Assigned by the LiveServer; used with all
do_method commands

kn_routed_from, kn_route_location

46
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Table 2-3. Summary of the do_method commands (and other users) and their associated

kn_ headers. (continued)

do_method Command or Other Uses/Users

Associated kn_ Headers

batch

kn_batch, kn_response_format, kn_status_from

clear_topic

kn_default_kn_expires, kn_filtername,
kn_filteroptions, kn_filterparams,
kn_response_format, kn_status_from

Clusters: Holds the values for the state of
cluster nodes

kn_route_cluster_state

delete_notify

kn_response_format, kn_status_from

delete_route

kn_response_format, kn_status_from

delete_topic

kn_default_kn_expires, kn_filtername,
kn_filteroptions, kn_filterparams,
kn_response_format, kn_status_from

notify

kn_deleted, kn_provider_id, kn_provider_name,
kn_response_format, kn_status_from, kn_status_to,
kn_to

request/response actions

kn_block, kn_request_id, kn_request_manager,
kn_request_response

route

kn_connection, kn_deletions, kn_filtername,
kn_filteroptions, kn_filterparams, kn_from,
kn_history_*, kn_hold_new_events, kn_owner,
kn_request_format, kn_status_from, kn_to

route class commands that don’'t apply to
tunnel routes

kn_uri

set_topic_property

kn_atomic, kn_default_kn_expires, kn_deleted,
kn_filtername, kn_filteroptions, kn_filterparams,
kn_max_queue_size, kn_response_format,
kn_status_from, kn_temporary,
kn_temporary_expires, kn_to,
kn_topic_allow_update, kn_topic_nodelete,
kn_topic_nopersist, kn_topic_nopost,
kn_topic_order
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Table 2-3. Summary of the do_method commands (and other users) and their associated

kn_ headers. (continued)

do_method Command or Other Uses/Users

Associated kn_ Headers

update_notify

kn_deleted, kn_provider_id, kn_provider_name,
kn_response_format, kn_response_uri,
kn_status_from, kn_to

update_route

kn_deletions, kn_from, kn_response_format,
kn_status_from, kn_to

48
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do _method Command Reference

The do_method commands are listed in this section in alphabetical order. All these
commands support the headers listed under “Globally Supported kn_ Headers” on
page 59. In addition, some of these do_method commands support some subset of the
kn_ headers that are described under “kn_ Header Reference” on page 62; see Table 2-3
on page 46 for a summary of the do_method commands and a full list of the kn_ head-
ers that are used with each. In some cases, when used in conjunction with a specific
do_method, certain kn_ headers have specific meanings. Where such specific informa-
tion applies for a kn_ header for any do_method command, that information is briefly
supplied with the do_method command. For a complete description of each kn_
header, see the kn_ header reference pages.

add_journal

Member of the route class. Supports status events.

Adds a journal. This is the same as using do_method=route with a null kn_to or using a
kn_to that starts with JavaScript.

m  kn_from. Provides the name of the journal.

m  kn_response_flush and kn_response_flush_interval, which set a flush buffer and
interval. These are used with tunnel route creation commands.

m  kn_response_format. Selects a tunnel route format.

add_notify

Member of the notify class. Supports status events.
Adds or replaces a notify event to a topic (same as the do_method=notify command).

m  kn_response_format. Selects a tunnel route format.

m  kn_to. Provides the route’s destination.

add_route

Member of the route class. Supports status events.

Adds or replaces a route. This is the same as the do_method=route command, except
that add_route will not create journals or delete routes, depending on the kn_to values.

m  kn_deletions.Sends a deletion event.
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kn_from. Provides the starting topic to start the route from.

kn_history_since_event_id. For details on this header, see the discussion under
“kn_history_*" on page 67.

m  kn_response_flush and kn_response_flush_interval, which set a flush buffer and
interval. These are used with tunnel route creation commands.

m  kn_response_format. Selects a tunnel route format.

m  kn_to. Provides the URI for the end point of the route.

add_topic

Member of the topic class. Supports status events.

Adds a new topic to the LiveServer.

m  kn_atomic. Sets a topics property as described under “kn_atomic” on page 62.
m  kn_response_format. Selects a tunnel route format.

m  kn_temporary and kn_temporary_expires. Make a topic temporary.

m  kn_to. Provides the name of the topic to create.

batch

The only member of the batch class. Supports status events. Most Connectors supply
an APl command, batchPost, that supports this functionality.

Sends multiple route requests, notify requests, or some of each type. Each request is
contained in its own kn_batch parameter. do_method=batch generates a status event
for the batch request itself as well as a status event for each request contained in the
batch. All status events from the batched events use thekn_response_format and
kn_status_to parameters supplied with the top-level batch request.

The kn_batch parameter is batch request in application/x-www-form-urlencoded for-
mat; for example,

do_method=notify;kn to=/what/chat;kn payload=hi%20there
Several kn_batch parameters can occur in a single batch request.
m  kn_batch. Contains a single request.

m  kn_response_format. Selects a tunnel route format.

m  kn_status_to. Location to which to send status events resulting from the batched
set of commands.
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blank

Member of the miscellaneous class. Does not support status events.

Returns an empty HTML document with a JavaScript callback. Essential for enforcing
the JavaScript same-domain security policy. This is useful because JavaScript access to
about:blank is sometimes restricted. For more information on cross-domain environ-
ments, see “Writing Cross-Domain Web Applications” on page 181.

clear_topic

Member of the topic class. Supports status events.

Deletes all events from a topic on the LiveServer. Return code: 404 Event does not exist.
If you wish to delete just one event, use delete_notify. The header kn_topic_nodelete.
prevents a topic from being deleted, even if you use this do_method.

m  kn_to. The name of the topic to delete all events from.

delete_notify

Member of the notify class. Supports status events.

Deletes a single, specified event from a topic. Return code: 404 Event does not exist. If
you wish to delete all events from a topic, use clear_topic.

m  kn_id. ID of the event to delete.
m  kn_response_format. Selects a tunnel route format.
m  kn_to. The name of the topic where the event exists.

delete route

Member of the route class. Supports status events.
Deletes a route. Return code: 404 Route does not exist.

m  kn_from. The name of the topic where the route begins.
m  kn_id. ID of the route to delete.
m  kn_response_format. Selects a tunnel route format.

delete_topic

Member of the topic class. Supports status events.
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Deletes a topic and all events in it. You can also delete a topic by setting kn_expires to
“+0". For information on temporary topics, see kn_temporary. The header
kn_topic_nodelete. prevents a topic from being deleted, even if you use this
do_method.

help

Member of the miscellaneous class. Does not support status events.

Returns a (possibly empty) help document.
lib
Member of the miscellaneous class. Does not support status events.

Returns the JavaScript Connector library and includes the results of
do_method=whoami. This service is typically referenced near the beginning of an
HTML page to make the page into an interactive Web application. For more informa-
tion, see Chapter 6, "Using the JavaScript Connector.”

notify
Member of the notify class. Supports status events.

Posts an event to the destination specified by kn_to. If no kn_to parameter is given,
kn_to defaults to the path information.

The following headers are of particular interest to notify.

m  kn_event_id. Assigned by the LiveServer.
m  kn_response_format. Selects a tunnel route format.
m  kn_status_to. The topic to which status events are to be redirected.

m  kn_to. The topic to publish an event to.

route
Member of the route class. Supports status events.
Establishes a route from kn_from to kn_to.
Every route, including tunnels, has an owner as assigned in the kn_owner header.

You can use the route command to delete a route by using an empty kn_to.
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If kn_to is not specified (that is, if it is missing entirely), or if it is a string starting with
javascript:), this command opens a persistent HTTP connection with a stream of
events from the specified source topic, which must be a kn_journal. Not supplying a
kn_to is the equivalent of javascript:.

Routes are deleted when any of the following are true:

m  Their kn_expires has expired.

m  They are off host, and the foreign host can't be reached when routing some event.
m  Their destination is on host, and it is to a journal that no longer exists.

m  Their destination is on host, and it is to a temporary topic that no longer exists.

The LiveServer will not delete routes that

m  have an on-host destination to normal topics that do not exist
m  are still available for delivery

Headers of interest include

m  kn_connection. Sets a tunnel format.
m  kn_deletions. Sends a deletion event.

m  kn_from. Starting point of route. If no kn_from parameter is given, kn_from
defaults to the path information.

m  kn_history_*. This series of headers makes it possible to retrieve events using vari-
ous time and age criteria. These initial route publication (IRP) headers are used in
conjunction with do_method=route requests to control the immediate transmis-
sion of previously-transmitted events along a new route. If multiple IRP headers are
specified, the route will be populated with the events which meet all the criteria
specified by these headers. A brief discussion of how reconnection works is in
order, since it applies to the IRP headers. A client (a Connector or an application)
can tell the LiveServer that it is trying to reconnect to a journal it thinks already
exists. The LiveServer infers that a journal is being reconnected when any IRP
parameter is provided. If a client indicates that it is reconnecting, and the journal
does not exist, the client will get a 404 return code. This informs the client that it
must create the journal anew (in other words, without a reconnection parameter)
and, more importantly, recreate its subscriptions.

m  kn_response_flush and kn_response_flush_interval, which set a flush buffer and
interval. These are used with tunnel route creation commands.

m  kn_response_format. Selects a tunnel route format.
m  kn_to. End point of route. If this is blank, deletes the route.
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set_topic_property

Member of the topic class. Supports status events.

Modifies a topic’s properties on the LiveServer. This is the same as calling update_notify
on the topic’s corresponding subtopic event. You can also set topic properties using the
topic-related kn_ headers through the KnowNow System Administration console as de-
scribed in the KnowNow LiveServer Administration Guide.

test

kn_atomic. Sets a topic’s property as described under “kn_atomic” on page 62.

kn_default_kn_expires. Default expiration time for events on this topic. If this topic
is a journal, then it is limited by the Maximum Session Reconnect Time parameter
(which is set using the KnowNow System Administration console as described in
the KnowNow LiveServer Administration Guide). This parameter limits the maximum
amount of time that a journal can be set to maintain events. The default value of
Maximum Session Reconnect Time is five minutes.

kn_filtername. The name of a filter module to apply to the topic.
kn_filterparams. The parameters for the named filter module.
kn_max_queue_size. The maximum number of events to be stored in this topic.
kn_response_format. Selects a format for tunnel routes.

kn_temporary and kn_temporary_expires. Make a topic temporary.
kn_topic_nodelete. Makes a topic undeletable.

kn_topic_nopersist. Makes a topic not persistable.

kn_topic_nopost. Makes a topic so that it cannot be posted to.

kn_to. The name of the topic for which you are setting the properties.

Member of the miscellaneous class. Does not support status events.

Performs a LiveServer self-test and, if okay, delivers HTTP status 200 OK.

vpdate_notify

Member of the notify class. Supports status events.

Updates an existing event. If the event does not exist, a 404 is returned. If the event
does exist, only the headers that are set in this request will be changed in the event. All
other headers will remain the same. Return code: 404 Event does not exist.

kn_id. ID of the event to update.
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m  kn_response_format. Selects a tunnel route format.
m  kn_to. The name of the topic where the event exists.

uvpdate_route

Member of the route class. Supports status events.

Updates an existing route. If the route does not exist, a 404 is returned. If the route does
exist, only the headers that are set in the request will be changed. All other headers will
remain the same. Return code: 404 Route does not exist.

m  kn_deletions. Sends a deletion event.

m  kn_from. The name of the topic where the route begins.
m  kn_id. ID of the route to update.

m  kn_response_format. Selects a tunnel route format.

m  kn_to. The route’s destination.

whoami

Member of the miscellaneous class. Does not support status events.

This command is specific to the JavaScript API. It returns JavaScript to set LiveServer-
and session-specific window string properties (properties of the self object). All re-
turned string properties are optional and UTF-8 encoded. It also returns a docu-
ment.domain setting when the Configuration > Service Network > Domain
parameter is set. (This parameter is set using the KnowNow System Administration con-
sole.) The window string properties are:

m  kn_displayname. Remote user name (default: Anonymous User or Guest User).

m  kn_server. URL or path name for the LiveServer (default: /kn). This could be fully
qualified. You can override this default by accessing and changing the Configura-
tion > JavaScript > Domain parameter in the KnowNow System Administration
console. For instructions on using the KnowNow System Administration console,
see the KnowNow LiveServer Administration Guide.

m  kn_userid. Remote user ID (default: anonymous or guest).

For more information on the self object, see Chapter 6, "Using the JavaScript Connec-

”

tor.

Chapter 2 : Events 55



An Overview of kn_ and Other Headers

An Overview of kn_and Other Headers

There are additional headers that are used in conjunction with the do_method com-
mands, generally to set parameters for the commands. These headers generally start
with kn_ and fall into the following categories:

m  headers that can be used with all do_methods (described in more detail under
“Globally Supported kn_ Headers” on page 59)

m  headers that are supported by a subset of do_methods or that, in some cases, are
specific to one do_method; the do_methods that are associated with each kn_
header are listed in Table 2-4.

m  special LiveServer headers; the values of these headers are set by the LiveServer
and cannot be changed; for a list of the headers that have such values, see “Special
LiveServer Headers” on page 59

m status event headers (described in more detail on “Status Event Headers” on
page 60)

All the kn_ headers are summarized in Table 2-4. They are also described in detail in al-
phabetical order under “kn_ Header Reference” on page 62. Time as used in the kn_
headers is described under “Specifying Time in Headers” on page 60.

kn_Headers Summary Table

Table 2-4 summarizes the kn_ headers and, if applicable, the do_method commands
they are used with. Information for the majority of these kn_ headers is provided in the
“kn_ Header Reference” on page 62. (Some information is provided elsewhere as indi-
cated in the table.) For a list of the commands within a given class of do_methods (for
example, a list of all route commands), see “The Categories of do_method Commands”
on page 44. For the reverse version of this table, see Table 2-3 on page 46.

Table 2-4. Summary of the kn_ headers and their associated do_method commands.

Header Used with do_method= (or, used for or with...)

kn_atomic add_topic, set_topic_property

kn_batch batch

kn_block Used in request/response

kn_connection route

kn_default_kn_expires All do_method commands in the topic class (add_topic,
clear_topic, delete_topic, set_topic_property)
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Table 2-4. Summary of the kn_ headers and their associated do_method commands.

Header

Used with do_method= (or, used for or with...)

kn_deleted

notify, set_topic_property, update_notify

kn_deletions

add_route, route, update_route

kn_event_id

Assigned by the LiveServer

kn_expires

All do_method commands

kn_filtername

All do_method commands that are in the topic and route classes
(see “Command Classes” on page 45)

kn_filteroptions

All do_method commands that are in the topic and route classes
(see “Command Classes” on page 45)

kn_filterparams

All do_method commands that are in the topic and route classes
(see “Command Classes” on page 45)

kn_from

add_route, route, update_route

kn_history_*

A set of headers that are used with the route command

kn_hold_new_events

route

kn_id

All do_method commands

kn_mailto, kn_mailcc,
kn_mailbcc, kn_mailfrom, and
kn_mailsubject

Used with the Tcl email filter (documented under “The KnowNow
Tcl Email Filter” on page 115)

kn_max_queue_size

set_topic_property

kn_module add_route
kn_owner All route commands (see “Command Classes” on page 45)
kn_payload All do_method commands

kn_provider_id and
kn_provider_name

add_notify, notify, update_notify

kn_request_format

Used with route commands to create Web services requests

kn_request_id,
kn_request_manager, and
kn_request_response

Used in request/response
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Table 2-4. Summary of the kn_ headers and their associated do_method commands.

Header

Used with do_method= (or, used for or with...)

kn_response_flush and
kn_response_flush_interval

All tunnel route creation commands

kn_response_format

All do_method commands that allow status events

kn_response_uri

add_notify, update_notify

kn_retry

Used in Web services requests

kn_route_checkpoint

Deprecated. Use kn_history_since_event_id instead.

kn_route_cluster_state

Holds the values for the state of cluster nodes.

kn_routed_from

Assigned by the LiveServer; used with all do_method commands

kn_route_id

Assigned by the LiveServer

kn_route_location

Assigned by the LiveServer; used with all do_method commands

kn_status_from

All do_method commands that are in one of the command classes
(batch, notify, route, or topic command classes; see “Command
Classes” on page 45)

kn_status_to

notify

kn_temporary and
kn_temporary_expires

add_topic, set_topic_property

kn_timer_* (kn_timer_fired,

kn_timer_interval,
kn_timer_nextupdate, and
kn_timer_updated)

Used to create and manage periodic events

kn_time_t

All do_method commands

kn_to

add_notify, add_route, add_topic, notify, route,
set_topic_property, update_notify, update_route

kn_topic_nodelete,
kn_topic_nopersist, and
kn_topic_nopost

set_topic_property
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Table 2-4. Summary of the kn_ headers and their associated do_method commands.

Header Used with do_method= (or, used for or with...)

kn_topic_order and set_topic_property
kn_topic_allow_update

kn_uri All commands in the route class (except those that apply to tunnel
routes); see “Command Classes” on page 45

Globally Supported kn_ Headers

Certain kn_ headers are supported by all the do_method commands and for all events.
These headers are:

m  kn_expires

m kn_id

m  kn_payload

m  kn_response_format

m  kn_routed_from

m  kn_route_location

m  kn_time_t

Information on each of these kn_ headers is provided in the “kn_ Header Reference” on
page 62.

In some cases, you will need to explicitly provide these headers; in other cases, you will
not. If you do not explicitly provide these headers, the LiveServer will assign a default
value for each of them. For example, if you do not provide a kn_id value when creating
a topic, the LiveServer will create one for you. However, if you wish to delete that topic,
you will need to use kn_id to explicitly specify the topic’s ID.

Special LiveServer Headers

Certain headers have special meaning to the LiveServer. They are set by the LiveServer
every time an event passes over a route. As the event traverses the route, the previous
values of these headers are removed and new ones may be inserted. These headers are

m  kn_event_id
m  kn_routed_from
m  kn_route_id

m  kn_route location
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Status Event Headers

The LiveServer generates status events to indicate the success or failure of any
LiveServer commands (any commands that generate a status event). The LiveServer
also generates status events for requests with unknown do_method values.

The LiveServer generates separate status events for each request contained within a
batch request, as well as a status event for the batch request itself. Where the status
event is returned depends on how kn_status_to is set.

If kn_status_to is not specified, the status events are returned in the body of the HTTP
response and the status code and the reason phrase of the HTTP response are taken
from the status field of the first status event. The kn_response_format parameter deter-
mines how the events are represented.

If kn_status_to has been specified, the HTTP response uses 204 No Content or 200 OK
as the HTTP status code and reason phrase. In accordance with RFC 2616, there is no re-
sponse body. Instead, the events are forwarded to the topic whose URL is specified as
the value of kn_status_to.

The status event headers are:
m status
m  kn_payload

m  kn_route location

status

The status header contains a status code and brief description in HTTP format as a
three-digit HTTP reason code followed by a space and an HTTP reason phrase.

m  Codes 1xx, 2xx and 3xx codes generally indicate success.
m  Codes 4xx and 5xx generally indicate errors.

If this is the first event being returned over the requesting connection (when
kn_status_to was not set and the request is not part of a do_method=batch request),
the status will also be sent as the HTTP status code and reason phrase.

Specifying Time in Headers

Some headers use the following characters for time. If no character is specified, then +
(in the future) is assumed.

m  The plus sign (+) specifies that the given number is an amount of time, in seconds,
in the future.
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m  The minus sign (-) specifies that the given number is an amount of time, in seconds,
in the past.

m  The at sign (@) specifies that the specific time is in UNIX time, where the starting
time is January 1, 1970.
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The kn_ headers are listed in alphabetical order in this section. You can use do_method
commands (listed under “do_method Command Reference” on page 49) to change the
values of many of these headers. You can also use the KnowNow System Administration
console to change these values. The KnowNow System Administration console is de-
scribed in the KnowNow LiveServer Administration Guide.

@ Note: Any header that starts with kn_event* is owned and set by the LiveServer.

kn_atomic

Use this header to set a topic’s atomic property. Any topic for which this is provided (us-
ing set_topic_property or add_topic) will cause all data for that topic to be written to
disk before any response is given. In other words, if you publish to a topic marked as
atomic, then when you receive the 200 OK, you know not only that it was routed to all
destinations, but it was also persisted to disk.

kn_batch

Contains a single request in application/x-www-form-urlencoded format. Several
kn_batch parameters may occur in a single batch request, with each header separated
by semicolons. For example,

do_method=notify;kn_to=/what/chat;kn_payload=hi%20there

kn_block

This header is used only in request/response and is tied to
kn_module=kn_request_response.

If a route is marked as a request/response provider, it can be marked as a blocking re-
quest/response provider.

For information on request/response, see “Request/response” on page 148.

kn_connection

This header is recognized at tunnel creation; therefore, it is used with route. Its value
has the format

typestringl[;version[;sigstringl]
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where the version and sigstring are optional.

If no kn_connection header is provided, and the tunnel type (kn_response_format) is
js, then the kn_connection value defaults to LiveBrowser;0.0. If no kn_connection
header is provided, and the response format is simple, then the value will default to
Other;0.0.

kn_default_kn_expires

Applies to creation of a topic and to the creation, updating, or setting of properties on a
topic. Sets the default kn_expires value for the topic being modified. Any event that
does not already have a kn_expires header that is posted into a topic that has a
kn_default_kn_expires header will have its kn_expires set to the value in the topic’s
kn_default_kn_expires.

The default kn_expires for journals cannot exceed the LiveServer's Maximum Session
Reconnect Time parameter. Most applications will use relative syntax for this (for ex-
ample, +300 to mean 5 minutes from post).

Events with immediate expiration are still delivered if possible; they will simply be de-
leted (by the reaper) at the earliest opportunity. So setting kn_default_kn_expires to
zero provides for a topic with minimum “memory.”

Our recommendation is to publish events with kn_expires set to infinity or other ex-
plicit expiration times, rather than relying on LiveServer or topic defaults.

kn_deleted

This header is set to true and sent along with deletion events. It can be used anywhere,
and can come from the LiveServer without human intervention.

Note that you can get kn_deleted events for events you never received. This can hap-
pen if you are receiving events from a topic with a kn_deletions=true route that ex-
cludes some events; when those events are deleted, you will still get their deletion
events.

kn_deletions

Topics that have routes with the kn_deletions header set send a deletion event along
the route any time an event is deleted from the topic. This event contains the same
kn_id as the event that is being deleted, an empty payload, and a header set inside it
with kn_deleted set to true.
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You can subscribe to any topic for deletion events using this header. When an event in
that topic is deleted, that event is sent to you with the kn_deleted header set to true.
For example, you could create the three subscriptions shown in Table 2-5.

Table 2-5. kn_deletions example.

Route | Routed From Route options
1 A (empty)
2 A kn_history_since_event_id=<hash>&kn_history_until_time=+0
3 A/kn_routes kn_deletions=true

Route 1 is the new events route. Route 2 is the old events route. Route 3 is the old
events completed route. On this third route, you're looking for the specific event where
the kn_uri matches the kn_uri of the second route and the header kn_deleted=true.
You'll get that as soon as the LiveServer deletes the second route, which it will do im-
plicitly as soon as it has satisfied the kn_history_until_time clause.

kn_event id

This header is a guaranteed unique value that is assigned by the LiveServer. It is a read-
only value (i.e., it cannot be overridden). This header is valid on all LiveServers, clustered
or single. It differs from kn_id in that kn_id can be overwritten and clients/Connectors
can assign kn_id values.

kn_expires

The date and time when the event or route will expire. This can be expressed in the
same format as kn_time_t, or as a positive offset in seconds from the event’s arrival
time; for example, +15 to expire 15 seconds after arrival. You can also use infinity or
now, as shown in Table 2-6.

Table 2-6. Values for kn_expires

Value Action
+n A positive offset in seconds from the event'’s arrival time.
infinity This event will never expire.
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Table 2-6. Values for kn_expires (continued)

Value Action
now This event is already expired.
timestamp_value Event timestamp expressed as seconds since Thursday, January 1,

00:00:00, 1970, UTC. By default, this value is set to the event’s creation
time. An event created on Friday, January 12, 04:31:32 2001 UTC
would have a kn_time_t value of 979273892.

If this header is not specified, the event may be subject to a default expiration time con-
figured by the LiveServer administrator.

By setting the kn_expires header, a client can request that the LiveServer close a tunnel
route at a certain time. Some tunnels are created with an initial kn_expires so that they
will close at a particular time. This is used to simulate polling behavior and to support
HTTP clients that cannot access the response body until the response has finished.

When a tunnel route with no kn_to expires, the persistent connection is closed. Any
header beginning with kn_route_ (kn_route_id, kn_route_location, and so on) is also
removed.

kn_filtername

Use this header to specify the name of a filter module. Use whatever URI you assigned
to the filter module when using the KnowNow System Administration console. The fil-
ter name must start with /kn_system/filters. For information on setting parameters for
filters, see “kn_filterparams” on page 66. For more information on naming filters, see
“Module Names” on page 97.

Attaching Filters

This is really a family of headers. Any header which begins with the characters
kn_filtername specifies one filter module to be attached to a specific stream of events
(i.e., route or topic). When identifying filters, if you wish to attach more than one filter to
a route or topic, add an extension to the header to indicate the order in which you wish
the filter to be applied. The extension can be anything you like, or nothing. For exam-
ple, you could use the header

kn_filtername.l=/kn_system/filters/one
to attach one filter, and

kn_filtername.2=/kn_system/filters/two
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to attach another one to the same stream. Each of these is an “instance” of the filters
you are attaching. The characters following kn_filtername identify the instance and
specify an execution order (in this example, those instances are .1 and .2).

Filters are executed in alphabetical and numeric order of the instance name. The empty
string sorts first. Here are some examples:

kn filtername=/kn system/filters/.../zzz filter
kn filtername.l=/kn_system/filters/.../bbb filter
kn filtername.2=/kn system/filters/.../aaa filter

If these were all applied to the same topic, the filter that is identified with no extension
(kn_filtername=) would be applied first. After that, the filter identified with
kn_filtername.1 would be applied next, and finally the filter identified with
kn_filtername.2 would be applied last.

The first filter to return anything other than KnErrorSuccess stops the chain, which
means the event is not propagated.

Detaching Filters

If you wish to remove a given filter, just update the event (route or journal) with the
header, setting the values to the null string. For example, in the example above, if you
wished to detach just kn_filtername.1, but you wish to keep kn_filtername and
kn_filtername.2, update the event with the following headers:

kn filtername.l=
kn filterparams.l=

kn_filteroptions

Contains ownership options for filters. If the value contains the string as=kn_owner on
a route filter, then the filter will run as the owner of the route. If it contains as=kn_user,
it will run as the user who submitted the request. If no option is provided, the default is
as=kn_user. (For the KnowNow modules, see “Filter Modules” on page 99.)

kn_filterparams

Contains any parameters a filter might need. This is a string passed to the filter module
when it is attached to the route or topic. Different filter modules (e.g., XSLT, Expr, etc.)
have different parameters—and even very different parameter languages—so see the
documentation for each specific module for the appropriate values and syntax. (For the
KnowNow modules, see “Filter Modules” on page 99.)
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Like kn_filtername, this is really a family of headers. Each instance of a filter (see
kn_filtername) has its own parameters header, with an extension that matches the ex-
tension of the instance of kn_filtername that it applies to. So, for example, when
kn_filtername.1=/kn_system/filters/one is attached, it gets its parameters from the
header kn_filterparams.1.

kn_from
Specifies the source for any route-class commands; for example, /postit or http://myser-
ver/kn/postit. The LiveServer looks at kn_from for LiveServer commands.
kn_history_*

The LiveServer supports a set of headers whose names start with kn_history_. These
headers specify a number of events to read since or before specified times, number of
events, or event IDs. Table 2-7 summarizes the kn_history_* headers. For information
on how to specify time in these headers, see “Specifying Time in Headers” on page 60.
Additional information on these headers follows the table.

Table 2-7. The kn_history_* headers.

Header Value Type \S/:Ir:zle Meaning
kn_history_since_age Decimal seconds 300 Get events that are newer
since 1970 (negative than 300 seconds old.
by default).
-300 Get events that are newer
Replaces . than 300 seconds old.
do_max_age, which
is deprecated. @300 Get events that have
happened since 5 minutes
after 12:00 1 January 1970
GMT.
infinity Get all events.
kn_history_since_event_id Event ID 3b4e3340e | Get events since the event
(hexadecimal cb73d129f2 | with this specific
number).Compares | d923a kn_event_id.
to kn_event_id.
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Table 2-7. The kn_history_* headers. (continued)

Sample .
Header Value Type Value Meaning
kn_history_since_n Integer number of 10 Get most recent n events.
events.
Replaces do_max_n,
which is deprecated.
kn_history_since_time Decimal seconds 300 Get events that have
since 1970 (absolute happened since 5 minutes
by default). after 12:00 1 January 1970
Compares to a given GMT.
time. Supports +/-/@
syntax, with @ as the -300 Get events that are newer
default. than 300 seconds old.
0 Get all events.
kn_history_until_age Decimal seconds 300 Get all events that are older
since 1970 (negative than 300 seconds ago.
by default). .
infinity Don’t get any events.
kn_history_until_event_id Event ID 3b4e3340e | Deliver up to and including
(hexadecimal cb73d129f2 | the event with the given
number). do23a event_id.
kn_history_until_n Integer number of 10 Stop after delivering n events.
events.
kn_history_until_time Decimal seconds 300 Don't get any events after
since 1970 (absolute 1970-01-01t00:05:00 GMT.
by default).
0 Don’t get any events.

The following information applies to these headers:

m In using these headers, you should have at most one kn_history_since_* header,
and at most one kn_history_until_* header. If more than one of each of these kinds
of headers is supplied, the LiveServer will just pick one, and there is no way of tell-
ing which one it will choose.

m A kn_history_until_* header only makes sense if there is a kn_history_since_*
header as well. The kn_history_until_* header is ignored otherwise.

m  You can't use since to identify times in the future when the LiveServer starts deliv-

ering to you.
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m  The until attributes are
m  kn_history_until_age (get all events that are older than a specified age)
m  kn_history_until_event_id (stop at a particular event ID)
m  kn_history_until_n (deliver at most n events)
m  kn_history_until_time (similar to kn_history_until_age, but @ based)
Any route with an “until” attribute will be deleted as soon as its “until” criteria is met
or the LiveServer has exhausted the event list for the topic during replay. In other
words, you can’t use until to identify event times or events in the future when the

LiveServer deletes your route; once the LiveServer has finished routing all events,
it's done.

Also note that kn_since_checkpoint is supported, but deprecated. It is preferable to use
one of these headers instead.

kn_hold_new_events

This header guarantees that any events posted to the kn_from topic in the route while
the initial route publication (IRP) is being processed will not be delivered to the kn_to
topic until after the IRP is complete. All initial route population (IRP) events are deliv-
ered to the tunnel before any new events are delivered. New notify requests that are
routed to that journal will block while waiting for the IRP to complete.

Used with kn_history_since_age and kn_history_since_n.

Example of Use

To illustrate how this header is used and how it is useful, let us say you have a /topicA
with 1,000 events in it, and you send this command that does not include the
kn_hold_new_events header:

http://kn.example.com/kn
/topicA?do method=route&kn to=who/me/kn journal&kn history since age=infinity

While you are receiving those 1,000 events, user “they” publishes a new event “event1”
into /topicA. In this example, you could receive that event anywhere in the stream of
1,001 events, which may not be what you want.

If, on the other hand, if you send this command that includes kn_hold_new_events:

http://kn.example.com/kn/topicA?do method=route&kn to=who/me/kn journal
&kn history since age=infinity&kn hold new events

the event “event1” will not be delivered until after the original 1,000 events.
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Note that only the kn_from topic is locked. If “they” publish the event directly to the
kn_to topic (“who/me/kn_journal”), it will still be interleaved with the IRP events.

kn_id

This header is generated by your application. It contains an ID for the event. If an event
arrives at the LiveServer without an assigned kn_id, the LiveServer assigns one. If you
wish to delete a topic, you will need to use kn_id to explicitly specify the ID of the topic
to delete. You can also use kn_id in conjunction with other headers to shut down and
restart the LiveServer as described under “Shutting Down and Restarting the
LiveServer” on page 70.

IDs are unique to events within each topic; if an event is published or routed to a non-
journal topic which already contains an event with the same kn_id, the new event is
considered an update or possibly even a duplicate. Updated events are moved to the
end of the topic’s event stream so that a later route request with kn_history_since_n or
kn_history_since_age parameters will return the updated events. Duplicate events are
ignored as described under “Duplicate Event Squashing” on page 35.

By default, the ID is a pseudo-random string, such as 979273892_861_2249.

You can also use kn_id to control processes dynamically. For information on the Process
Manager, see the KnowNow LiveServer Administration Guide.

Shutting Down and Restarting the LiveServer

The do_method=shutdown command is no longer functional. Instead, to achieve the
same results for individual node shutdowns, post an event with kn_id equal to restart
to the following topic:

/kn_system/nodes/nodename/operations
You can restart all the LiveServers in a cluster by posting the same event to this topic:
/kn_system/operations

You can monitor the state of a node by subscribing to its topic (for example,
/kn_system/nodes/nodename). By using kn_history_since_n=1, you will see the state of
that node, as known by the node you are on, and interpreting the value of the
kn_route_cluster_state header in the one event you will receive.

For restarting a cluster (or a single node), the recommended procedure is:
1. Get the list of nodes by subscribing to /kn_system/nodes/kn_subtopics.

2. Get the status of each node by subscribing to /kn_system/nodes/nodename with
kn_history_since_n=1.
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3. Issue an event with a payload of restart to /kn_system/operations.
4. Monitor the states of all nodes.

You are guaranteed that the node you are attached to will be among the last nodes to
be restarted; also, in a cluster, that node will not restart unless some other node has
completed its restart. Use the LiveBrowser’s reconnect features to reconnect to your
journal (or refresh your screen programmatically) and monitor its restart.

kn_max_queve_size

By default, topics can have an unlimited number of events. You can limit the maximum
number of events that are contained within a topic at any given time by setting the
kn_max_queue_size property on the topic. If kn_max_queue_size is used, the topic
acts as a FIFO (first in, first out) queue where only the last n events will be stored. You
can use a do_method command to set this property, or you can set the Max Queue
Size field when creating or editing topics using the KnowNow System Administration
console (as described in the KnowNow LiveServer Administration Guide).

The following example uses the set_topic_property do_method command to set a
maximum event queue length of 50 in the topic /mytopic. In this example, if the topic
has 50 unexpired events, and a new event arrives, the oldest event in the queue imme-
diately expires in order to make room for the new event:

do_method=set topic property;kn to=/mytopic;kn max queue size=50

kn_module

This header is used only in request/response. It only takes kn_request_response as a
value; it is ignored if it contains any other values.

kn_owner

In determining whether a route command is valid, the LiveServer uses the permissions
of the owner of the route (permissions as granted in the perms file). Every route has an
owner as assigned in the kn_owner header.

The kn_owner is assigned by the LiveServer and cannot be overridden by including it
as a header in a notify or route request. The assignment is made from the HTTP creden-
tials used for the do_method=route request. Whether the do_method was implicit or
explicit makes no difference.

For example, if you send this command

http://rcobb:mypwdeknownow.example.com/kn/topicA?do_method=route&kn to=topicB
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the owner is rcobb. This is implicitly what is sent when you've been required to sign on
to a Web site. If no credentials are required by your LiveServer (for example, you haven't
loaded an authentication module, or you've allowed anonymous users to create
routes), then the owner assigned will be " (the null user name).

You can see the kn_owner header delivered from the LiveServer if you subscribe to the
/kn_routes subtopic of a topic.

kn_payload

Contains the event’s payload, analogous to a message body. If kn_payload is not
present, the LiveServer inserts this header with the empty string as the value. Also used
as a status event; for more information on status events, see “Status Event Headers” on
page 60.

Associated with kn_payload are content-type and deleted.

m content-type supplies MIME-style content type for the data in kn_payload; for
example, text/plain, image/gif, text/html, application/octet-stream, or text/xml. In
general, all text/* media types should undergo character set and encoding conver-
sion to UCS or Unicode (encoded as UTF-8) before being sent in a request to the
LiveServer. The use of content-type qualifiers (for example, charset=utf-8) is dis-
couraged. Since UCS or Unicode (encoded as UTF-8) is already the implied charac-
ter set and encoding for event element names and values, a charset qualifier is
unnecessary.

m deleted is a flag to mark deleted events. If the value of the deleted element is the
string true, an application receiving it should process the event as a notification of
deletion. Any other value for this element should be ignored. It is recommended
that the kn_payload of a deleted event be empty, and that a deleted event have a
kn_expires element with the value +3600.

We recommend encoding all binary (non-Unicode) payloads in base 64 format.

As a status event, ideally, kn_payload contains a detailed and human-readable descrip-
tion of what happened in plain text format. In practice, it is often empty. (It is also op-
tional.)

kn_provider_id

This header is used in request/response.
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When a service manager is used, it gets the requests made by the requestor and up-
dates the kn_provider_id field. This field tells the LiveServer which provider to send the
request to. When a service manager isn’t used, the requestor must set the
kn_provider_id field so the LiveServer knows where to send the request. Therefore,
even though a provider may be assigned to a topic, the LiveServer doesn’t send events
to the provider until the kn_provider_id says so.

kn_provider_id can only be used in an add_notify request if there is not a Service Man-
ager for the specific provider’s topic. Again, this is only relevant to route creation or
change.

kn_provider_name

This header is used in request/response. For information on request/response, see “Re-
quest/response” on page 148.

kn_request_format

This header is only used with a route command, and is used for creating Web services
requests. It has two possible values: ws_soap and ws_rest. For information on creating
Web services requests, see Chapter 3, “"Web Services.”

kn_request _id

This header is used in request/response. For information on request/response, see “Re-
quest/response” on page 148.

kn_request_manager

This header is used in request/response. If kn_module is set to kn_request_response,
this header is used to mark a route as belonging to the service manager. For informa-
tion on request/response, see “Request/response” on page 148.

kn_request_response

This header is used in request/response. It is assigned to kn_module. For information
on request/response, see “Request/response” on page 148.

kn_response_flush

All tunnel routes support the related headers kn_response_flush and
kn_response_flush_interval. These headers are only applicable to route commands
from kn_journals; in other words, use them only with tunnel route creation commands.
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Usage of these headers is as follows: On any tunnel creation event, the
kn_response_flush header specifies the size of the flush buffer in bytes. The flush buffer
can be as large as 64KB. The existence of this specification implies that flushing will be
done.

The default values of kn_response_flush depend on the tunnel format. For js and sim-
ple tunnel formats, the default values for kn_response_flush are as follows.

m JavaScript-format (js) tunnels default to flushing with 4KB buffers.
m  Simple-format (simple) tunnels default to no flushing.

The flush character is always ASCII NUL (\000).

Once you have specified a flush buffer size, use kn_response_flush_interval to specify a
flush wait interval.

kn_response_flush_interval

If you have specified a flush buffer using kn_response_flush, then use
kn_response_flush_interval to set the interval in microseconds that an event will wait
(for other events to be delivered on that tunnel) before that event is flushed down the
pipe.

By default, the value of kn_response_flush_interval is 20000 (.020 seconds).

kn_response_format

Selects a tunnel route format, simple, js, or JSON, for events returned in an HTTP re-
sponse. For more information on tunnel route formats, see “Tunnel Route Formats” on
page 39.

kn_response_uri

This header is used in request/response.

The kn_response_uri is set by the requestor to tell the provider where to send the re-
sponse. A provider subscribes to a topic and waits for requests. A requestor wants to
know something from the provider. It needs a way for the provider to talk to it, so it cre-
ates a journal. It then creates a request and sets the kn_response_uri header to point to
its journal. It sends that request to the topic. The provider gets the request on the topic
and builds a response. It looks at the request for the kn_response_uri header. It then
sends the response to that location, and the requestor gets the response through its
journal.
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kn_retry

This header is used for Web services requests. It specifies how many times the
LiveServer should re-send a Web services request before it gives up. The default value is
20. The LiveServer will retry for the specified number of tries with an exponentially in-
creasing number of seconds between retries.

For example, if kn_retry is set to 8, the LiveServer will retry for a total of eight times. The
first time, it will retry after 1 second, then it will wait 2 seconds and try again, then it will
wait 4 seconds and try again, then 8 seconds, then 16, then 32, then 64, and finally 128
seconds.

The LiveServer will not always retry even if you have a number of retries set in this
header. The retry attempts depend on the reason for the request not being received.
For example, the LiveServer will not retry if the reason is a permissions error. It will keep
retrying if the host is unreachable, for example.

The retry count is posted to the topic specified in the route event header. You can use
the Topics panel in the KnowNow System Administration console to browse to that
topic and view the number of retries for that event.

For more information on Web services, see Chapter 3, "Web Services.”

kn_route_checkpoint

This header has been replaced with kn_history_since_event_id.

kn_route cluster state

The state events for nodes use this header. The four values for this header are:

m  startup
m recovering
m active

m offline

kn_routed from

Absolute URI of the topic that the event was most recently forwarded from. Use of this
header by client applications is not recommended.

Chapter 2 : Events 75



kn_ Header Reference

76

kn_route_id

The kn_id of the route that the event was most recently forwarded along. Use of this
header by client applications is not recommended.

kn_route location

A status event header. Initially, this header contains the value of the kn_status_from pa-
rameter from the original request that generated this status (if that request included
the kn_status_from header). If this event passes through any routes, kn_route_location
will be replaced with the URI of the most recent route the event traversed, such as

http://myserver/kn/what/chat/kn_routes/964832125_29689_47
For more information on status events, see “Status Event Headers” on page 60.

For routed events, this URI can be overridden by the kn_uri parameter.

kn_since_checkpoint

Supported, but deprecated. Use one of the kn_history_* headers instead.

kn_status

Used in request/response. In kn_status, the word done is a reserved string and must be
provided in order for the response to be sent to the requestor. For information on re-
quest/response, see “Request/response” on page 148.

kn_status from

The LiveServer generates status events to indicate the success or failure of route, notify,
and batch requests, as well as requests with unknown do_methods. Each such request,
whether in a batch or by itself on an HTTP connection, generates a status event.
kn_status_from is a value to place in the kn_route_location header of status events, as
described under “Status Event Headers” on page 60.

kn_status to

Applies to all LiveServer commands. The value of this header specifies the topic to
which status events are redirected; for example,

/who/anonymous/s/22690909/kn_journal

The kn_status_to value is placed in the kn_route_location element of status events.
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If kn_status_to is not specified, status events will be returned in the HTTP response. For
more information, see “Status Event Headers” on page 60.

kn_temporary

By default, topics expire like normal events. Their kn_expires header determines when
they will be deleted. You can also explicitly delete the topic using
do_method=delete_topic (or by setting kn_expires to “+0”).

However, in many cases it’s impossible to know a specific time when a topic should ex-
pire—in other words, it should expire when nothing is using it, but no sooner, but it is
difficult to know when that time will be. Temporary topics are useful in this situation.
Temporary topics can have a kn_expires of infinity (the default for topics other than
journals), but, as soon as they have no subtopics, or routes leaving them, they will be
assigned a new expiration time (as described under kn_temporary_expires).

You can create a temporary topic in either of two ways.

m  You can place the topic in /who/wms, /who/java, or /who/anystring/s/ and use the
KnowNow System Administration console to set the Temporary Topic Recognize
parameter to true (this parameter is documented in the KnowNow LiveServer
Administration Guide).

m  You can set this header, kn_temporary, to true to make a specific topic temporary.
If you use this method, you can then place the topic anywhere, instead of just in
/who/wms., /who/java, or /who/anystring/s/.

kn_temporary overrides any value set in Temporary Topic Recognize, so that, for ex-
ample, if Temporary Topic Recognize is set to false, you can still use kn_temporary to
create a temporary topic, and you can use kn_temporary to create a temporary topic
anywhere and not just as a subtopic to /who/wms, /who/java, or /who/anystring/s/.

You can also set kn_temporary to false for a specific topic in /who/wms, /who/java, or
/who/anystring/s/, and that topic will not be temporary, even if Temporary Topic Rec-
oghize is set to true.

All the subtopics of a topic are reaped when a topic is reaped. Journals are reaped when
their journal reconnect timeouts expire. When you want to create a temporary topic,
you can create it as a subtopic of your own /kn_journal. That topic will then go away
when your session goes away.

Use kn_temporary_expires to set the expiration time for the temporary topic. You can
also use the KnowNow System Administration console to set the Temporary Topic Ex-
pires parameter to a desired default expiration time.
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Table 2-8 summarizes the functions of and differences between the temporary topic
headers and the KnowNow System Administration console parameters.

Table 2-8. Headers and parameters for temporary topics.

Header or Parameter Description

kn_temporary A header used with add_topic or set_topic_property to make
a specific topic temporary.

kn_temporary_expires A header used with add_topic or set_topic_property to set
the expiration time (in seconds) for a specific temporary
topic.

Temporary Topic Recognize | A parameter that is set using the KnowNow System
Administration console. It specifies that all topics in a
specific location are to be considered temporary. Can be
overridden with kn_temporary.

Temporary Topic Expires A parameter that is set using the KnowNow System
Administration console. It specifies the default expiration
time for temporary topics. Can be overridden with
kn_temporary_expires.

Unreaped Routes and Topics and Temporary Topics

Temporary topics have a number of useful applications. For example, you may have de-
cided to create co-dependent temporary topics by creating a route loop between
them. This method ensures that if either topic is deleted, the other will (eventually) be.
These loops are not deleted by the reaper because they have their uses—as long as ap-
plications use explicit deletions (or rely on non-infinite kn_expires values) for at least
one topic in the loop.

However, there are situations where you don't create such a loop intentionally, and it
causes leaked topics and routes. For example, if you have topic /kn/who/a/s/x/y/z
routed to /kn/who/a/s/x/y, both with infinity as their kn_expires, then neither of these
topics will ever be reaped, even if they form an “island” with no incoming or outgoing

routes. Why? Well, “z"” has a route, so it's not reaped, and “y” has a subtopic, so it’s not
reaped.
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Example Settings

Assuming for the sake of example that you have a topic named /who/java/myjava,
Table 2-9 describes the behavior for conflicting settings of kn_temporary and
temporary_topic_recognize.

Table 2-9. Comparing kn_temporary and temporary_topic_recognize.

If kn_temporary And Temporary Topic Recognize

is set to... is set to... U il ol e 2

True for False (i.e., topics in the specific The /who/java/myjava topic is
/who/java/myjava | temporary topic directories are not | recognized as temporary
recognized as temporary)

False for True (i.e, topics in /who/java are The /who/java/myjava topic is
/who/java/myjava | recognized as temporary) not recognized as temporary

kn_temporary_expires

Sets a relative expiration time for a temporary topic. Once the temporary topic has no
subtopics or routes, its expiration time will be set based on this value. It overrides the
default value set for the Temporary Topic Expires parameter, which is documented in
the KnowNow LiveServer Administration Guide.

For example, if this header is set to 300, the topic will expire five minutes after the topic
has no subtopics or routes. If any subtopics or routes are established within those five
minutes, the expiration time of the topic will be reset to the value it had previously.

The difference between this header and the KnowNow System Administration console
parameter is that this header sets an expiration time for a specific temporary topic,
while the KnowNow System Administration console parameter sets an expiration time
for all temporary topics.

For information on the time format and possible values, see kn_expires. Note that you
do not need to use a plus sign (+) with the time value for this header.

For information on how to specify that a topic is to be temporary, see kn_temporary.

kn_timer *

Periodic (“timer”) events are events which are updated regularly by the LiveServer. The
headers associated with periodic events are

m  kn_timer_fired
m  kn_timer_interval
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m  kn_timer_nextupdate
m  kn_timer_updated

An event can be made periodic by providing a kn_timer_interval header on publica-
tion:

kn_timer_interval=interval

where interval is encoded as a positive default-relative KnTime (e.g., +300; default-rela-
tive means that 300 implies +300, not 5 minutes after midnight 1/1/1970 GMT,; see also
“Specifying Time in Headers” on page 60 and “kn_history_*" on page 67).

Upon publication, the header kn_timer_updated is set to the LiveServer time (as in the
kn_time header), and the header kn_timer_nextupdate is set to the next LiveServer
time for it to fire.

At the first reaper interval after the kn_timer_nextupdate, kn_timer_fired will be set to
the current LiveServer time, and kn_timer_nextupdate will be increased by the
kn_timer_interval.

If there is no kn_timer_interval, the kn_timer_nextupdate header will be removed from
the event.

Using kn_timer_nextupdate without a kn_timer_interval is a way to allow a client ap-
plication to determine the timing (e.g., based on load). However, any application which
relies on its own updates is inherently less reliable than one that relies on the
LiveServer's internal update, since an event could be lost in the client application (via a
crash, for example), and the new fire time never created. A more reliable way to achieve
the same effect is to simply update the kn_timer_nextupdate field while retaining the
kn_timer_interval.

A more typical use case for using kn_timer_nextupdate without an interval is to pro-
vide for triggering a particular one-time-only operation in the future.

kn_time_t

Timestamp recording the event receipt time. Time is expressed as seconds (with frac-
tional microseconds) since Thursday, January 1, 00:00:00, 1970, UTC format; for exam-
ple, an event created on Friday, January 12, 04:31:32 2001 UTC would have a kn_time_t
value of

979273892.54

The format of this value is nine.six digits; that is, nine digits preceding a decimal point,
and six following, when sent by LiveServer. LiveServer accepts values with or without
decimal points, and will preserve up to six digits of precision after the decimal point.
For example, 9, 9.0, and 9.000000 are all January 1, 00:00:09 1970 UTC.
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If not provided by the client, LiveServer will set the value to the event’s arrival time. The
kn_time_t is not updated as LiveServer routes the event.

As LiveServer receives published events, it sets a granularity of 10 milliseconds (1/100
of a second) to kn_time_t. To avoid out-of-order events after a database recovery, you
must publish at a rate lower than 100 events per second.

kn_to

Specifies the topic to publish the event to (a route’s destination) for a route or notify
command; for example, /what/chat, /what/+v ¥+, /what/xooe, http://myser-
ver/kn/what/chat. Basically, kn_to is used to set up routes.

If the kn_to parameter is not specified, kn_to defaults to the path information.
LiveServer looks at kn_to for any topic or notify commands.

kn_topic_nodelete

This header is used only with set_topic_property.

If this header is provided with any value other than false, it makes it impossible to de-
lete this topic using do_method=delete_topic. It also makes it impossible to clear
events out of the topic using do_method=clear_topic.

Events in kn_topic_nodelete topics will still expire, and can be individually deleted by
updating their expiration times.

kn_topic_nopersist
This header is used only with set_topic_property.

If this header is provided with any value other than false, it directs the LiveServer to not
persist the specified topic. If any events are in the topic before this property is added,
those events will persist until they expire. This is probably not what you want, so you
may wish to issue the set_topic_property command before posting events to the topic.

kn_topic_nopost

This header is used only with set_topic_property and is used by the LiveServer's inter-
nal statistics module.

This header makes the specified topic impossible to notify into from outside of a
LiveServer (in-process) module. If a regular topic has a route to a kn_topic_nopost
topic, any normal notifies (posts) into that regular topic will not appear in the
kn_topic_nopost topic.
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kn_topic_order

This header is used to specify a topic order. it supports four values:

®  none
= causal
m agreed
m safe

ASLC applications will typically need agreed or safe topics.

kn_topic_allow_update

The value of this header can be either true or false. If false, events in this topic may not
be updated; attempts to submit an event with a matching kn_id but non-duplicate
data will be rejected with a 40x (not permitted) error message if directly submitted. If a
route attempts to do so, the route will be in error and be deleted.

kn_vuri

Sets the kn_route_location for all events on a route. If kn_uri is set as part of the HTTP
header, it overrides the value set in kn_route_location.
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Detecting Presence or Deletions

The LiveServer thinks someone is present if:

1. There is a journal for that person (/kn/who/person/.../kn_journal (where ... can be
any number of subtopics).

2. Thereis an active tunnel routing out from that journal.
3. The active tunnel contains the kn_user_id or userid of that person.

Applications can monitor tunnel creation and destruction by subscribing to topics. In
particular, to do so, subscribe to /kn/who/kn_subtopics to find out when new journals
are created. Then subscribe to each journal’s /kn/who/person/kn_routes to see their
tunnels arrive and depart.

Presence can be monitored as described under “Presence” on page 144.

Sensing Deletions

To forward deletion notifications along a route, add the kn_deletions header with the
value true to the route. Deletion notifications are distinguished from other notifica-
tions by their additional kn_deleted header with the value true.

Additionally, many applications use an update with an empty kn_payload to mean “de-
leted””

For correct behavior in the presence of expiration, deletion, and updates, applications
are advised to observe the following guidelines:

1. Publish your own (accurate) timestamps, preferably with floating-point accuracy, in
kn_time_t.

2. Sortincoming events by timestamp.

3. Anincoming event with a more recent timestamp, or with an equal timestamp but
received later, may be considered an update to an earlier event with the same value
for the kn_id header.

4. Do not propagate updates that don't differ from the most recent previous value, or
that differ only in the hop-by-hop headers (kn_routed_from and any headers that
have names starting with kn_route_).

5. When the most recent update to a particular kn_id has an empty kn_payload or the
value true in its kn_deleted header, that kn_id is considered deleted or expired.

6. Whenever possible, set event expiration times to the values your application needs.
These kn_expires values may be specified in absolute terms (a la kn_time_t) or in
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relative terms (for example, '+30' for a half-minute lifetime.) Note that the special
kn_expires value of infinity or '+infinity' is used to indicate that an event should
be kept as long as possible.

7. Subscribers should obey expiration times on events they receive.

8. To keep system-wide inconsistencies to a minimum, try to ensure that no two
publishers will send updates with a particular kn_id during a short time interval
(“short” here is probably five minutes or so in the worst case, 30 seconds in more
usual cases). Ideally, build applications so that they do not use updates.

9. To “delete” an event, publish an update to the appropriate kn_id with an empty
kn_payload value, and a kn_expires value of '+255' or so. (255 seconds is merely a
heuristic, not some magical limit. It should be enough time for an update to
propagate to a reasonable majority of endpoints.)
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Web Services

In addition to being a Web server, the LiveServer also supports Web service requests to
other LiveServers or to other Web services. You can make SOAP and REST Web service
requests using the LiveServer as described in this chapter under the following head-
ings:

m  “Overview” on page 86

m  “Making Web Services Requests” on page 87

m  “The LiveServer's SOAP and WSDL Interfaces” on page 93
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Most Web services are implemented using SOAP or HTTP. In addition to supporting
HTTP, the LiveServer also supports simple object access protocol (SOAP). SOAP is a
clean, lightweight, XML-based protocol for exchange of information in a decentralized,
distributed environment. The SOAP protocol consists of three parts: an envelope that
defines a framework for describing what is in a message and how to process it, a set of
encoding rules, and a convention for representing remote procedure calls and re-
sponses.

The SOAP standards documentation can be found at http://www.w3.org/TR/soap/.

A Web services description language (WSDL) defines a SOAP interface. For the XML
document that describes the LiveServer's WSDL interfaces, see
http://www.w3.org/TR/wsdl.

In addition, the LiveServer also supports REST (representational state transfer) requests.
REST isn't a standard but an architectural style for accessing Web services.

Using SOAP, WSDL, and REST, you can use the LiveServer as a proxy for making Web ser-
vices requests to, for example, Google or Amazon.com.
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Making Web Services Requests

If you wish to use the LiveServer to make and manage requests to other Web services,
you can do so following these basic steps:

1. Create offhost routes to other Web services. There are different ways to do this
depending on which interface (SOAP or REST) you wish to use.

2. Create your requests.
3. Manage the responses to those requests.

The LiveServer ships with some samples you can look at to see how these tasks are put
together; this section describes the individual tasks under the following headings:

m  “Creating Offhost Routes” on page 87
m  “Creating Requests” on page 89

m “Managing Your Responses” on page 91

Creating Offhost Routes

The first step in making and managing requests to other Web services is to create an
offhost route to each Web service. In this case, an offhost route is a route from a topic
on the LiveServer to a URL off the host (i.e., to a Web service).

In creating each route,

m  Use aroute creation command (do_method=route, for example).
= In kn_from, use the topic you are routing from.

m  Assign the offhost URL to kn_to. (The kn_to header identifies a machine to use—
i.e., the destination, a protocol to use, and a format to use.) Note that if you do not
assign a URL in the kn_to, the route you are creating is assumed to not be an off-
host route. The offhost URL can be one of the following:

m  The URL of the WSDL (for example, http://api.google.com:80/Goo-
gleSearch.wsdl). If you are creating a SOAP request where the request is only in
the form of header/value pairs as described under “Letting the LiveServer Gen-
erate the SOAP” on page 90, use this option. (If the other Web service is another
LiveServer, you can obtain the WSDL for that LiveServer as described under
“Obtaining WSDLs"” on page 88.)
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m  The service URL as defined in the Web service's WSDL (for example,
http://api.google.com:80/search/beta2).

m If you are creating a SOAP request to be forwarded to the Web service in
the payload as described under “Creating Your Own SOAP” on page 90, use
this option.

m [f you are creating a REST request, this is the only option you have for the
kn_to. Use this option by entering the Web service’s REST URL. For more on
REST requests, see “Creating REST Requests” on page 91.

m  Use kn_request_format to specify which format the request is in (ws_soap for
SOAP, ws_rest for REST). If you do not supply a kn_request_format, it is assumed
that the request is a LiveServer request in LiveServer format (which could be
LiveServer, Mod-pubsub, and so on).

m If you wish to pass permissions (i.e., user names and passwords), use kn_user and
kn_password, as well as the appropriate permissions operations defined in the
WSDL for that host. Permissions set this way will apply to any requests made to that
offhost route/Web service.

Once you've created the offhost route, you can use the KnowNow System Administra-
tion console to check the status of the route. (For instance, to see if the route creation
failed or was successful.) For example, the kn_offhost_retries parameter in the /from
topic (whatever you have called that topic; you could also call it /publish or /requests or
whatever suits you) shows how many connection retries have been attempted. The
/status (or whatever you have called it, such as /responses) topic contains status prop-
erties.

Obtaining WSDLs

A WSDL provides, among other information, the names of the operations that you can

perform with the Web service that provides that WSDL. Therefore, in order to construct
Web services requests for a given provider, you will need to obtain the WSDL for what-
ever server is supplying the Web services. For providers other than KnowNow, you will

need to obtain the WSDL directly from those providers.

If you are using another LiveServer to supply Web services, you can obtain that
LiveServer's WSDL by sending the following request to it:

http://localhost:8000/knSOAP?wsdl

As needed, you can use other machine or domain names (or an IP address) and other
ports, and the HTTPS protocol.

Here is a sample WSDL request to which a LiveServer will respond by sending its WSDL
interface:
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GET /knSOAP?wsdl

Route Creation Examples

The LiveServer ships with GoogleSpelling.cpp, a small C++ code sample showing,
among other things, how to make a search request to the Google and BabelFish Web
Services using SOAP. In that sample, the offhost route for a SOAP request is created like
this (remembering that this is just a snippet from that code and is not complete code in
itself):

Message route;

route.Set ("do_method", "route");

route.Set ("kn from", fromtopic);

route.Set ("kn_to", "http://api.google.com:80/search/beta2");
route.Set ("kn request format", "ws soap");

And here is a snippet of code (from the same sample file) for creating the route for an
Amazon.com REST request:

Message route;

route
route
route
route

.Set ("do_method", "route");

.Set ("kn_from", fromtopic);

.Set ("kn_to", "http://webservices.amazon.com/onca/xml?Service=AWSECommerceService") ;
.Set ("kn_request_ format", "ws_rest");

Creating Requests

Once you have created the offhost route, you make the actual service request by post-
ing an event to the topic you are creating the route from (i.e, the kn_from topic).

This event must have different types of information in it, depending on what kind of re-
guest you are making. However, each event that you post needs to specify the name of
the topic where you wish to receive your responses. Use kn_status_to to specify that
topic name. Your Web service response will be posted to kn_status_to, so you need to
subscribe to that topic if you want to pick up those responses.

The different requirements for different types of requests are described in these sec-
tions:

m  “Creating SOAP Requests” on page 90
m  “Creating REST Requests” on page 91

“Retrying Requests” on page 91
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Creating SOAP Requests

There are two ways to create SOAP requests, depending on whether you want to use
your own SOAP generation tool, or whether you would instead rather have the
LiveServer generate the SOAP.

Creating Your Own SOAP

If you wish to provide your own SOAP, first, generate the SOAP request using your fa-
vorite SOAP generation tool. Then place that entire SOAP request in the kn_payload of
your request. See “Creating Offhost Routes” on page 87 for related information on cre-
ating the offhost route for this kind of request.

Letting the LiveServer Generate the SOAP

If you want the LiveServer to generate the SOAP for you, post the operation and param-
eters needed for the Web services request as header/value pairs to the LiveServer. If
you wish to pass permissions parameters, use the appropriate WSDL operations as
needed.

You must create the headers using the following formats:

m  ws_operationname
m  Ws_parameter]
m  Ws_parameter2

m  andsoon
In naming these, use the formulas

ws_ + the Web service’s operation name
ws_ + one of the Web service’s parameter names

To obtain the operation and parameter names, refer to that Web service’s WSDL. (Case
is not important.)

For example, in SOAPRequestor.cpp, in invoking Google’s Spelling Suggestion Service,
these header/value pairs are specified like so:

m.Set ("ws_operation", "doSpellingSuggestion");
m.Set ("ws_key", "sJu/2PNQFHJ2+0Z6JBQhtcbyhl1Vg4dBW") ;
m.Set ("ws_phrase", "knownow") ;

where operation, key, and phrase have been defined by Google’s WSDL for Google’s
Spelling Suggestion Service.

In addition, the kn_to of the route you create needs to point to the WSDL of the Web
service you are sending the request to. See “Creating Offhost Routes” on page 87 for re-
lated information on creating the offhost route for this kind of request.
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Then, create a regular event. The operations and the Web services parameters go into
headers. The LiveServer will fetch the WSDL from the WSDL URL you provided in the
kn_to, will parse the WSDL using the header/value pairs you supplied, and will generate
the SOAP, which it then sends to the Web service. You will also need to specify a
kn_status_to as described under “Managing Your Responses” on page 91.

Creating REST Requests

LiveServer REST requests don’t take a payload. Instead, they take the REST parameters
prepended with ws_, just as described under “Letting the LiveServer Generate the
SOAP” on page 90. These parameters are accepted by REST Web services as
header/value pairs. If you want to use a Web site’s REST protocol, you will 